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Audience, Overview and Topics

Audience

The intended audience for the Introduction to OTCnet and Overview of OTCnet Participant User
Guide Content includes:

= Administration Users
= Deposit Processing and Reporting Users
= Check Capture, Check Processing and Reporting Users

= Viewers

Overview

Welcome to Introduction to OTCnet Overview and OTCnet Course Content. In this chapter, you
will learn:

= The introduction to OTCnet

= The overview of OTCnet participant user guide content

Topics
This chapter is organized by the following topics:
1. Introduction to OTCnet

2. Overview of OTCnet Participant User Guide Content
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Topic 1. Introduction to OTCnet

Overview

The Financial Management Service (FMS) Over the Counter Revenue Collection Division
(OTCD) provides Over the Counter Channel Application (OTCnet™) financial services to
facilitate the prompt electronic processing and reporting of deposits and transaction activity.
OTCnet financial services include retail transactions made at agency offices, face-to-face
collection points, and point of sale (POS) locations throughout the US and abroad.

The OTCD oversees the systems, networks, and program infrastructure which enables us to
provide world class OTCnet financial services to include the collection of checks, cash and
coins transacted at agency POS locations around the globe. The OTCD is responsible for
implementing a coordinated government wide strategy for the collection of over the counter
transaction and deposit activity (cash, card, check, foreign checks/currency, seized currency),
and the transition from paper checks to electronic mechanisms.

OTCnet financial services is a secure web-based system combining the functionality and
features of two former applications, Paper Check Conversion Over the Counter (PCC OTC),
which electronically processed US checks presented for cashing or payment; and Treasury
General Account Deposit Network (TGAnet), which processed US currency, foreign currency
cash and foreign check item deposits. OTCnet financial services offers agencies superior
customer service and high quality e-commerce solutions for collections and reporting needs.

OTCnet financial services will:
e Electronically process US checks presented for cashing, payment or deposit
e Process US currency, foreign currency cash and foreign check item deposits
e Automate the collection and settlement process
¢ Provide online reporting and research capability for reconciliation and inquiries

¢ Improve deposit history record keeping

Version 1.3/September 2012 Administration 2



OTCnet Participant User Guide — Introduction and Overview of OTCnet Financial Management Service

OTCnet Elements

OTCnet is comprised of three elements; (1) Administration, (2) Check Capture, Check
Processing and Reporting and (3) Deposit Processing and Reporting. The Administration
element is a component of the Check Capture, Check Processing and Reporting as well as
Deposit Processing and Reporting, as demonstrated in Figure 1 below.

Figure 1. OTCnet Elements

Administration, Installation,
Set up and Management

Check Capturing, Processing
and Reporting

Deposit Processing and
Reporting

The three elements of OTCnet are defined as follows:

1. Administration allows for those with administrative permissions to install, setup users,
and manage OTCnet

2. Deposit Processing: permits Federal agencies the ability to create and submit deposits
for confirmation. This platform also allows for Financial Institutions to confirm those
deposits and create adjustments electronically. Deposits can be created for US
currency, foreign cash and foreign check items

3. Check Capturing, Check Processing: converts personal and business checks into
electronic fund transfers. Transactions can be consumer, consumer accounts receivable,
and business transactions.

OTCnet Process Flow: Check Capture, Check Processing
and Reporting

Check Capture and Check Processing involves converting paper checks received over the
counter or through the mail into electronic debits to the check writer’s account. The process is
highly automated and greatly improves the collection, reconciliation, research and reporting
processes associated with Federal Agency check collections.

In OTCnet, your Agency uses a scanner to capture the front and back of each check. In OTCnet
Online, the image is available immediately; in OTCnet Offline, the image is stored locally. You
can also access Transaction Reporting System (TRS) to retrieve deposit information.
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The captured image of the check is stored for seven years in OTCnet. You can search the
check images as well as the check capture and transaction data throughout the CIRA (Check
Image and Research Archive) Query feature within OTCnet.

OTCnet sends deposit voucher information to TRS. TRS sends accounting entries with
Treasury Account Symbol/Business Event Type Code (TAS/BETC) or Classification Keys (C-
Keys) to Central Accounting Reporting System/Government Wide Accounting (CARS/GWA).
CARS/GWA invokes Shared Account Module (SAM) to validate, translate or default the
TAS/BETC based on the accounting information received on the transaction.

OTCnet sends captured check data to Debit Gateway at the Federal Reserve Bank
Cleveland(FRB-CL), who then sends the data to the appropriate Financial Institutions (FIs)
either through FedACH (personal check) or Check 21 (non-personal check) where the check
was written. Table 1 below identifies acceptable forms of FedACH and Check 21 payment

types.

Note: OTCnet only captures TAS strings and C-Keys in Release 1.3.

What is ACH?

The ACH Network is a nationwide batch-oriented electronic funds transfer system governed by
the NACHA (National Automated Clearing House Association) operating rules which provide for
the interbank clearing of electronic payments for participating depository financial institutions.
The Federal Reserve and Electronic Payments Network act as ACH Operators, central clearing
facilities through which financial institutions transmit or receive ACH entries. ACH payments
include:

e Direct Deposit of payroll, Social Security and other government benefits, and tax

refunds;

o Direct Payment of consumer bills such as mortgages, loans, utility bills and insurance
premiums;
Business-to-business payments;
E checks;
E commerce payments;
Federal, state and local tax payments.

What is Check 217

Check 21, also known as ‘Check Clearing for the 21st Century’ Act, was signed into law on
October 28, 2003. Provisions of the law took effect on October 28, 2004. It is important to
understand the effects of Check 21 on OTCnet. Check 21 provides the legal framework for the
creation of substitute checks, which can be used in place of the original paper document,
without an agreement in place with other financial institutions. A substitute check is a paper
reproduction of the original check. To meet legal requirements, a substitute check must:
e Contain an image of the front and back of the original check.
e Bear alegend that states, “This is a legal copy of your check. You can use it the same
way you would use the original check.”
e Display a MICR line containing all information appearing on the MICR line of the original
check.
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Conform in paper stock, dimension, and otherwise, with generally applicable industry

standards for substitute checks.

Be suitable for automated processing in the same manner as the original check.

Note: All non-personal items are processed via Check 21.

Overall, this legislation has modernized the nation’s check payments system. Check 21 is
designed to foster innovation in the payments system and to enhance its efficiency by reducing
some of the legal impediments to check truncation. ALL payment instruments are eligible for
processing under OTCnet, including Business Checks, Money orders, Treasury checks, Credit
card checks, Traveler’'s checks, Cashier’s checks, Official checks, Third-party checks, Payroll
checks and checks drawn on state or local government. Check 21 requires financial institutions
to accept a substitute check from a presenting institute and grant it equivalent status as the
original check, if the substitute check meets prescribed requirements. It also requires a
reconverting bank to meet the warranties and indemnities enacted through the legislation and
subsequent regulations. Check 21 requires financial institutions to provide education to
individual consumers on substitute checks and consumer recredit rights. For more information
on Check 21, visit: http://www.frbservices.org/Retail/Check21.html

FedACH

Table 1: FedACH and Check 21

Direct Deposit of payroll, Social Security
and other government benefits, and tax
refunds

Direct Payment of consumer bills such
as mortgages, loans, utility bills and
insurance premiums
Business-to-business payments

E checks

E commerce payments

Federal, state and local tax payments

Check 21

Business Checks

Money Orders

Treasury Checks

Credit Card Checks
Traveler's Checks
Cashier's Checks

Official Checks

Third-party Checks

Payroll Checks

Checks drawn on state or local
government

Personal Check (No Notice)
Personal Check (Opt Out)

FRB Cleveland sends the accounting information to FRB CA$HLINK Il and makes your
reporting information available (eg. SF215 and SF5515) the next business day in OTCnet. FRB
CASHLINK sends the deposit information to TRS (see complete Check Capture and Check
Processing and Reporting Process flow in Figure 2 below).

Administration
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Figure 2. Check Capture, Check Processing and Reporting Process Flow
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If your Agency uses the Master Verification Database (MVD) (which provides downloads of prior
negative check information and blocked items) and is working offline, the information is passed
to the agency's Local Verification Database (LVD) when each batch is closed. The LVD is then
used to determine the check writer's status and implement your Agency's bad check policy if
applicable.

OTCnet Process Flow: Deposit Processing and Reporting

Deposit Processing electronically collects and automates US and Foreign funds which facilitates
the classification of Treasury collections on a daily basis.

FI Commercial Process Flow

As shown In Figure 3 below, the Deposit Preparer electronically fills out the SF215 (deposit
ticket) using OTCnet and prints out the deposit ticket. The bank deposit ticket, SF215 (deposit
ticket), cash, and checks (US and foreign) are taken to your Financial Institution (FI). At the Fl,
the Deposit Confirmer confirms the deposit, rejects the deposit or creates an adjustment to the
deposit using OTCnet.

OTCnet sends deposit voucher information to Transaction Reporting System (TRS) for
reconciliation and makes it available to CA$HLINK Il. CA$HLINK Il obtains the reconciled
deposit data from TRS and makes it accessible in OTCnet for agency retrieval.
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FRB Process Flow

As shown in Figure 3 below, the Deposit Preparer electronically fills out the SF215 (deposit
ticket) using OTCnet and prints out the deposit ticket. The bank deposit ticket, SF215 (deposit
ticket), cash, and checks (US and foreign) are taken to your Financial Institution (FI). At the FlI,
the Deposit Confirmer confirms the deposit, rejects the deposit or creates an adjustment to the
deposit using OTCnet.

FRB CASHLINK II receives deposit information from OTCnet, facilitates settlement with the US
Treasury and sends the information to TRS for reconciliation and makes it available to agencies
through OTCnet, which also sends deposit voucher information to TRS.

Figure 3. Deposit Processing and Reporting Process Flow
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The Deposit Preparer and Deposit Viewer can access OTCnet to view their deposit ticket
information, as well as access reports, receive rejections, and view adjustments.

OTCnet End Users

In OTCnet, there are three functional areas which allow users to focus on relevant tasks. The
role you will hold is based on the types of tasks you will perform. You may perform tasks that fall
under the following functionality of OTCnet; (1) Administration, (2) Check Capture, Processing
and Reporting and (3) Deposit Processing and Reporting.
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Under Administration, six users with varying degrees of permission can perform administrative
duties which include tasks such as user management and system installation activities. They
include a Check Capture Administrator, Check Capture Supervisor, Primary Local Security
Administrator, Local Security Administrator, Accounting Specialist and Local Accounting
Specialist.

For Check Capture, Processing and Reporting access, seven roles have permission to capture
checks, process checks, access reports or edit /view the MVD.

Those who carry Deposit Processing and Reporting roles, can create deposits, approve, confirm
(reject or adjust), and/or view information. There are a total of five users who can perform these
functions. See Figure 4 for details.

Figure 4. User Roles

Administration Check Capture/ Check Deposit Processing and
Processing and Reporting Reporting

Agency Agency Agency
=  (Check Capture Supervisor = (Check Capture Operator »  Deposit Preparer
=  Check Capture Administrator = Check Capture Lead Operator »  DepositApprover
= Accounting Specialist/ Local =  (Check Capture Supervisor  Viewer

Accounting Specialist
= “*Batch Approver

Financial Institution/ Federal = "Batch Uploader Financial Institution/ Federal
Reserve
Reserve = Master Verification Database (MVD)
= Primary/ Local Security Administrator Editor »  DepositConfirmer
= Master Verification Database (MVD) . Viewer
Viewer

* Considered sub-roles. Assigned lo users with existing roles
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OTCnet User Roles Guide for Agencies and Financial Institutions

OTCnet was developed to allow individual users access to be granted specific roles that will enable

them to perform the duties they need to carry out their job responsibilities. The following tables
illustrate which Check Capture, Check Processing, and Deposit Reporting roles can be combined
and assigned to individual Agency and Financial Institution (FI) users.

Table 2: OTCnet Agency and Financial Institution User Roles Guide

OTCnet Agency and Financial Institution User Roles Guide

Role Name

Accounting
Specialist

Role Description

The agency user in this role is an expert on the
organizational structure, reporting needs and accounting
rules for their agency. This role will establish and maintain
the organizational foundation, accounting data and
accounting relationships at the highest level of the agency
in OTCnet.

Applicable For

Check  Deposit
Capture Reporting

Assignable
By

Agency
PLSA, .
LSA

Agency Local
Security
Administrator (LSA)

The agency user in this role will maintain user access to an
organization, including assigning/removing user roles and
assigning/removing organization hierarchy access. LSAs
can also view security reports.

Agency
PLSA

Agency Primary
Local Security
Administrator

(PLSA)

The agency user in this role has the same capabilities as
an LSA, with the additional capability of creating and
modifying LSAs for their organization. There can only be
one PLSA per agency.

FMS
OTCnet
Customer o .
Support

Team

Agency Manager

The agency user in this role can view/download CIRA CSV
reports, run CIRA queries and view other general reports
such as the SF215 Deposit Ticket and 5515 Debit Voucher
reports.

Agency
PLSA, LSA

Batch Approver

The user assigned this role will have the ability to approve
a batch either prior to batch upload (from Offline) or when
a batch is uploaded/submitted to OTCnet but not yet
approved. This permission is granted especially when, in
offline mode, a user has configured the terminal to upload
a batch upon Batch Close. An example of this permission
applies to a Check Capture Operator: though a terminal
may be configured to upload upon close, an Operator is
able to close a batch but does not inherently have Upload
permissions, therefore the user's permissions will override
the terminal configuration, and the batch will not be
automatically uploaded. Providing this permission along
with Batch Uploader allows for the Check Capture
Operator to auto-upload the batch upon close. This role
should be granted in limited cases at sites where there is a
need for the Operator to perform this function without a
Supervisor present.

Note: This role only applies to the Offline version of
OTCnet.

Agency
PLSA, LSA

Administration
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OTCnet Agency and Financial Institution User Roles Guide

Assignable Applicable For

By Check  Deposit
Capture Reporting

Role Name Role Description

The user assigned this role will have the ability to upload a
batch from Offline OTCnet to the online database; this user
has no other permissions, and therefore should typically be
granted to a Check Capture Operator and Lead Operator.
This permission is granted especially when, in offline
mode, a user has configured the terminal to upload a batch
upon Batch Close. An example of this permission applies
to a Check Capture Operator: though a terminal may be
configured to upload upon close, an Operator is able to
close a batch but does not inherently have Upload

Batch Uploader permissions, therefore the user's permissions will override
the terminal configuration, and the batch will not be
automatically uploaded. Providing this permission along
with Batch Approver allows for the Check Capture
Operator to auto-upload the batch upon close. This role
should be granted in limited cases at sites where there is a
need for the Operator to perform this function without a
Supervisor present.

Agency
PLSALSA

Note: This role only applies to the Offline version of

OTCnet.
Check Capture The agency user in this role has the capability to define
Administrator and modify the check capture sites as well as manage

accounting codes and modify endpoint mappings. For
example, this user be able to setup the location policy and
location group. Additionally, this user is able to view,
modify, and import accounting codes and modify endpoint Agency .
mappings. This user can also configure the Check Capture PLSALSA
functions and perform upgrades of the application as well
as has the permission to download user profiles for the
site. Lastly, this user has the permission to download
software or firmware to the terminal using the Download
Check Capture application permission.

The agency user that has the authorization to in scan
checks into a batch, close a batch, balance check amounts
and enter batch control values during batch closing.

Check Capture Additionally, the user can enter/apply the Accounting Code Agency
Lead Operator at the time of scanning checks is established. However, PLSA,LSA
the user does not have authorization to accept duplicates,
make MICR corrections, authorize the use of out-of-date
LVD, or accept checks with poor quality.
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The agency user that has the authorization to in scan
checks into a batch, close a batch, balance check amounts
and enter batch control values during batch closing.
Check Capture Additionally, the user can enter/apply the Accounting Code Agency .
Operator at the time of scanning checks is established. However, PLSALSA
the user does not have authorization to accept duplicates,
make MICR corrections, authorize the use of out-of-date
LVD, or accept checks with poor quality
The agency user in this role is the most powerful user on
the Check Capture site. The user can perform almost all
the functions in Check Capture including accept
duplicates, make MICR corrections, authorize the use of
Check Capture out-gf—date L\./D,.accept checks vylth poor quallty, as well Agency
Supervisor as view, modify, import, and modify endpoint mappings. PLSA LSA C
P However, this user does not have any permissions '
associated with scanning checks. To ensure “checks and
balances,” scanning checks is reserved for a Check
Capture Operator or Lead Operator only.
The agency user in this role can only view organization Agenc
CIRA Viewer endpoints and CIRA records. This is the check processing gency C
. PLSA,LSA
role with the lowest level of access.
: The agency user in this role will approve the deposit report Agency
DREEES Iy and submit the information to the TGA financial institution. PLSA,LSA )
The agency user in this role prepares the deposit ticket Agenc
Deposit Preparer | and supporting information for transmission to the TGA PLSg A Lg A .
financial institution. ’
FPA Viewer The agency user in this role will only be able to search / Agency .
view deposit and adjustments, and produce reports from it. PLSA,LSA
The agency user in this role is an expert on the
organizational structure, reporting needs and accounting
L . rules for its depositing and lower level endpoints. This role
ocal Accounting | iy ectabiish and maintain the organizat Agency
. ganizational structure, .
Specialist . . e . PLSA,LSA
accounting code mappings to individual endpoints and the
processing options that one or more lower level endpoints
will use in OTCnet.
The agency user in this role can create, update and read Agenc
MVD Editor verification records. This role can also download CSV gency .
PLSALSA
formatted reports.
The agency user in this role can read CIRA records in
MVD Viewer addition to read verification records and read block records Agency .
containing only ABA permissions. This role also has the PLSA,LSA
permission to download CSV formatted reports.
View Report The agency user in this role will have access to agency Agency . .
P reports with the exception of the CIRA CSV report. PLSALSA
The financial institution user in this role will verify the Financial
Deposit Confirmer submitted deposit ticket, reject the deposit ticket if Institution .
P necessary, forward the information to the Treasury, and
/ PLSA,LSA
create adjustments, as necessary.

11
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The financial institution user in this role will only be able to Financial
FI Viewer search / view deposit and adjustments, view Financial Institution
Institution information and produce reports from it. PLSALSA
. . - The financial institution/federal reserve bank user in this . .
Financial Institution o SR . Financial
. role will maintain user access to an organization, including -
Loedl Beiriy) assigning/removing user roles and assigning/removin Institution
Administrator (LSA) gningremoving gning 9 PLSA
organization hierarchy access.
Financial Institution | The financial institution/federal reserve bank user in this FMS
Primary Local role has the same capabilities as an LSA, with the OTCnet
Security additional capability of creating and modifying LSAs for Customer
Administrator their organization. There can only be one PLSA per Support
(PLSA) financial institution. Team
The FRB user in this role will verify the submitted deposit Financial
, ticket, reject the deposit ticket if necessary, forward the oo
ARE) Canimier information to the Treasury, and create adjustments as Insfitution
" ) PLSA, LSA
necessary.
The FRB user in this role will only be able to search / view Financial
FRB Viewer deposit and adjustments, view FRB information and Institution .
produce reports from it. PLSALSA

OTCnet Agency Deposit Reporting User Roles Combinations

OTCnet was developed to allow individual users to be granted specific roles that will enable
them to perform the duties they need to carry out their job responsibilities. The following tables
illustrate which Deposit Reporting and Check Capture roles can be combined and assigned to
an individual Agency user. Start by viewing the user roles columns at the top. All cells that

contain a “*” in the column denote that the corresponding user role in the row on the left can be
assigned to this user role.

Table 3: OTCnet Agency Deposit Processing User Roles

OTCnet Agency Deposit Reporting User Roles

Deposit Reporting and Agency = Agency | Accounting Ac::::tling Deposit Deposit | FPA
Check Capture User Roles PLSA LSA Specialist  Specialist |Preparer Approver | Viewer
Agency PLSA * *
Agency LSA * *
Accounting Specialist * * * * *
Local Accounting Specialist * * * * *
Deposit Preparer * * * * *
Deposit Approver * ’ ’ * *
FPA Viewer * ° * * * * *
Agency Manager
CIRA Viewer * * * *
View Report * * * .
MVD Editor * * * .
MVD Viewer * ° * * * *
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OTCnet Agency Deposit Reporting User Roles

Deposit Reporting and Agency | Agency | Accounting Accl:-:::tling Deposit Deposit FPA
Check Capture User Roles PLSA LSA Specialist  Specialist |Preparer Approver | Viewer
Check Capture Operator y * * .
Check Capture Lead Operator * * * *
Check Capture Administrator * * * * ’
Check Capture Supervisor * * * *

13 Administration Version 1.3/September 2012
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OTCnet Agency Check Capture User Roles

OTCnet was developed to allow individual users to be granted specific roles that will enable them to
perform the duties they need to carry out their job responsibilities. The following tables illustrate which
Deposit Reporting and Check Capture roles can be combined and assigned to an individual Agency
user. Start by viewing the user roles columns at the top. All cells that contain a “¢” in the column

denote that the corresponding user role in the row on the left can be assigned to this user role.

Table 4: OTCnet Agency Check Capture User Roles

OTCnet Agency Check Capture User Roles

Deposit
Reporting Check ek cpock Check

and Agency CIRA  View MVD & MVD Capture Batch Batch

. . . Capture Capture Capture
Check Manager Viewer Report| Editor | Viewer Operator Lead Administrator Supervisor Approver| Uploader
Capture User Operator

Agency PLSA .
Agency LSA . .
Accounting . . . . . . . .
Specialist
Local
Accounting . . . . . . . .
Specialist
DepOSIt (] (] [ ] [ ] [ ] [ ] [ ] .
Preparer
Deposit . . . . . . . .
Approver
Agency . . . .
Manager
CIRA Viewer . . . . . . . .
View Report . . . . . . . .
MVD Editor . . . . . . . . .
MVD Viewer . . . . . . . .
Check Capture . . . . . . .
Operator
Check Capture . . . . . . . . .
Lead Operator
Check Capture . . . . . . . .
Administrator
Check Capture . . . . . . . .
Supervisor
Batch . .
Approver
Batch . B
Uploader
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OTCnet Financial Institution User Roles

OTCnet was developed to allow individual users to be granted specific roles that will enable
them to perform the duties they need to carry out their job responsibilities. The table below
illustrates which Financial Institution roles can be combined and assigned to an individual
Financial Institution user. Start by viewing the user roles columns at the top. All cells that

contain a “*” in the column denote that the corresponding user role in the row on the left can be
assigned to this user role.

Table 5: OTCnet Financial Institution User Roles

OTCnet Financial Institution User Roles

Financial Institution Roles FI PLSA FILSA FI Confirmer Fl Viewer

FI PLSA * ¢
FILSA * ¢

FI Confirmer * *
Fl Viewer * * * *

Table 6 provides a breakdown of permissions at the Federal Program Agency level as well as
the Financial Institution / Federal Reserve Bank Financial Institution level. They include Primary
Local Security Administrator, Local Security Administrator, Accounting Specialist, Local
Accounting Specialist, Deposit Preparer, Deposit Approver, Viewer and Deposit Confirmer.

Table 6: Deposit Processing and Reporting Roles

Federal Program Agency Financial Institution/ FRB FI
PLSA LSA Acc @ Acc Preparer Approver Viewer PLSA LSA Confirmer Viewer

Spec | Spec
Local

Add/Update/Delete
a User

Reset Password . . B .
Manage Own
Account

OTCnet Logon and
Homepage
Create/Modify
Deposit

Submit Deposit .
Confirm/Reject
Deposit

View
Deposit/Adjustment . . . . .
Detail

Search Deposit/
Adjustment
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Create Deposit/
Adjustment

Create Return Item
Adjustment

Modify
Organization . .
Hierarchy

Delete
Organization . .
Hierarchy

View Organization
Hierarchy

Search
Organization . .
Hierarchy

Modify Accounting
Codes

Import Accounting
Codes

View Accounting
Codes

Modify Endpoint
Mappings

Modify Custom
Labels

View Custom
Labels

Modify Processing
Options

View Processing
Options

Modify User
Defined Fields

View user Defined
Fields

View Financial
Institutions

View Business
Reports

View Security
Reports

View
Administrative . . o . .
Reports

Read/View Audit
Log
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Table 7 specifies OTCnet Check Capture roles and permissions at the Agency level. They
include the Check Capture Operator, Check Capture Lead Operator, Check Capture
Administrator and Check Capture Supervisor roles.

Table 7: Check Capture Roles

Federal Program Agency
Check Check Check Check * Batch *Batch  Online/Offline

Capture Capture Capture Capture Approver  Uploader
Operator Lead Administrator |~ Supervisor

. Operator ...

Authorize Duplicates Online/Offline
LTI Online/Offine
Correction
Authgnze Poor Image Online/Offiine
Quality
il Uizt . Online/Offline
Amounts
Change Batch Control . Online/Offline
Values
Change Batch Status Online/Offline
Close Batch . Online/Offline
Edit Batch . Online/Offline
Change Mode . Online/Offline
Configure Check
Capture System . Online/Offline
(settings)
View Check Capture . . . .
System Configuration Online/Offline
Configure Batch . . Online/Offline
Manager
Override Verification Online/Offline
Process Transactions . .
(Scan Checks) Online/Offline
Approve/Submit Batch Online/Offline
View Batch List . . Online/Offline
Ul L5100 DT Online/Offline
Balancing
Void Transaction Online/Offline
Check Capture System
Maintenance (Upgrade . Online/Offline
Scanner Firmware)
Check Capture System
Mamtengnce (Upgrade . Offline
Application from
Online)
Check Capture System
Maintenance (Upgrade . Offline
Form from Online)
Upload Batch Offline
Acknowledge Batch Offline
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Recover From

Secondary Storage ) Offine
Reset LVD . . Offline
Update LVD . . Offline
Authorize Old ;
Verification ¢ Offline
Download Check R Offline
Capture Application

View Activity Log . . Offline
Read/View Audit Check

Capture Module

(Partial — Access . . Offline
User’'s Own Activities

Only)

Manage Users . Offline
Download User Profiles . Offline
Update User Profiles . Offline
Download OTC :
Endpoints * Offline
Update OTC Endpoints .
(Offine) . . Offline
* Considered sub-roles. Assigned to users with existing roles.

The final table below shows the OTCnet Check Processing and Reporting user roles and their
associated permissions. Table 8 provides a breakdown of permissions at the Agency level.
They include the Check Capture Operator, Check Capture Lead Operator, Check Capture
Administrator, Check Capture Supervisor, MVD Editor and MVD Viewer roles.

Table 8: Check Processing and Reporting

Federal Program Agency

Agency  Check Check Check Check *CIRA  *View MVD MVD
Manager capture  Capture Capture Capture  Viewer Reports Editor Viewer Approver
Operator ~ Lead  Administrator | Supervisor
Operator

Manage Own L[] L[] L[] L[] L] L] L[] L]
Account
OTCnet Logon . . . . . . . .
and Homepage
Modify
Organization .
Hierarchy
Delete
Organization .
Hierarchy
View organization . . . . . . . .
Hierarchy
SearCh [ ] [ ] [ ] [ ] [ ] [ ] [ ] [ ]
Organization
Modify Accounting . .
Codes
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Import Accounting
Codes

View Accounting
Codes

Modify Endpoint
Mappings

Create/Modify
Verification
Records

View Verification
Records

Read Block
Record
Containing Only
an ABA

Create/Modify
Check Capture
Site

Download
Firmware /OTCnet
Application

View CIRA

Read/View Audit
Admin (Partial)

Read/View Audit
Check Capture

Read/View Audit
Check Capture
Module (Partial)

Read/View Audit
Check Capture
Module (Partial —
User's Own
Activity)

Read CIRA CSV
Report

Read Deposit
Ticket Report

Read Debit
Voucher Report

Read General
Agency Reports
(Agency CIRA
Report, LVD
Contents Report,
Organization
Hierarchy Report,
FMS Statistical
Report

* Considered sub-roles. Assigned to users with existing roles
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Topic 2. Overview of OTCnet Participant User Guide

Content

Introduction

This OTCnet Participant User Guide is intended to provide you with the skills you need to use
OTCnet, a system by which users can capture and process checks, and/or process deposits.
Users with appropriate permissions can install, setup, and manage OTCnet.

The Participant User Guide can be used independent of, or in conjunction with, the OTCnet
Web-based Training (WBT) or Instructor-led Training (ILT). In addition to the User Guides, you
may choose to use the Job Aids which provide you with a “quick tips” reference for creating
agency hierarchy, establishing depositing endpoints, processing options etc, for Deposit
Processing as well as a reference for configuring Check Processing settings. Both the
Participant User Guides and Job Aids are accessible through the OTCnet web site, OTCnet
Application Help link site, or through the Library button located within the WBT.

The Participant User Guides offer a series of 31 function related Chapters with individual topics
for Administration, Deposit Processing and Check Capture and Processing. Each OTCnet
Participant User Guide topic includes a textual description of the task addressed, with
screenshots as necessary, and a section providing step-by-step instructions for completing the
task.

Each chapter contains additional space designated for note-taking. Although separated by
segment, the User Guides may be printed individually, or as one complete manual. You are not
required to complete all 31 Chapters, but it is highly encouraged that you access the Chapters
that pertain to your user role.

Administration Participant User Guide

Eight Chapters make up the Administration Participant User Guide. These include Check
Capture, Check Processing and Deposit Processing Administrative functionality. Table 9
describes the related concepts covered in each Chapter:

Table 9. Administration Chapters

Chapter Description
In this chapter, you will learn about the
1. Introduction to OTCnet and background of OTCnet, the element and
Overview of OTCnet Participant User | process flows that make up OTCnet as well as
Guide Content overview of the Participant User Guides.

In this chapter, you will learn how to log on,
establish security settings and how to use the

2. Accessi Navigating OTCnet
ccessing and Navigating OTCne OTCnet Main Page.
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Chapter Cont’d

3. Managing User Accounts

Description Cont’d

In this chapter, you will learn how to create a

user account, update a user account, and assign
user privileges

4. Managing Your Agency’s Hierarchy
and Configuring Accounting Codes
and Endpoint Mappings

In this chapter, you will learn how to create a
hierarchy, designate an OTC Endpoint, establish
a Financial Institution relationship, designate a
check capture location, create, import and view
accounting codes, and map accounting codes to
OTC Endpoints.

5. Configuring Deposit Processing
Settings

In this chapter, you will learn how to; establish
processing options and custom field labels; and
modifying a user defined field.

6. Viewing Financial Institutions

In this chapter, you will learn how to view
Financial Institution details.

7. Configuring Check Processing
Settings

In this chapter, you will learn how to set up,
modify and view a terminal configuration, view
an audit log and download firmware.

8. Installing Scanner and Offline
Functions

In this chapter, you will learn how to a properly
install offline check capturing software; manage
offline check capturing; set up scanners; and
configure check capture settings in offline mode.

In addition to the Participant User Guides, the OTCnet Job Aids walk an Administrator through
the steps to setting up an organizational hierarchy and Check Capture and Processing
Administrative settings. These may be used in conjunction with the eight Administration
Chapters reviewed above.
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Deposit Processing and Reporting Participant User Guide

10 Chapters make up the Deposit Processing and Reporting Participant User Guide. Table 10
describes the related concepts covered in each Chapter:

Chapter

Table 10. Deposit Processing Chapters

Description

In this chapter, you will learn about the

1. Introduction to OTCnet and Overview
of OTCnet Participant User Guide backgrom;ln d of ﬁ)TCneli, the (élergent and I
Content process flows that make up OTCnet as well as
overview of the Participant User Guides.
In this chapter, you will learn how to log on,
2. Accessing and Navigating OTCnet establish security settings and how to use the
OTCnet Main Page.
3. Creating and Modifying Deposits In th!s chapte_r, you will learn how to create and
modify deposits.
: . In this chapter, you will learn how to search for
4. Searching for Deposits and download deposits.
5. Approving Deposits or Returning In this chapter, you will learn how to approve
Deposits to Draft deposits or return deposits to draft.
In this chapter, you will learn how to confirm
6. Confirming, Rejecting or Adjusting deposits, adjust deposits, or apply a credit/ debit
Deposits adjustment for US Currency and Foreign Check
Items.
In this chapter, you will learn how to create a
7. Managing Adjustments returned item adjustment for US Currency and
Foreign Check Items.
8. Searching Adjustments In this chaptgr, you will learn how to search and
download adjustments.
9. Viewing Reports In this chapter, you will learn how to view and

pull administrative and business reports.

10. Viewing Deposits

In this chapter, you will learn how to view
deposit drafts, deposits awaiting approval,
confirmed deposits, deposit adjustments,
rejected deposit details, submitted deposits and
how to download vouchers.
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Check Capture, Check Processing and Reporting Participant
User Guide

13 Chapters make up the Check Capture, Check Processing and Reporting Participant User
Guide. Table 11 describes the related concepts covered in each Chapter:

Table 11. Check Capture and Check Processing Chapters

Chapter

Introduction to OTCnet and
Overview of OTCnet Participant
User Guide Content

Description

In this chapter, you will learn about the background
of OTCnet, the element and process flows that
make up OTCnet as well as overview of the
Participant User Guides.

Installation Requirements

In this chapter, you will learn how to prepare your
system to use OTCnet and how to use OTCnet’s
check capture components.

Accessing and Navigating OTCnet

In this chapter, you will learn how to log on,
establish security settings and how to use the
OTCnet Main Page.

Capturing and Managing Checks
Online

In this chapter, you will learn how to capture/
recapture a check online; choose an appropriate
check processing method and type; correct a MICR
line; resolve a duplicate check; void a check; view a
check batch list; perform batch control/batch
balancing; close a batch; transmit a batch;
activate/deactivate a batch; manually
close/upload/acknowledge a batch; edit a captured
check; and print a receipt.

Correcting Scanned Checks

In this chapter, you will learn how to edit a check
item and how to correct a Magnetic Ink Character
Recognition (MICR) codeline.

Managing Verification Records
(MVD/LVD)

In this chapter, you will learn how to create, edit and
search for a Master Verification Database (MVD)
record.

Capturing and Managing Checks
Offline

In this chapter, you will learn how to log on to
offline; software components; capture/ recapture a
check offline; choose an appropriate check
processing method and type; correct a MICR line,
resolve a duplicate check; void a check; manage
batch list; perform batch control/ batch balancing;
close a batch; transmit a batch; activate/ deactivate
a batch; manually close/upload/acknowledge a
batch; edit a captured check; and print a receipt.
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8. Reporting on Scanned Checks

In this chapter, you will access and run reports,
guery checks, and view a search result.

9. Troubleshooting

In this chapter, you will learn how to acquire and
regain user access and passwords, as well as
resolve problems transmitting and closing a batch.
Additionally, you will understand who to contact for
access and scanner issues. This Chapter will help
you to decipher OTCnet error messages and how to
refill the ‘Electronically Processed’ hand stamp if
applicable.

10. Appendix

In this chapter, you will understand administrative
detail for cost, paperwork, policy, training and
customer service, as well as password
requirements and security guidance.

This chapter also describes how to resolve check
issues, return equipment procedure and offers
information about using CIRA and the MVD.

11. RDM Scanner Appendix

In this chapter, you will learn how to properly scan a
check using the RDM scanner, maintain your
scanner and contact the scanner support help desk.

12. Panini Scanner Appendix

In this chapter, you will learn how to properly scan a
check using the Panini scanner, maintain your
scanner and contact the scanner support help desk.

13. Queue Interface

In this chapter, you will learn how the queue
interfacing functionality is used (if applicable to your
Agency).
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Summary

In this chapter, you learned about:
= The Introduction to OTCnet

= The Overview of OTCnet Participant User Guide Content

In the next module, you will learn how to access and navigate OTCnet.

Notes
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Audience, Overview and Topics

Audience

The intended audience for the Accessing and Navigating OTCnet Participant User Guide
includes:

= All OTCnet Users

Overview

Welcome to Accessing and Navigating OTCnet. In this chapter, you will learn:
= How to log in to OTCnet Online/Offline
= How to access your User ID and reset your Password

= How to navigate the OTCnet Online/Offline home page

Topics
This chapter is organized by the following topics:
1. Logging in to OTCnet Online/Offline
2. Accessing a User ID and Resetting Passwords

3. Navigating the OTCnet Online/Offline Home Page
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Topic 1. Logging In to OTCnet Online/Offline

To access OTCnet Online you must have your FMS Single Sign On User ID and Password. To
obtain your user ID, contact your Primary Local Security Administrator (PLSA) or your Local
Security Administrator (LSA). After your User ID is created, you will receive an email with a
temporary password.

The first time you log in to OTCnet Online Single Sign On, you will be required to change your
password, accept the Rules of Behavior, provide challenge and response questions used for
secondary authentication, and enter a shared secret that is used when calling the FMS Help
Desk. Before accessing OTCnet Online, you must first accept the Rules of Behavior, answer the
challenge questions and shared secret.

To log in to OTCnet Offline, you must have your User ID and temporary password. Your User ID
is the same User ID you use to log in to OTCnet Online; however, your initial temporary
password is different from your permanent password used to access OTCnet Online. To obtain
your temporary password, contact your Check Capture Administrator (CCA).

The first time you log in to OTCnet Offline, you will be required to change your password. To log
in to OTCnet Offline, double-click the OTCnet Offline (Production or QA) icon on your
terminal’s desktop or click Start >Programs>0OTCnet Offline (Production or QA)>Start
OTCnet Offline (Production or QA). If the icon does not reside in either location, contact your
CCA to configure the terminal. If a terminal has more than one version of the OTCnet Offline
application (Production or QA), do not run both at the same time as running more than one
version at a time will cause errors.
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How to Log In for the First Time in OTCnet Online

Once you have received your User ID and generic password, you will want to access the
OTCnet application to create a permanent password.

To log in for the first time in OTCnet Online, complete the following steps:

1. Access https://otcnet.fms.treas.gov. and enter your User ID and Password in the
appropriate text boxes, and click Log In as shown in Figure 1.

Figure 1. FMS Single Sign On Page

e e it - Qrave glowe Eavig §oameron §)atainer §omgnon st g
| e s ]
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2. The Password Change: Create New Password page appears. Enter your temporary
Password, New Password, and Confirm New Password. See Figure 2 below.

Password Criteria

a.

S@"oooC

Must be at least 8 characters long

Must contain at least one upper case letter

Must contain at least one lower case letter

Must contain at least one numeric character

Must not repeat any of your last ten passwords.

Must not have been your password during the last ten days

Must not be a word in a language, slang, dialect, or jargon

Must not be related to personal identity, history, environment, or other personal
associations

Must not be shared or displayed in plain view.

Click Change Password. A confirmation page appears stating your new password has
been set. Click Continue.

Figure 2. Password Change Page

-
fms
Enterprise Single Sign On

fingle Suge On Passwant Services

Password Change:
Croate s New Vasywond

Change Paswword | Hesat | Cancel |

Version 1.3/September 2012 Administration 4



OTCnet Participant User Guide — Accessing and Navigating OTCnet Financial Management Service

3. The GSS Rules of Behavior page appears. Read and accept the GSS Rules of Behavior
by clicking all 14 of the check boxes. Click Accept or Cancel as shown in Figure 3.

If Cancel is clicked, you will be logged out of OTCnet. If you attempt to login to OTCnet
again, the GSS Rules of Behavior page appears.

Figure 3. GSS Rules of Behavior Page
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¥ 12, You must not browse, search or reveal FMS system information except in accordance with that which is required to 3
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does pot bave authority 1o access that sformation

 13. By your signature or e ic accep e (such as by cicking an acceptance button or the screen), you must agree
rules.

F 14 You should contact your FMS Isformasion System Security Office or the FMS Senvice Desk (202-874.4357,
fmsservicedesk @ fins treas, gov) & you do not understand any of these rules
t have rmad tha above Rules of Babuvior for Extarnal Users of Fasacisl mansgemant Service (FNS] Systerms, By ry slectronic accestance and'er ign

acknosiecse Inc s5res that my SCCers £ the FMS 5ystem (s covered by, and 39bject to. 3uch Rales. Further, [ ackncwlecge and sccept that smy viole
Thase Rules may 2ubiect ma te Cortl NG 6r CAMIAL! 3CUSAR 3AC that FMS retams the NEAL 31 113 sole GLICTeton 12 Tarminate. Cancel of sespend my o

FVS syatemis) ot any Uma, withivt stice
|

4. The Need to Change your Password Challenge Response page appears. Click
Continue. See Figure 4 below.

You will not be able to proceed to OTCnet until the Rules of Behavior are accepted; the
Challenge questions and Share Secret are set.

Figure 4. Need to Change Your Password Challenge Response Page

|, Ve bava bawn ra-diracted ta this page bacaure you nesd i change yosr pasrwsed challange respsnia
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i desidi.
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5. The Change Challenge/Response — Select and Provide Reponses to Questions page

appears. Select any three challenge questions you want to response to by clicking the
check boxes next to the questions.

Provide you responses in the Response and Confirm Response fields. Each
response must be at least three characters long and are case sensitive. Click
Save My Questions and Responses. See Figure 5 below.

Figure 5. Select and Provide Responses to Questions Page

B yav forpet your password of your pasImend expires, viv £40 chaose 1o ase oor Sk Senice Accevet Passwond Raset 5racess 1o reaet it by clicking ¢a

the FOrgat Passwand Sak 0a 1ha 1ogin page. This pracess will ok you ta povice the e the Oy YU 50T wp whan you
frat accasned your pecouat This screen sllows yoa 1o peovide tha redporsas that the SeiF-Senvice Accoont Passneed Reset process requires, Select and
pravide respsnses to any 3 of the chaligege quertizas belaw. Plesze essare that sach respznse ia urigee sod ot lasst 3 characters lzog and then click

Sava Ny R Noter K AT CaEe P 19 any 3 of the challanges Sefow, anauning sach rasponse is wigee ang 33 fleast 3
characrers Jang, and than chch Sebmit, Note hat resp are latter care
O Select Quastion

V¥ What was tha nama of tha hosptal vherw yau ware bam?

v e of tha st you Wvad an whan you grew

T wWhat was the mocel of yeur beat svcomedite?
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—_ — — — —
oy |y | — el

T what s the name o your fest pes?

: e —

6. A Change Shared Secret page appears. Enter a Shared Secret phrase and Confirm

Shared Secret phrase (see Figure 6). The shared secret phrase must be at least three
characters.

You will not be able to proceed to OTCnet until the Challenge questions and Share
Secret are set. Click Save My Shared Secret as shown in Figure 6.

Figure 6. Challenge Shared Secret Page

snge Shared Secret

Lo Shared Saceet - Sat & nem Shired Sacrat (wsed mhen calling the Halp Dask)

Vour Shared Secret is used by the Helg Desk pecsannal to verify your idantity when you call cham. Az that ime. you need to 12 provide
this shared secret. This screen allows yoo to set the Shared Secret chrase. Please ensure that the shared secretis atlenst 3

M
Shared Secret Coafirm Shared Secret

_

Save My Shared Secrat Qldl
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7. A confirmation page appears showing the challenge questions and responses and your
new shared secret were successfully saved. Click Logout, then Close Browser as
shown in Figure 7.

Figure 7. Logout and Close Browser

Enterprise Single Sign On

Change Challenge/Response

Change Chall /| - C

“our new challenge questions and responses, as well as your new shared secret have been successfully saved,

.-'|\'-.\ Please wait 15 minutes prier to accessing your application,
.

Enterprise Single Sign On

Goodbye and have a nice day.

You have successfully logged out. Te end your session securely, please close your

After your challenge questions and responses as well as your shared secret are successfully
saved, wait 15 minutes prior to accessing OTCnet.
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& Log In to OTCnet Online the First Time

To log in to FMS Single Sign On (OTCnet Online) for the first time, complete the following steps:

1. Access https://otcnet.fms.treas.gov.

2. Enter your User ID and Password in the appropriate text boxes, and click Log In. The
Password Change: Create New Password page appears.

3. Enter your temporary Password, New Password, and Confirm New Password.

Password Criteria
a. Must be at least 8 characters long
Must contain at least one upper case letter
Must contain at least one lower case letter
Must contain at least one numeric character
Must not repeat any of your last ten passwords
Must not have been your password during the last ten days
Must not be a word in a language, slang, dialect, or jargon
Must not be related to personal identity, history, environment, or other personal
associations
i. Must not be shared or displayed in plain view

S@ "o ao0oT

4. Click Change Password. A confirmation page appears stating your new password has
been set.

5. Click Continue. The GSS Rules of Behavior page appears.
6. Read and accept the GSS Rules of Behavior by clicking all the check boxes.

7. Click Accept or Cancel. The Need to Change your Password Challenge Response
page appears.

®Application Tip

If Cancel is clicked, you will be logged out of OTCnet. If you attempt to
login to OTCnet again, the GSS Rules of Behavior page will appear. You
will not be able to proceed to OTCnet until the Rules of Behavior are
accepted, and the Challenge questions and Share Secret are set.

8. Click Continue. The Change Challenge/Response — Select and Provide Reponses to
Questions page appears.
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9. Select any three challenge questions you want to respond to by clicking the check boxes
next to the questions, and provide your responses in the Response and Confirm
Response fields.

@Application Tip

Each response must be at least three characters long and are case
sensitive.

10. Click Save My Questions and Responses. A Change Shared Secret page appears.

11. Enter a Shared Secret phrase and Confirm Shared Secret phrase.

@Application Tip

The shared secret phrase must be at least three characters. You will not be
able to proceed to OTCnet until the Challenge questions and Share Secret
are set.

12. Click Save My Shared Secret. A confirmation page appears showing the challenge
guestions and responses and your new shared secret were successfully saved.

13. Click Logout.

®Application Tip

After your challenge questions and responses as well as your shared secret
are successfully saved, wait 15 minutes prior to accessing OTCnet.

14. Click Close Browser.
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Log In to OTCnet Online

Once you have changed your password, responded to the challenge questions, and established
a shared secret, you can log in to OTCnet to access functionality for one or more of the
following:

Administration

Deposit Processing and Reporting

Check Capture

Check Processing

Access User Identity (ID) and Reset Password
To log in to OTCnet Online, complete the following steps:

1. Access https://otcnet.fms.treas.gov and enter your User ID and Password in the
appropriate text boxes, and click Log In as shown in Figure 8.

Figure 8. FMS Single Sign On Page

L T e i - Qoo glowe Eovig §ommeon g asainer §umnon )i gne
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2. The OTCnet Home Page appears. See Figure 9 below.

Figure 9. OTCnet Home Page

Home | MyProfie | Traming | Priot | He | LogOut

| online Application | s Connecton Status: Online

e A T A

Welcome.,
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Once you have logged in to OTCnet, you can review the Privacy Statement link at the
bottom of the page, as well as the Accessibility Statement link (see Figure 10 below for
location).

Figure 10. OTCnet Home Page

WARNING WARNING WARNING

You have accessed a United States Government computer. Unauthonzed use of this computer is a violation of federal
law and may subject you to cml and criminal penalties

This computer and the automated systems which run on it are monitored Indniduals are not guaranteed pavacy while
using government computers and should, therefore, not expect it. Communications made using this system may be
disclosed as allowed by federal law

Rules of Beha*norl Privacy Statement | Accessibility Statement I Contact | Text Version | About

Department of the Treasury
Financial Management Service
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& Log In to OTCnet Online

To log in to FMS Single Sign On (OTCnet Online), complete the following steps:

1. Access https://otcnet.fms.treas.gov.

2. Enter your User ID and Password in the appropriate text boxes, and click Log In. The
OTCnet Home Page appears.
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How to Log In to OTCnet Offline for the First Time

Once you have received your User ID and temporary password from your CCA, you will want to
access the OTCnet Offline application to create a permanent password.

To log in to OTCnet Offline for the first time, complete the following steps.

1. Double-click the OTCnet Offline (Production or QA) icon located on your terminal’s
desktop or click Start >Programs>0TCnet Offline (Production or QA)>Start OTCnet
Offline (Production or QA) (see Figure 11 below).

If the icon does not reside in either location, contact your CCA to configure the terminal.
If a terminal has more than one version of the OTCnet Offline application (Production or

QA), do not run both at the same time as running more than one version at a time will
cause errors.

Figure 11: OTCnet Offline Icon

a]. L

OTCnek
CIffline
Praduckion

2. Enter your User ID and temporary Password in the appropriate text boxes, and click
Log In (see Figure 12 below).

If you are a CCA and this is the first time logging into OTCnet Offline or need to
download user profiles, click the Retrieve Admin Profile link.

Figure 12: OTCnet Offline User Login Page

49 OTChnet’

Depaosits Made Simple

—User Login
User ID:

Password:
|

Retrieve Admin Profile
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3. The Set Permanent Password page appears. Enter your temporary Password, New
Password, and Re-Enter New Password and click Save (see Figure 13 below).

Password Criteria
Must be at least 8 characters long

Must contain at least one upper case letter

Must contain at least one lower case letter

Must contain at least one numeric character

Must not repeat any of your last ten passwords.

Must not have been your password during the last ten days
Must not be a word in a language, slang, dialect, or jargon

a.

e R

Must not be related to personal identity, history, environment, or other personal

associations

Must not be shared or displayed in plain view.

Figure 13: Set Permanent Password

Set Permanent Password

You must change your password before continuing. You will not be permitted to use your account until

you have completed this activity.

To reset password, please enter your login credentials and then enter your new password twice.

User ID: otcgefal

Password:

New Password:

Re-Enter New Password:
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4. A Confirmation page appears stating your new password has been set.
After the profile is successfully downloaded and password was reset, you will be

prompted to log in to the system with your new password. Click Return to Login Page
to login to the OTCnet Offline.

Figure 14: Password Reset Confirmation

Retrieve Admin Profile

otcqefd0, your new password has been set. Use this new password the next time you log
into your account.

Return to Login Page

To stop the OTCnet Offline application, click Start Menu>Programs> OTCnet Offline
(Production or QA)>Stop OTCnet Offline (Production or QA). Stopping the OTCnet
Offline application ensures the application is completely closed and that your OTCnet
session is terminated securely. It is recommended that after stopping OTCnet Offline,
wait at least one to two minutes before restarting.

If more than one version of the OTCnet Offline application resides on a terminal, be

sure to stop the correct version of the OTCnet Offline application (Stop OTCnet Offline
Production or QA).

15
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& Log In to OTCnet Offline for the First Time

To log in OTCnet Offline for the first time, complete the following steps:

1. Double-click the OTCnet Offline (Production or QA) icon located on your terminal’s desktop.
Or

Click Start>Programs>0OTCnet Offline (Production or QA)>Start OTCnet Offline (Production
or QA).

®Application Tip

If the icon does not reside in either location, contact your Check Capture
Administrator (CCA) to configure the terminal.

®Application Tip

If a terminal has more than one version of the OTCnet Offline application
(Production or QA), do not run both at the same time as running more than one
version at a time will cause errors.

2. Enter your User ID and temporary Password in the appropriate text boxes, and click Log In.
The Set Permanent Password page appears.

®Application Tip

If you are a Check Capture Administrator and this is the first time logging into
OTCnet Offline or need to download user profiles, click the Retrieve Admin
Profile link.

3. Enter your temporary Password, New Password, and Re-Enter New Password.
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®Application Tip

Password Criteria
e Must be at least 8 characters long
Must contain at least one upper case letter
Must contain at least one lower case letter
Must contain at least one numeric character
Must not have more than two repeating characters.
Must not repeat any of your last ten passwords.
Must not have been your password during the last ten days
Must not be a word in a language, slang, dialect, or jargon
Must not be related to personal identity, history, environment,
or other personal associations
e Must not be shared or displayed in plain view.

4. Click Save. A confirmation page appears stating your new password has been set.

®Application Tip

After the profile is successfully downloaded and password was reset, you will be
prompted to log in to the system with your new password.

©Application Tip

To stop the OTCnet Offline application, click Start Menu>Programs> OTCnet
Offline (Production or QA)>Stop OTCnet Offline (Production or QA). Stopping
the OTCnet Offline application ensures the application is completely closed and
that your OTCnet session is terminated securely. It is recommended that after
stopping OTCnet Offline, wait at least one to two minutes before restarting.

©Application Tip

If more than one version of the OTCnet Offline application resides on a terminal,
be sure to stop the correct version of the OTCnet Offline application (Stop
OTCnet Offline Production or QA).
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How to Log In to OTCnet Offline

After you have reset your temporary password, you can log in to OTCnet Offline. You can click
the Return to Login Page to be returned to the Login Page. If you choose not to immediately
access OTCnet Offline after resetting you temporary password, you can double-click the
OTCnet Offline icon or access your Start Menu under Programs.

To log in to OTCnet Offline, complete the following steps:
1. Double-click the OTCnet Offline (Production or QA) icon located on your terminal’s
desktop or click Start >Programs>0TCnet Offline (Production or QA)>Start OTCnet
Offline (Production or QA) (see Figure 15 below).

If the icon does not reside in either location, contact your CCA to configure the terminal.

If a terminal has more than one version of the OTCnet Offline application (Production or
QA), do not run both at the same time as running more than one version at a time will
cause errors.

Figure 15: OTCnet Offline Icon

oTCnek
ZFFline
Production

2. Enter your User ID and Password in the appropriate text boxes, and click Log In (see
Figure 16 below).The OTCnet Home Page appears.
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Figure 16: OTCnet Offline User Login Page

» ODTCnet“’

eposits Made Simple

—User Lagin

UserID:

Password:

Retrieve Admin Profile

To stop the OTCnet Offline application, access the Start Menu, select
Programs>0OTCnet Offline and click Stop OTCnet Offline. Stopping the OTCnet
Offline application ensures the application is completely closed and that your OTCnet

session is terminated securely.
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& Log In to OTCnet Offline
To log in to OTCnet Offline, complete the following steps:
1. Double-click the OTCnet Offline (Production or QA) icon located on your terminal’s desktop.
Or

Click Start>Programs>0OTCnet Offline (Production or QA)>Start OTCnet Offline (Production
or QA).

®Application Tip

If the icon does not reside in either location, contact your Check Capture

Administrator (CCA) to configure the terminal.

®Application Tip

If a terminal has more than one version of the OTCnet Offline application

(Production or QA), do not run both at the same time as running more than one
version at a time will cause errors.

2. Enter your User ID and Password in the appropriate text boxes, and click Log In. The OTCnet
Home Page appears.

®Application Tip

To stop the OTCnet Offline application, click Start>Programs>0TCnet Offline
(Production or QA)>Stop OTCnet Offline (Production or QA). Stopping the
OTCnet Offline application ensures the application is completely closed and that

your OTCnet session is terminated securely. It is recommended that after
stopping OTCnet Offline, wait at least one to two minutes before restarting.

®Application Tip

If more than one version of the OTCnet Offline application resides on a terminal,

be sure to stop the correct version of the OTCnet Offline application (Stop
OTCnet Offline Production or QA).
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Topic 2. Accessing a User ID and Resetting

Passwords

If you forget your Single Sign On User ID for OTCnet Online, you can have your User ID
emailed to you. If you forget your online password, you can have a temporary password emailed
to you. Once you sign in with your temporary password, you will need to reset it.

Access a User ID
To access a user ID, complete the following steps:

1. From the Single Sign On page, click on the Forgot your User ID? link shown in
Figure 17 below.

Figure 17. Single Sign On Page (Forgot Your User ID? Link)
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2. The Treasury Self Service page appears. Enter the words you seen in the image in the
text box and click Next (see Figure 18).
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If you want to receive a new image of the text, click on New Image. To hear the set of
words and enter them in the text box, click Audio Test. You can click on Help to receive
detailed instructions.

Figure 18. Treasury Self Service Page (Enter Image of Text)

Treasury User Provisioning

Treasury Self Service
uStron (Augumn

In the space below, enter the words that you see in the image above.

New Image H Audio Test H Help. l

Cancel

3. Enter your email address and click Next (shown in Figure 19 below). A confirmation
page appears showing your request for your User ID has been completed.

Figure 19. Forgot User ID (Enter Email Address)

ey

iy

Forgot User ID

Please Enter the Email || #
Address

I Next>>| Cancel

Click Cancel to return to the Single Sign On page. No data will be saved
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Resetting Passwords
To reset a password, complete the following steps:

1. From the Single Sign On page, click on the Forgot your Password? link as shown in
Figure 20 below.

Figure 20. Single Sign On Page (Forgot Your Password? Link)
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2. The Forgot your Password page appears. Click the Click Here link for FMS Employees
and Non-FMS Employees who use ITIM (see Figure 21 below).

Figure 21. Forgot Your Password Page

FMS Employees and Non-FMS Employees who use ITIM: Pleass o answer your challenge gquestions.

Non-FMS5 Employees who use Treasury User Provisioning System (UP5): FPleasd o answer your challenge questions.

Accessibility | Contacts | Privacy Policy
Drepartment of the Treasury - Financial Management Service

U. £

S.
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3. The Self-Service Account/Password Reset page appears. Enter your User ID and click

Submit (see Figure 22 below).

You will receive an email to your official email address with further instructions to
complete the Self-Service Account/Password Reset process. Click Close Browser as

shown in Figure 22.

Figure 22. Self-Service Account/ Password Page
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&

Reset Password

To reset your password, complete the following steps:

1.

From the FMS Single Sign On page, click the Forgot your Password? link. The Forgot your
Password page appears.

Click the Check Here link for FMS Employees and Non-FMS Employees who use ITIM. The Self-
Service Account/Password Reset page appears.

Enter your User ID and click Submit. You will receive an email to your official email address with
further instructions to complete the Self-Service Account/Password Reset process.

Click Close Browser.

@Application Tip

Check your Junk E-mail folder if you do not receive an email with your
password. It is recommended that you add itim@fms.treas.gov to your
Safe Senders or Safe Recipients list.

25
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Topic 3. Navigating the OTCnet Online/Offline Home

Page

The OTCnet Online home page allows a user to process deposits, capture checks, process
checks, view reports, and perform administrative and security functions. Additionally, a user can
access information for training, help and update their profiles. The OTCnet Online home page is
accessible by users who can either view or perform any of the functionality above.

The OTCnet Offline home page allows a user to capture checks along with transaction data,
perform administrative functions and access information for help. The OTCnet Offline home
page is accessible by users who can either view or perform any of the functionality above.

OTCnet Online Main Menu

To access the OTCnet Main Menu, log in with your User ID and Password by accessing
https://otcnet.fms.treas.gov. Table 1 below provides a list of the Main Menu options are
available to you and accessible on the upper right corner of the OTCnet application (highlighted
in yellow).

Table 1. Main Menu Link Descriptions

Link Description

Home Allows a user to return to the OTCnet home page.

My Profile Allows a user to retrieve his or her User ID or reset a Password.

. Allows a user to access the WBT training and other corresponding
Training . .
training materials.
Print Allows a user to print the page.
Help Allows a user to access help for the page they are on.
Log Out Allows a user to log out of OTCnet.
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For an image of the Main Menu, see Figure 23 below. The links are accessible on the upper
right side of the OTCnet home page.

Figure 23. OTCnet Main Menu Page

Return to OTCnet training  Help for this
home page materials page

Home | My Profie | Traming | Print | Help | LogOut

OTCnet e
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Welcome,
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My Profile Page Training Page Help Page
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Welcome fo OTCnet Training!
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OTCnet Online Deposit Processing Tab Functionality

To access the OTCnet Deposit Processing functionality, log in with your user id and password.
Table 2 below provides a list of the Deposit Processing functions that are available to you.

Table 2. Deposit Processing Tab Descriptions

Function Description

Allows a user to create deposits for US Currency, Foreign Check Items,

Create Deposit and/or Foreign Currency Cash.

Search Deposits Allows a user to search for deposits.

Search Adjustments | Allows a user to search for adjustments.

Create Returned

. Allows a user to create a returned item adjustment.
Item Adjustment
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For an image of the Deposit Processing tab, see Figure 24 below. Depending on your user role,
you may not see all functionality shown in the image.

Figure 24. Deposit Processing Tab

Home | My Profie | Training | Print | Help | Log Out

49 OTCnet’

Deposits Made Simple Online Application mss Connection Status: Online

Welcome,

i Deposit Processing I Check Processing | Administration | Reports _

Create Deposit v Search Deposits Search Adjustments Create Returned Item Adjustment v
Create Deposits for US Search for Search for Create Returned Iltem
Currency/Checks, Foreign  Deposits Adjustments Adjustments

Check ltem and Foreign
Currency Cash

OTCnet Online Check Processing Tab Functionality

To access the OTCnet Check Processing functionality, log in with your user id and password.
Table 3 below provides a list of the Check Processing functions that are available to you.

Table 3. Check Processing Tab Descriptions

Function Description

Manage Verification | Allows a user to search and/or create an MVD record.

CIRA Query Allows a user to view and/or modify a CIRA record.

Allows a user to search, view, close, approve and submit a batch. A
Batch Management user may edit and void an item within a batch with the proper
permission.

Check Scan Allows a user to scan checks.

Allows a user to view transmission history for batches that are uploaded

U O from the offline check capture application.
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For an image of the Check Processing tab, see Figure 25 below. Depending on you user role,
you may not see all functionality shown in the image.

Figure 25. Check Processing Tab

T c Home | MyProfie | Training | Print | Heb | Log Out
Deposits Made Simple | Online Application | s Connection Status: Online
Weicome,
. Deposit Processing [ Check Processing “ Administration I Reports _
Manage Verification v CIRA Query v Batch Management Check Scan Transmission History
Search/Create MVD Modify or View Search/ Scan Transmission
Records CIRA Records Submit Batch Checks History

OTCnet Online Administration Tab Functionality

To access the OTCnet Administration functionality, log in with your user id and password. Table
4 below provides a list of the Administration functions that are available to you.

Table 4. Administration Tab Descriptions

Function Description

Manage Allows a user to manage Organization Hierarchy, Accounting Codes,
Organizations Custom Labels, Processing Options, and User Defined Fields.

Allows a user to create and/or modify a Financial Institution, transfer Fl
Manage FlI RTN Numbers, transfer CA$HLINK accounts, and maintain FRB
CASHLINK accounts.

Manage Users Allows a user to manage OTCnet user accounts.

Allows a user to manage OTCnet processes.

Management
Manage Check Allows a user to manage terminal configuration and forms.
Processing
Audit Allows a user to review the audit log history.
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For an image of the Administration tab, see Figure 26 below. Depending on your user role, you
may not see all functionality shown in the image.

Figure 26. Administration Tab

C Home | MyProfie | Training | Print | Hep | Log Out
Deposits Made Simple ‘ Online Application ‘ msm Connection Status: Online
Welcome,
. Deposit Processing l Check Processing n Administration I Reports _
Manage Organizations v Manage Fl v Manage Users Management v Manage Check Processing v Audit
Me_mage Organizatiqnal Create/ Modify  Manage User Management Management Audit Log
Hierarchy, Accounting Fl and Accounts of OTCnet of Terminal
Codes, Custom Labels, CASHLINK Processes Configuration
Processing Options and Accounts and Forms

User Defined Fields

OTCnet Online Reports Tab Functionality

To access the OTCnet Reports functionality, log in with your user id and password. Table 5
below provides a list of the Reports functions that are available to you. Depending on your user
role, you will only see reports that you have access to view and download.

Table 5. Reports Tab Descriptions

Function Description

Deposit Processing | Allows a user to view and download Business, Security and
Reports Administration reports.

Check Processing | Allows a user to access Check Processing reports.
Reports

For an image of the Reports tab, see Figure 27 below. Depending on your user role, you may
not see all functionality shown in the image.
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Figure 27. Reports Tab

T Home | MyProfie | Training | Print | Hep | Log Out
Deposits Made Simple | Online Application mes Connection Status: Online
Welcome,
i Deposit Processing I Check Processing I Administration | ‘
Deposit Processing Reports Check Processing Reports
Business, Security and Check Processing
Administration Deposit Reports

Processing Reports

OTCnet Offline Administration Tab Functionality

To access the OTCnet Offline Administration functionality, log in with your user id and
password. Table 6 below provides a list of the Administration functions that are available to you.

Table 6. OTCnet Offline Administration Descriptions

Function Description

Manage OTC Allows a user to select and download OTC Endpoints.
Endpoints

User Administration Allows a user to download, update, and manage user profiles.

Manage Check Allows a user to manage terminal configuration and forms.
Processing
Audit Allows a user to review the audit log history.
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For an image of the Administration tab, see Figure 28 below. Depending on your user role, you
may not see all functionality shown in the image.

Figure 28: OTCnet Offline Administration

Home | Print | Help| Log Out

OTC net" Offline Application ‘

Deposits Made Simple M Connection Status: Online

Welcome, Otcnet _T,C"‘:q‘(h kpdmn

- Check Processing Administration

Manage OTC Endpoints User Administration Manage Check Processing «  Audit

Manage OTC Management Management Audit Log
Endpoints of User of Terminal
Profiles Configuration
and Forms

OTCnet Offline Check Processing Functionality

To access the OTCnet Offline Check Processing functionality, log in with your user id and
password. Table 7 below provides a list of the Check Processing functions that are available to
you.

Table 7: OTCnet Offline Administration Descriptions

Function Description

Manage Verification | Allows a user to select and download OTC Endpoints.

Allows a user to search, view, close, approve, upload and acknowledge
Batch Management | a batch. A user may edit and void an item within a batch with the proper
permission.

Check Scan Allows a user to scan checks.
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For an image of the Administration tab, see Figure 29 below. Depending on your user role, you
may not see all functionality shown in the image.

Figure 29: OTCnet Offline Check Processing Descriptions

| Offline Application |

' Check Processing ' Administration

| Home | Print | Help | Log Out

M Connection Status: Online |

Welcome, Otcnet Tengechkadmin

Manage Verification «  Batch Management Check Scan
Manage LVD Search/Close/  Scan Checks
Records Edit/Approve/
Upload/
Acknowledge
Batches
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Summary

In this chapter, you learned:
= How to log in to OTCnet Online/Offline
= How to access your User Id and reset your Password

= How to navigate the OTCnet Online/Offline home page

In the next chapter, you will learn how to capture and manage checks if applicable; otherwise
proceed to chapters 5-13.

Notes
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Audience, Overview and Topics

Audience

The intended audience for the Managing User Accounts Participant User Guide
includes:

e Primary Local Security Administrator

e Local Security Administrator

Overview

Welcome to Managing User Accounts. In this chapter, you will learn:
¢ The purpose of managing user accounts
¢ How to identify users who can manage other user accounts
¢ How to create a User Identity (ID)
e How to create, assign and edit an OTCnet account for a user
e How to manage a user password
e How to manage personal information
e How to approve/reject an OTCnet user request

e How to modify a user status

Version 1.3/Septemer 2012 Administration
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Topics

This chapter is organized by the following topics:

1.
2.

3
4.
5
6

7.

Purpose of Managing User Accounts

Creating a User Identity (ID)

Creating, Assigning and Editing an OTCnet Account
Managing a User Password

Managing Personal Information

Approving or Rejecting an OTCnet User Request

Modifying User Status

Administration
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Topic 1. Purpose of Managing User Accounts

As the Primary Local Security Administrator (PLSA) or Local Security
Administrator (LSA) for your organization, you are able to manage which users can
access OTCnet. Before a user can access OTCnet, you will need to access IBM Tivoli
Identity Manager (ITIM) by logging in to http://req.fms.treas.gov/itimext.

Managing a users’ account involves (in order):
= Creating a User Identity (ID)
=  Creating, assigning and updating an OTCnet account for a user
= Managing the user’s password

The three steps referenced above are necessary to ensure that a user can access OTCnet.
Creating a new user identity is only necessary if a user does not already have an FMS Single
Sign On User identity. A temporary password is automatically sent to the user's email address
after the user identity is created.

Managing a user’s password is only required for resetting a user’s password (typically reset by
the Primary/Local Security Specialist (P/LSA) if a user forgets his/ her password).

Version 1.3/September 2012 Administration 3
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Topic 2. Creating a User Identity (ID)

Creating the User ID is the first step in managing a user’s access to OTCnet, if a user does not
already have an existing FMS Single Sign On (SSO) account. After you create the User ID,
create and assign an OTCnet account to the User Identity, and then manage the user’s
password so he/she can access OTCnet (in this order).

Creating a user identity does not require approval from another PLSA or LSA. Upon successful
creation of a user’s identity, the user receives an email notification containing information about
his/her new User Identity.

To create a User Identity, you will enter the user’s personal information such as name, agency
name, and the application name (OTCnet) the user will be using.

Create a User Identity

1. Login to https://reg.fms.treas.gov/itimext (see Figure 1 below).

Figure 1. Log in to ITIM

Changs Passvord | F

Enterprise Single Sign On

Log In To: https://reg.fms.tress.gov/itimext

Select an authentication method and enter your credentials.

Log In using your FMS:

To log in using your FMS Single Sign On User ID snd Password, please enter your User 1D and Password

S50 User ID and Password b

SecurlD Token

PKI Certificate

il
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2. The Request Management-Your To-Do List page appears. Select Organization from
the main menu bar and click New External User Identity (see Figure 2 below).

Figure 2. Select Organization

W éfhrsuﬁ'rendm-his-mvfﬁmimﬂ'ﬂeuﬂ,ul ‘

. - EEe Tk

e
.
(5]
N

an20¢:
\3\“ men"_r

2

Request Management - Your To-Do List

| Locked Activity Time Due Requestee Subject ‘

E _’ﬂo\A Flrna,,

&

{

=

3. The New External Identity page appears. Under the External tab, enter the personal

information details (see Figure 3 below).

Enter the user’s Legal Prefix

Enter the user’s Full Name, required
Enter the user’s First Name, required
Enter the user’s Legal Middle Name
Enter the user’s Last Name, required

Figure 3: External Identity Tab

%

,.
Brvice goyn®

i

New External Identity
| £xternal |[ corporate || contae |
Enterprise ID
Legal Prefix I
Full Name * ITDbyThumas
First MName * ITDby
Legal Middle Name I
Last Mame * ITthaS
Generation
Identifier/Suffix I j
Search
Qrganizational Roles lE
clete
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@Application Tip

The Generation Identifier/Suffix and Organizational Roles details
are not applicable. The Organizational Roles details populates after
the user’s identity is successfully created.

4. Click the Corporate tab. From Identity Organization, click Search, as shown in
Figure 4 below.

Figure 4: Corporate Tab (Identity Organization)

New External Identity
External I Corporatel” Contact‘

Identity Organization * |Trea5ury Web Application Infrastructure

Search

Clear

Search
Clear

Search
Clear

Primary Location I

Sponsoring Application *

Status | Active j

5. The Search: Identity Organization dialog box appears (see Figure 5 below).
Enter the organization name in the blank text box and click Search. If you do not
know the full name of the organization, you can enter a partial name search.

Figure 5: Search: Identity Organization Dialog Box

Search:

|where ‘fmsorgname “ Contains j Ilreas I

Gaad
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6. From the resulting list, click the organization’s name you want to add. Then, scroll to
the bottom of the dialog box, and click Add and Done, as shown in Figure 6 below.

Figure 6. Search: Identity Organization Dialog Box (bottom)

Search:

Iwhere |fmsorgname ||Gunla\ns LI lereas
!

[ Sesrch

Name

AMERICAN SAMOA DEPARTMENT OF TREASURY

CALIFORNIA STATE TREASURER S OFFICE

TREASURE COAST REGIONAL PLANNING

TREASURE ISLAND DEVELOPMENT AUTHORITY

Ol nlEsl e ] is!

Treasury Web Application Infrastructure I

VIRGINIA TREASURER ARLINGTON COUNTY

210

WEST VIRGINIA STATE TREASURERS OFFICE

7. Click Search for Sponsoring Application as shown in Figure 7 below.
The Primary Location search functionality is optional to identify the users’ primary
base location. The steps mirror those of Sponsoring Application.

Figure 7. Corporate Tab (Sponsoring Application)

New External Identity

External || Corporate || Contact|

Identity Organization * |Treasury Web Application Infrastructure

Search
Clear

Search
Clear

Primary Location |

Search

Clear

Sponsoring Application * I

Status I Active j
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8. The Search: Sponsoring Application dialog box appears (see Figure 8).

Financial Management Service

Select OTCnet (SSO) from the list, scroll to the bottom of the dialog box, and click

Add and Done.

Figure 8. Search: Sponsoring Application Dialog Box

Search: Sponsoring Application

| Name
| |oTCnet (s50)

PACER

PAM

PM Security

SPS

STAR

Security Administration

Service Desk

TCIS

TCMM

TCS

TOF

Wweb Admin LDAP

alielielieinelielislRelNol el Rel el Ral el Ral el ]

Windows 2003

Add | [ Done

9. Click the Contact tab and enter the appropriate contact details as shown in Figure 9
below.

The Telephone Number field may not include special characters including,

Enter the Email Address, required
Enter Mobile Phone

Enter a Telephone Number, required
Enter a Pager number

Enter a Fax Number

Enter a Room Number, if applicable
Enter a Street address, required
Enter a Office Street Address 2, if applicable
Enter the City, required

Enter the State, required

Enter a Postal Code, required

Enter an Office Country, required

but not

limited to hyphens, periods, spaces, and parenthesis.

Click the Schedule for Now or Schedule for Later radio button. You can choose to
schedule the User Identity to be created at a later time by clicking the Schedule for
Later button and entering the preferred scheduled date and time.
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Click Submit, as shown in Figure 9 below. The Request Management- Your Pending

Requests page appears.

Figure 9. Contact Tab

New External Identty

[Externai | [Corporate || contact]

Email Address = r[mhy'@yahuu COMm

Mobde Proee Humber (|

Telephore Humber = (2020212

Pager |

Fax Murmbar [

Rioam Humber [

Strest * ELELE]

Office Street Address T [

City ™ [ ashingran

State " [I’.‘h:h:m‘ll’.‘nh'nhla ﬂ
Postal Code 0

Slfice Country = [UrITED STATES =

® Kchedule for Now

" Echedule for Later I“”OQOH

Time: I DOZDOj

®Application Tip

To verify creation of a new identify, select Request Management,
and click the View Pending Requests or View Completed

Requests.
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&= Create a User Identity

To create a user identity, complete the following steps:

1. Log in to https://req.fms.treas.gov/itimext. The Request Management-Your To-Do List
page appears.

2. From the main menu bar, select Organization and click New External User Identity.
The New External Identity page appears.

3. Under the External tab, enter the personal information details.
Enter the user’s Legal Prefix

Enter the user’s Full Name, required

Enter the user’s First Name, required

Enter the user’s Legal Middle Name

Enter the user’s Last Name, required

®Application Tip

The Generation Identifier/Suffix and Organizational Roles details are
not applicable. The Organizational Roles details populates after the
user’s identity is successfully created.

4. Click the Corporate tab.

5. From Identity Organization, click Search. The Search: Identity Organization dialog box
appears.

6. Enter the organization’s name in the text box and click Search.

®Application Tip

If you do not know the full name of the organization, you can enter a partial
name search.

7. From the resulting list, click on the organization’s name you wan to add.
8. Scroll to the bottom of the dialog box, and click Add and Done.

9. From Sponsoring Application, click Search. The Search: Sponsoring Application
dialog box appears.

10. Select OTCnet (SSO) from the list.
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11. Scroll to the bottom of the dialog box, and click Add and Done.
12. Click the Contact tab.

13. Enter the appropriate contact details.

e Enter the Email Address, required
Enter Mobile Phone
Enter a Telephone Number, required
Enter a Pager number
Enter a Fax Number
Enter a Room Number, if applicable
Enter a Street address, required
Enter a Office Street Address 2, if applicable
Enter the City, required
Enter the State, required
Enter a Postal Code, required
Enter an Office Country, required

14. Click the Schedule for Now or Schedule for Later radio button.

®ADDIication Tip

If the Schedule for Later radio button is selected, enter the Date and
Time the identity should be created.

15. Click Submit. The Request Management — Your Pending Requests page appears.

®Application Tip

To verify creation of a new identify, select Request Management, and
click the View Pending Requests or View Completed Requests.

Version 1.3/September 2012 Administration
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Topic 3. Creating, Assigning and Editing an OTCnet

Account

You can create and assign an OTCnet account to a user only after the user’s identity (User ID)
is created (see Topic 2 of this chapter for step-by-step instructions). When creating an OTCnet
account, you can assign more than one role to a user. For example, you can assign a user both
the Deposit Preparer and Deposit Approver roles. You can edit a user’s account only after the
OTCnet account is assigned to the user.

After a PLSA or LSA creates and assigns an OTCnet account to a user, IBM Tivoli Identity
Manager (ITIM) looks for other approvers within the same OTC Endpoint or hierarchy and
notifies them of the pending request. Approvers are other PLSAs and LSAs that exist in the
same OTC Endpoint or hierarchy as the requestor.

Create and Edit an OTCnet Account

1. From the main menu bar, select Search and click Person. The Search Person page
appears (as shown in Figure 10 below).

e From the Select drop-down menu, select External (set to default)
e From the Where drop-down menu, select a criteria type

By default, the Where drop-down menu is set to Full Name. You can choose any
option as needed.

e Enter the search criteria in the blank text box on the right and click Search (see
Figure 10 below).

Figure 10: Search Person Page (Criteria)- Accounts

Search Person

Select Exema '|
Weere Full Marmg w |':;h"4.'"_t j ITh-cmis I

=
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2. The Search Person page appears with the results of your search criteria.

Click the Select hyperlink of the name of the user for which you would like to create
assign an OTCnet account (see Figure 11 below).

Figure 11: Search Person Page (Selection)- Accounts

Rame E-Hail Salus Organizalsin

T ——
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3. A Manage User page appears. Click Manage Accounts (see Figure 12 below).

Figure 12. Manage User Page- Accounts

Request Management Organization

Manage User: Toby Thomas

» Manage Personal Info
.

# Manage Passwords

4. The Manage Accounts page appears. To create a new OTCnet account for a user,
click New (see Figure 13 below). The Create Account for: page appears.

Figure 13. Manage Accounts Page

Request Management Crganization Search

Manage Accounts: Toby Thomas

Select User ID Service Status
r tthoma03 Single Sign On (FSLDAR) Active

Restare || De-Provision | | Cancel

Or

To modify an existing OTCnet account for a user, click the User ID hyperlink for the
OTCnet account and proceed to Step 6 below.
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5. Select OTCnet for the account type and then click Submit as shown in Figure 14
below. Selecting OTCnet indicates that the user can log on to OTCnet.

Proceed to Step 8 you are only modifying the user’s role group.

Figure 14. Create Account for Page

Request Management Organization

Create Account for: Toby Thomas

Choose Account Type

C aTChet

Sabit Camncal

6. The Edit Account: OTCnet page appears. From Managed Organizations, click
Search as shown in Figure 15 below.

Note:

Managed Organizations is only used by PLSAs for creating LSA users. When creating any
other user, this field should be left blank. LSAs should never use this field when creating
users.

The name in the Managed Organizations field is typically the same as the Identity
Organization name. The Identity Organization was originally used when you created a user
identity.

Figure 15. Manage Organizations Search

Request Management Organization

Edit Account: OTCnet

Main

User Id tthomao3

Search

Managed Organizations

Delete

Mod Role Group [Click to Modify
Created By
Created Date
Last Updated By
Last Updated Date
Account Status [Active =l

& Schedule for Now
€ schedule for Later [117/2011 Time: [00:00 ]

Submit | | Cancel
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7. The Search: Managed Organizations dialog box appears. Enter the organization
name in the blank text box and click Search. Enter the name of the organization you
want to add. If you do not know the full name of the organization, you can enter a
partial name search.

Click Add and then click Done to return to the Edit Account: OTCnet page (see
Figure 16 below).

Figure 16. Search: Managed Organizations Page

Search: Managed Organizations
IWhErE |Fmsnrgname ||Conlams =] I I
Name
W FA_Office of Hearings and Appeals

Proceed to Step 8 if you are modifying the user’s role group. If not, proceed to Step
11.

8. From Mod Role Group, click the Click to Modify hyperlink (see Figure 17 below).

Figure 17. Edit Account: OTCnet (Mod Role Group)

Request Management

Edit Account: OTCnet

Main

user Id tthoman3

Crganiza tion [

Search
Managed Organizations
Delete

Mod Role Group [Click to Medify I

Created By
Created Date
Last Updated By
Last Updated Date
Account Status |.-'\-:u~-'-. =1

@ Schedule for Now
€ Schedule for Later [3/13/2010 Time: [00:00 =]

Submit | [ Cancel

Note: If the Allow OTC Endpoint to create deposits for over-the-counter
collections check box and/or the Enable Check Capture check box is not checked
when modifying OTC Endpoint Information, you will not be able to provision the user to
the appropriate OTCnet Endpoint. Refer to the Chapter 4. Managing Your Organization
Hierarchy user guide for more details about managing your organization’s hierarchy.
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9. The OTCnet Module Role Access Group dialog box appears. Select a Role from the
Choose a Role drop-down (see Figure 18 below).

Figure 18. OTCnet Module Role Access Group Page

OTCnet Module Role Access Group

This form calls the AGM Web Service after changing each of the items below.
The screen will refresh with the new data once it is available.

Existing values:

IlModulelRoIelAccess Groupl

Choose a Role||-select-

Accounting Specialist
| Agency Manager

| Agency Onboarding & Support (AQS)
CIRA Viewer

Check Capture Administrator

Check Capture Lead Operator
Check Canture Ooerator

Submit

10. Select an access group from the Level 1 drop-down. The Level 2 drop-down
appears, if applicable. Select an access group from the Level 2 drop-down, if
applicable and so on (as shown in Figure 19 below).

Repeat this step as necessary for each successive level until you select the desired
access group, then click Submit to return to the Edit Account: OTCnet page

Note: Wait for the Level 2 drop-down to appear. Since ITIM is a web application there may
be a slight delay. It is not required to select an access group from the next level if you
want to provision a user at a higher level access (level 2, 3 ,etc is not required).

Figure 19. Access Group Level Selection

OTCnet Module Role Access Group

This form calls the AGM Web Service after changing each of the items below.
The screen will refresh with the new data once it is available.

« There are no more sub-groups.

Existing values:

IlModuIelRoIelAccess Groupl

Choose a Role |DepositPreparer Ed|
Level 1 Agency-FI |
Level 2 IF?egianFl vI
Level 3 [C3aFBOA =]
Sooi] [Gameet]
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11. Click the Schedule for Now or Schedule for Later radio button, click Submit (see
Figure 20 below).

If the Schedule for Later radio button is selected, enter the Date and Time when the
OTCnet account should be created.

Figure 20. Schedule Now or Schedule Later

i® EScheduIe for Now
{C ischedule for Later [1/10/2011 Time: | 00-00 ¥

[Ssma] (ot

12. The Request Management — Your Pending Requests page appears (see Figure 21).

Figure 21. Request Management- Your Pending Requests page

Request Management Qrganization

Request Management - Your Pending Requests

Select | View Details Request ID Time Submitted Process Type | Requestee | Subject | Status
[T |Details 912095546595506640 |[Sep 13, 2010 03:53 PM EDT  |Create Account |Toby Thomas |[tthoma03 |In Process
Abort || Reset

®Application Tip

To finalize a user’s access to OTCnet, an approver (PLSA or LSA)
within the same OTC Endpoint or hierarchy must approve the request.

®Application Tip

To verify account was successfully provisioned, select Request
Management and click The View Pending Requests or View
Completed Requests. A request will only be listed as completed if
an approver has already approved the request.
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&

Create and Edit an OTCnet Account for a User

To create and edit an OTCnet account for a user, complete the following steps:

1. From the main menu bar, select Search and click Person. The Search Person page appears.

2. From the Select drop-down menu, select External.

®Application Tip

By default, the Select drop-down menu is set to External.

3. From the Where drop-down menu, select a criteria type.

@Application Tip

By default, the Where drop-down menu is set to Full Name. You can
choose any option as needed.

4. Enter the search criteria in the blank text box on the right and click Search. The Search
Person page appears with the results of your search criteria.

@Application Tip

By default, the drop-down menu after Where is set to Contains. You can
choose any option as needed.

5. Click the Select hyperlink of the name of the user for which you would like to create and
assign an OTCnet account. A Manage User page appears.

6. Click Manage Accounts. The Manage Accounts page appears.
7. To create a new OTCnet account for a user, click New. The Create Account for: page appears.
Or

To modify an existing OTCnet account for a user, click the User ID hyperlink for the OTCnet
account and proceed to Step 9.

8. Select OTCnet for the account type and then click Submit. The Edit Account: OTCnet
page appears.
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@Application Tip

Selecting OTCnet indicates that the user can log on to OTCnet.

@Application Tip

Proceed to Step 13 if you are only modifying the user’s role group.

9. From Managed Organization, click Search. The Search: Managed Organization dialog
box appears.

@Application Tip

Managed Organizations is only used by PLSAs for creating LSA users.
When creating any other user, this field should be left blank. LSAs should
never use this field when creating users.

The name in the Managed Organizations field is typically the same as the
Identity Organization name. The Identity Organization was originally used
when you created the user’s identity.

10. Enter the organization name in the blank text box and click Search.

@Application Tip

If you do not know the full name of the organization, you can enter a partial
name search.

11. Click the name of the organization you want to add.

12. Click Add and then click Done to return to the Edit Account: OTCnet page.

@Application Tip

Proceed to Step 13 if you are modifying the user’s role group. If not,
proceed to Step 18.
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13. From Mod Role Group, click the Click to Modify hyperlink. The OTCnet Module Role Access
Group dialog box appears.

@Application Tip

If the Allow OTC Endpoint to create deposits for over-the-counter
collections check box and/or the Enable Check Capture check box is
not checked when modifying OTC Endpoint Information, you will not be
able to provision the user to the appropriate OTCnet Endpoint. Refer to
the Chapter 4: Managing Your Organization Hierarchy user guide for more
details about managing your organization’s hierarchy.

14. Select a Role from the Choose a Role drop-down.

15. Select an access group from the Level 1 drop-down. The Level 2 drop-down appears,
if applicable.

©Application Tip

Wait for the Level 2 drop-down to appear. Since ITIM is a web application
there may be a slight delay.

16. Select an access group from the Level 3 drop-down. The Level 4 drop-down appears,
if applicable.

®Application Tip

Repeat Step 15 as necessary for each successive level until you select the
desired access group.

17. Click Submit to return to the Edit Account: OTCnet page.

18. Click the Schedule for Now or Schedule for Later radio button.

©Application Tip

If the Schedule for Later radio button is selected, enter the Date and
Time when the OTCnet account should be created.

19. Click Submit. The Request Management — Your Pending Requests page appears.
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@Application Tip

To add additional user roles, repeat Steps 13 through 19.

®Application Tip

To finalize a user’s access to OTCnet, an approver (PLSA or LSA) within
the same OTC Endpoint or hierarchy must approve the request.

®Application Tip

To verify account was successfully provisioned, select Request
Management and click View Pending Requests or View Completed

Requests. A request will only be listed as completed if an approver has
already approved the request.
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Topic 4. Managing a User Password

As a PLSA or LSA, you will need to access IBM Tivoli Identity Manager (ITIM) to manage a
user’s password. You can only manage a user’s password after the following occurs (refer to
Topics 2 and 3 of this User Guide for step-by-step instructions for the below tasks):

1. The User’s identity is created.

2. An OTCnet account is created and assigned to the user’s identity (User ID).

3. An approver (another PLSA or LSA user within the same OTC Endpoint or hierarchy)
approves the OTCnet account creation request.

After an OTCnet account is created and assigned to a user (and the request is approved), you
will have the ability to manage the user’s password. You can reset a user’s password using the
Manage Passwords function. Resetting a user’s password does not require approval from
another PLSA or LSA. Once the password reset has been successfully completed, an email
notification is sent to the user with a temporary password.

Manage a User Password

1. From the main menu bar, select Search and click Person. The Search Person page
appears (see Figure 22 below).

From the Select drop-down menu, select External (set to default)
From the Where drop-down menu, select a criteria type

Enter the search criteria in the blank text box on the right

Click Search

By default, the drop-down menu after Where is set to Contains. You can choose any
option as needed.

Figure 22: Search Person Page (Criteria)- Password

Search Person
Seled Exema ha
Wy |F_' Bk " |'::"'-l-"E ﬂ ITh:m;; I
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2. The Search Person page appears with the results of your search criteria.
Click the Select hyperlink of the name of the user for whom you would like to manage
the password (see Figure 23 below).

Figure 23: Search Person Page (Selection)

Rame E-Hail Salus | Organizabssn
e sty Thema K e et

+ [ty Themas Eekvligmad.com At

3. The Manage User page appears. Click Manage Passwords (see Figure 24 below).

Figure 24. Manage User Page

Request Management Organization

Manage User: Toby Thomas

# Manage Perscnal Info
» Manage Accounts
¢ | Manage Passwords |

4. Click the Select check boxes for the Single Sign On (FSLDAP) and OTCnet services (see
Figure 25 below) and click Submit.

Figure 25. Reset Password Page

Request Management Organization

Personal Info - Reset Passwords

Select Service Login Status
r Single Sign On (FSLDAR) tthoma03 Active

Submit | | Cancel

5. The Request submitted message appears (see Figure 26 below).

Figure 26. Request Submitted Page

« Request submitted.

Select Service

- Single Sign On (FSLDAFR) tthomal3
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& Manage a User Password

To manage a password for a user, complete the following steps:

1. From the main menu bar, select Search and click Person. The Search Person page
appears.

2. From the Select drop-down menu, select External.

@Application Tip

By default, the Select drop-down menu is set to External.

3. From the Where drop-down menu, select a criteria type.

©Application Tip

By default, the Where drop-down menu is set to Full Name. You can
choose any option as needed.

4. Enter the search criteria in the blank text box on the right and click Search. The Search
Person page appears with the results of your search criteria.

©Application Tip

By default, the drop-down menu after Where is to Contains. You can
choose any option as needed.

5. Click the Select hyperlink of the name of the user you for which you would like to the
password. A Manage User page appears.

6. Click Manage Passwords.
7. Click the Select check boxes for the Single Sign On (FSLDAP) and OTCnet services.

8. Click Submit. A Request submitted message appears.

@Application Tip

After the request to reset the password is submitted, the user receives an
email with a temporary password and link to access OTCnet.
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Topic 5. Managing Personal Information

As a PLSA or LSA, you will need to access ITIM to manage a user’s personal information (e.g.
external, corporate, and contact information). You can only manage a user’s personal
information after the user identity (User ID) is created (refer to Topic 2 of this User Guide for
step-by-step instructions).

Manage a User’s Personal Information

1. From the main menu bar, select Search and click Person. The Search Person page
appears (see Figure 27 below).

From the Select drop-down menu, select External (set to default)
From the Where drop-down menu, select a criteria type

Enter the search criteria in the blank text box on the right

Click Search

By default, the drop-down menu after Where is set to Contains. You can choose any
option as needed.

Figure 27: Search Person Page (Criteria)- Personal Info

.......

Search Person

Selet Extemal b |

ke Full Bamg i _'::-".a:".. ¥ IlThCI'HIS I
=]

2. The Search Person page appears with the results of your search criteria.
Click the Select hyperlink of the name of the user for whom you would like to manage
the password (see Figure 28 below).

Figure 28: Search Person Page (Selection) — Personal Info

Hame E-Hail Stalus Organization
Fainct [Faby Thesas Eskylaboe.cem Astrit
i [Feby Thema bekvligmad.com At
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3. The Manage User page appears. Click Manage Personal Info (see Figure 29

below).

Figure 29. Manage User Page- Personal Info

Request Management Organization

Manage User: Toby Thomas

'I Manage Personal InFcl
» Manage Accounts
* Manage Passwords

4. From the Personal Information page (see Figure 30 below),

¢ Click on the External tab and update the appropriate fields.
¢ Click on the Corporate tab and update the appropriate fields.
¢ Click on the Contact tab and update the appropriate fields.

Figure 30. Personal Information Page (Top)

Reguest Management

Organization

Personal Information: Toby Thomas

External I‘ Corporate || Contact |
1

Enterprise Id

tthomao3

Legal Prefix I

Full Name * IToby Thomas
First Name * ITOby

Legal Middle Mame I

Last Name * IThOmaS

Generation
Identifier/Suffix

| =

Organizational Roles

Search
Delete

5. Click Submit, as shown in Figure 31.

Figure 31. Personal Information Page (Bottom)

Organizational Roles

Search

' Schedule for Now

' Schedule for Later |3/13/2010 Time: | 00:00 ]
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&

Manage Personal Information

To edit a user’s personal information, complete the following steps:

1.

4.

From the main menu bar, select Search and click Person. The Search Person page
appears.

From the Select drop-down menu, select External.

@Application Tip

By default, the Select drop-down menu is set to External.

From the Where drop-down menu, select a criteria type.

®ADDIication Tip

By default, the Where drop-down menu is set to Full Name. You can
choose any option as needed.

Enter the search criteria in the blank text box on the right and click Search. The Search
Person page appears.

®Application Tip

By default, the drop-down menu after Where is to Contains. You can
choose any option as needed.

Click the Select hyperlink of the name of the user you would like to manage. A Manage
User page appears.

Click Manage Personal Info. The Personal Information page appears.

From the Personal Information page,

¢ Click on the External tab and update the appropriate fields.

e Click on the Corporate tab and update the appropriate fields.
e Click on the Contact tab and update the appropriate fields.

Click Submit.
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@Application Tip

Additional button on the page that help you perform other tasks:
e Click Cancel to return to the ITIM Home Page. No data will be saved.
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Topic 6. Approving or Rejecting an OTCnet User

Request

As a PLSA or LSA, you are able to approve or reject an OTCnet account creation or
modification request. You will need to access ITIM to approve or reject a request. You can only
approve or reject a request after another PLSA or LSA within the same OTC Endpoint or
hierarchy generates the request by creating or modifying an OTCnet account for a user.

After you approve the request, the user for which the OTCnet account applies, receives an
email notification containing information about the changes to their OTCnet account. If you
reject the request, the PLSA or LSA who created the request receives an ITIM notification of
the rejection.

Approve/ Reject an OTCnet User Request

1. Login to https://reg.fms.treas.gov/itimext. Request Management-Your To-Do List page
appears (see Figure 32 below). Click Account Approval.

Figure 32. Request Management- Your To Do List Page

Request Management Organization

Reguest Management - Your To-Do List

I Locked d—!!mq | Time Due | Requestee | Subject I
Account Approval | |Sep 01, 2010 03:30 PM EDT |Brad Shaw |bshawoo1 |

2. The Approve/Reject the Request page appears (see Figure 33 below). Click Approve,
Reject or Cancel. Click View Request Data to view details of the request. Click Back to
return to the Approve/Reject the Request page.

Figure 33. Approve/ Reject the Request Page

Request Management Organization Search

Approve / Reject the Request

Description Access request for Brad Shaw's account bshaw001 on OTCnet (External) requires your approval.
Request ID 3079013681185678596
Requestor Otcnet TenqeHLASthree
Requestee Brad Shaw
Subject bshaw001
Time Submitted |Aug 25, 2010 03:30 PM EDT
Time Due Sep 01, 2010 03:30 PM EDT
View Request Data
-
Explanation
H

| Approve Reject Cancel |
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& Approve or Reject an OTCnet Account

To approve or reject an OTCnet account creation or modification request, complete the
following steps:

1. Log in to https://reg.fms.treas.gov/itimext. The Request Management-Your To-Do List page
appears.

2. Click Account Approval. The Approve/Reject the Request page appears.

3. Click Approve, Reject or Cancel.

@Application Tip

Click Approve to approve the user account request. Click Reject to reject
the user account request. Click Cancel to return to the ITIM Home Page.
No data will be saved.

@Application Tip

Click View Request Data to view details of the request. Click Back to
return to the Approve/Reject the Request page.
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Topic 7. Modify User Status

After a PLSA or LSA creates and assigns an OTCnet account to a user, ITIM looks for other
approvers within the same OTC Endpoint or hierarchy and notifies them of the pending request
(approvers are other PLSAs and LSAS).

As the PLSA or LSA for your organization, you are the only users who can modify another
user's OTCnet status. You can:

= Suspend (deactivate) a user's OTCnet account
= Restore (activate) a user's OTCnet account

= De-Provision (delete) a user's OTCnet account

Modify User Status

1. From the main menu bar, select Search and click Person. The Search Person page
appears (as shown in Figure 34 below).

¢ From the Select drop-down menu, select External (set to default)
¢ From the Where drop-down menu, select a criteria type

e Enter the search criteria in the blank text box on the right

e Click Search

By default, the drop-down menu after “Where” is set to Contains. You can choose any
option as needed.

Figure 34: Search Person Page (Criteria)- Modify Status

Search Person
et Exdemal '|
eare Foll Mg k. l |'::-".a.'"_- j ||Th-cmis -I
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2. The Search Person page appears with the results of your search criteria.
Click the Select hyperlink of the name of the user to suspend, restore or de-
provision an OTCnet account (see Figure 35 below).

Figure 35: Search Person Page (Selection)- Modify Status

Rame E-Hail Slalus Organizabssn

ek Thessa s 2 e o

5
Altrap

T
raa]

[Tiabry Thiead bavBpmad.com Agtrid

3. A Manage User page appears. Click Manage Accounts (see Figure 36 below).

Figure 36. Manage User Page- Modify Status

Request Management Organization

Manage User: Toby Thomas

L] 3nage Fe k= fo

» |Manage Accounts

» Manage Passwords

4. The Manage Accounts page appears (see Figure 37 below). Select the Service
(OTCnet) you want to suspend, restore or de-provision by checking the check box
under the Select column, then:

e Click Suspend
or
e Click Restore
or
e Click De-Provision

Figure 37. Manage Accounts Page- Modify Status (Top)

Request Management Organization Search

Manage Accounts: Toby Thomas

Select User ID Service Status
O tthoma03 Single Sign On (FSLDAP) Active
|‘_‘( tthoma03 OTCnet Active

— 1
L[teil i Suspend | [ Restore | 1 De—P'ovlslonI“ Cancel |

5. The Manage Accounts page appears (see Figure 38 below). Click Submit.
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Figure 38. Manage Accounts Page- Modify Status (Bottom)

Reguest Management Organization
Manage Accounts: Toby Thomas
' Schedule for Now
€ sSchedule for Later [9/14/2010 Time: [00:00 =]
Confirm suspend of the following accounts:
|user 1D |service |status
|jd'JVteSU 1 |OTCnEt |Acl:ive
I Submit I Cancel |

To finalize the modification of a user's OTCnet account, an approver (PLSA or LSA)
within the same OTC Endpoint or hierarchy must approve the request. This will
require a PLSA / LSA to log into ITIM to approve the account.

After logging into ITIM, click Account Approval under Activity (see Figure 39
below).

Figure 39. Request Management- Your-To-Do List (Account Approval)

Request Management Organization Search

Request Management - Your To-Do List

Locked Activity Time Due Requestee Subject
IAc:count Approval Sep 01, 2010 03:30 PM EDT Brad Shaw bshawoo1

The Approve/ Reject the Request page appears. Click Approve (see Figure 40
below)

Figure 40. Approve/ Reject the Request Page

Request Management Organization

Approve / Reject the Request

Description Access request for Brad Shaw's account bshaw001 on OTCnet (External) requires your approval.
Request ID 3079013681185678596
Requestor Otcnet TengeHLASthree
Requestee Brad Shaw
Subject bshaw001
Time Submitted [Aug 25, 2010 03:30 PM EDT
Time Due Sep 01, 2010 03:30 PM EDT
View Request Data
-
Explanation
H

[2cprovelResect Cancel
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5. The Request Management — Your Pending Requests page appears (see Figure 41
below)

Figure 41. Your Pending Requests Page

Request Management Organization

Regquest Management - Your Pending Requests

| select| view Details | Request ID | Time Submitted | Process Type | Requestee |Subject| status |
[ |Deta\\s |751390004U730735793 |0ct 26, 2010 01:50 FM EDT ‘Change User Data Srad Shaw X |Nm: started
Abort | [Reset
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& Modify User Status

To modify a user’s status, complete the following steps:

1. From the main menu bar, select Search and click Person. The Search Person page
appears.

2. From the Select drop-down menu, select External.

@Application Tip

By default, the Select drop-down menu is set to External.

3. From the Where drop-down menu, select a criteria type.

@Application Tip

By default, the Where drop-down menu is set to Full Name. You can
choose any option as needed.

4. Enter the search criteria in the blank text box on the right and click Search. The Search
Person page appears with the results of your search criteria.

@Application Tip

By default, the drop-down menu after Where is to Contains. You can
choose any option as needed.

5. Click the Select hyperlink of the account for whom you would like to suspend, restore, or
de-provision an OTCnet account. A Manage User page appears.

6. Click Manage Accounts. The Manage Accounts page appears.

7. Select the Service (OTCnet) you want to suspend, restore or de-provision by checking
the check box under the Select column, then:

Click Suspend. The Manage Accounts page appears.
Or
Click Restore. The Manage Accounts page appears.
Or
Click De-Provision. The Manage Accounts page appears.
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8. Click Submit. The Request Management — Your Pending Requests page appears.

@Application Tip

To verify account was successfully modified, select Request Management
and click The View Pending Requests or View Completed Requests.

@Application Tip

To finalize the modification of a user’'s OTCnet account, an approver (PLSA
or LSA) within the same OTC Endpoint or hierarchy must approve the
request.
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In this chapter, you learned:

¢ The purpose of managing user accounts

e How to identify users who can manage other user accounts
e How to create a User Identity (ID)

e How to create, assign and edit an OTCnet account for a user
e How to manage a user password

e How to manage personal information

e How to approve/reject an OTCnet user request

e How to modify a user status

This completes the OTCnet Administration Chapters relevant to your user group. You can
continue to use this guide as reference or extract the How To Steps at the end of each Topic for
quick application.

Notes
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Audience, Overview and Topics

Audience

The intended audience for the Managing Your Agency’s Hierarchy Participant User
Guide varies by system. Please note the intended audience by system you are
capturing or processing on:

Deposit Processing
e Accounting Specialist
e Local Accounting Specialist (refer to Chapter 1 for permission details)
¢ Viewer (View their organization’s hierarchy endpoint only)
Check Capture and Check Processing
e Check Capture Administrator

e Check Capture Supervisor (refer to Chapter 1 for permission details)

Overview
Welcome to Managing Your Agency’s Hierarchy. In this chapter, you will learn:
e The purpose of organizational hierarchy
e How to add lower level endpoints to the highest level of an organization hierarchy

¢ How to add additional lower level endpoints/ add financial institution relationship
to a hierarchy that was previously defined

¢ How to make changes to OTC Endpoints
e How to delete OTC Endpoints

e How to view OTC Endpoints

e How to modify accounting codes

e How to modify endpoint mappings
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Topics

This chapter is organized by the following topics:
1. Purpose of the Organizational Hierarchy
2. Creating an Organizational Hierarchy
3. Managing the Organizational Hierarchy

4. Modifying Accounting Codes
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Topic 1. Purpose of the Organizational Hierarchy

As your Agency’s Accounting Specialist (AS), Local Accounting Specialist (LAS), and
Check Capture Administrator (CCA), you are responsible for identifying the organizational
structure for your Agency’s deposits and check capture settings. This organizational structure is
called a hierarchy. Creating this hierarchy accomplishes three things:

= An organization’s hierarchy describes the relationships and reporting structures between
OTC Endpoints within your organization that create or submit deposits in OTCnet

= Defines the content of the reports that individuals may run based on their OTC
Endpoints within the hierarchy

= The creation of the hierarchy enables staff to create deposits and pull reports on all
appropriate OTC Endpoints in the organization

You will work with your management to determine the desired hierarchy, and then use the
OTCnet tools provided to define that hierarchy in OTCnet.

The organizational hierarchy you create contains specific OTC Endpoints from which Deposit
Preparers may create deposits and Check Capture Operators may scan checks. These
locations are called OTC Endpoints. You are responsible for indicating which locations in the
hierarchy are OTC Endpoints, and how deposits at OTC Endpoints should be handled. A
Deposit Processing endpoint will be indicated with a (TGA) next to the endpoint, and a Check
Capture endpoint is indicated with a (CHK) next it.
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Topic 2. Creating an Organizational Hierarchy

Once your High Level Agency Support (HLAS) has entered your organization into OTCnet, you
are responsible for entering your organizational hierarchy. As part of your setup process, the
HLAS creates the highest level of your hierarchy for you; you add to that hierarchy according to
your organization’s needs. The highest level of your organization cannot be a depositing
endpoint.

You may create as many lower levels in your hierarchy as you need, with as many OTC
Endpoints in each level as you need.

You may edit your hierarchy as desired by updating the information for each OTC Endpoint you
create. You may delete an OTC Endpoint from which no deposit has been made, but may not
delete an OTC Endpoint once a deposit has been made from that OTC Endpoint. OTC
Endpoints may not be deleted after a deposit has been made because historical information
about that deposit would also be deleted, creating inaccurate reporting.

Your organization’s hierarchy is accessible by selecting the Administration tab and then the
Manage Organization menu option.

Add an OTC Endpoint

1. Click the Administration tab. Click Manage Organization and select Organization
Hierarchy and click Modify.

Figure 1. Select Organization Hierarchy>Modify

e

Manage Organizations

Organization Hierarchy F Maodify
Accounting Codes k Delete
Cusiom Labels [ 3 Wiew
Processing Options F | Search
User Defined Fields k
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2. The Step 1 of 3: Select an OTCnet Endpoint page appears. Select your
organization’s OTC Endpoint as it appears in the list.

Figure 2: Select the OTC Endpoint page

Modify Organization

Step 1 of 3: Select the OTC Endpoint

Select the OTC Endpoint you would like to modify.

CHK denotes check capture TGA denotes deposit processing M denotes mapped accounting code(s)

Organization Hierarchy: High Level Organizations

Expand All / Contract All

[ AD ORG - Mew Testing Org
El AcspLocal - Accounting Specialist Local
IRS - Internal Revenue Service

JSBA - My checkout Agency test

5 Administration Version 1.3/September 2012



OTCnet Participant User Guide — Managing Your Agency’s Hierarchy Financial Management Service

3. The Step 2 of 3: Update OTC Endpoint Information page appears.

As shown in Figure 3 below, check the Add lower levels to this OTC Endpoint

check box. In the table that appears you can add new OTC Endpoints that fall in the
level under the current OTC Endpoint.

Enter the Lower Level OTC Endpoint(s)’s Short Name(s) and Description(s) and
then click Next. The Short Name and Description field provide an abbreviation and
a full description, respectively, of the OTC Endpoint you are adding.

Short name(s) are user-defined text describing an organization. Short names must

be unique within an organization hierarchy (e.g. Short name: IRS; Description:
Internal Revenue Service).

Do not include the following special characters in the Short Name field: &

(ampersand), \ (back slash), ’ (apostrophe), or @ (at sign). OTCnet will accept these
special characters; however, entering these special characters will cause processing
problems. Special character limitations apply to all levels in the hierarchy.

Figure 3: Update the OTC Endpoint Information page

Modify Organization

Update the OTC Endpoint information.

Organization Hierarchy: M0O-01 - MO-01
OTC Endpoint: MO-01 - MO-01
* Denotes required fields.

r General

Short Name™
MGC-01

Description™
MO-01

¥ Add lower levels to this OTC endpoint

Short Name™® Description™

Add More Lines

« Previous Cancel
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4. The Step 3 of 3: Review OTC Endpoint(s) page appears. Review and verify the OTC
Endpoint details and click Submit. A confirmation page appears showing the OTC
Endpoint has been modified (added lower level OTC Endpoint).

Figure 4: Review OTC Endpoint page

Modify Organization

Step 3 of 3: Review OTC Endpoint

Verify the following information is correct and click Submit to modify the OTC Endpoint.

Organization Hierarchy: MO-01 - MO-01

OTC Endpoint: MO-01 - MO-01
General
Short Name MO-01
Description MO-01
OTC Endpoint No

Lower Levels

Short Name Description

MO-01-a MO-01-a

« Previous Cancel m
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&=~ Add an OTC Endpoint from the Highest Level of an
Organizational Hierarchy

To add an OTC Endpoint from the highest level of an organization hierarchy, complete the
following steps:

1. Click the Administration tab.

2. From the Manage Organization menu, select Organization Hierarchy and click
Modify. The Step 1 of 3: Select an OTC Endpoint page appears.

w

Select your OTC Endpoint that appears in the list. The Step 2 of 3: Update OTC
Endpoint Information page appears.

4. Check the Add lower levels to this OTC Endpoint

5. Enter the Lower Level OTC Endpoint’s Short Name(s) and Description(s) and click
Next.

®Application Tip

Short name(s) are user-defined text describing an organization. Short
names must be unique within an organization hierarchy (e.g. Short name:
IRS; Description: Internal Revenue Service).

@Application Tip

Do not include the following special characters in the Short Name field: &
(ampersand), \ (back slash), ’ (apostrophe), or @ (at sign). OTCnet will
accept these special characters; however, entering these special characters
will cause processing problems. Special character limitations apply to all
levels in the hierarchy.

6. Inthe Step 3 of 3: Review OTC Endpoint(s) page, review and verify the OTC Endpoint
details and click Submit. A confirmation page appears showing the OTC Endpoint has
been modified (added lower level OTC Endpoint).

®Application Tip

Additional buttons on the page help you perform other tasks:
e Click Add More Lines to insert additional rows to the table, to input
additional Agency accounting codes.
e Click Cancel to return to the OTCnet Home Page. No data will be saved.
e Click Previous to return to the previous page.
e Click Return Home to return to the OTCnet Home Pag_je.
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Topic 3. Managing the Organizational Hierarchy

Once you have performed initial setup of your organizational hierarchy, you can add to it and
adjust it to suit your needs by performing the following tasks:

= Add a lower level to existing an OTC Endpoint
= Modify OTC Endpoint Information

= Delete an OTC Endpoint

= View an OTC Endpoint

Note: Before a user can be provisioned to a deposit processing OTC Endpoint (TGA) in ITIM,
ensure the Allow OTC Endpoint to create deposits for over-the-counter collections check
box is checked.

Before a user can be provisioned to a check capture OTC Endpoint (CHK) in ITIM, ensure the
Enable Check Capture check box is checked.

If the Allow OTC Endpoint to create deposits for over-the-counter collections check box
and/or the Enable Check Capture check box is not checked when modifying OTC Endpoint
Information, you will not be able to provision the user to the appropriate OTCnet Endpoint. Refer
to the Chapter 4: Managing Your Organization Hierarchy user guide for more details about
managing your organization’s hierarchy.

Add a Lower Level to an Existing OTC Endpoint

You can add as many levels to your Agency hierarchy as your organization needs, each with as
many OTC Endpoints as needed.

1. Click the Administration tab. From the Manage Organization menu, select
Organization Hierarchy and click Modify.

Figure 5. Modify Organization Hierarchy

.49 OTChnet’

Deposits Made Simple

- Check Processing ' Administration h Reports _

Manage Organizations w  Manage Check Processing »  Audit

Organization Hierarchy p Modify

Accounting Codes 3 Delete

View
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2. The Step 1 of 3: Select an OTC Endpoint page appears. Select your OTC Endpoint that

appears in the list.

Modify Organization (1]

Step 1 of 3: Select OTC Endpoint

Select the OTC Endpoint you would like to modify.
CHIK denotes check capture TGA denotes deposit processing M denotes mapped accounting code(s)

Organization Hierarchy: High Level Organizations

Expand All / Contract All

# BPD - Bureau of the Public Debt

CBP - Custorns and Border Protection
# DGTest - Debit Gateway Test

DOD - Department of Defense

# DOIFWS - DOI Fish and Wildlife Service
HL DelTest - HL Del Test

NAF-1 - Non-Appropriated Funds 1
MNAF-2 - Non-Appropriated Funds 2
NAF-3 - Non-Appropriated Funds 3

* NAF-4 - Non-Appropriated Funds 4
UC320-1 - Summary Lavel Only

& UC320-2 - Summary Level Only
UC320-3 - Surnrmary and Detail

# UC320-4 - Summary and Detail
UC320-5 - Mixed

UC3206 - Special Character

® UC321-1 - Detail Only

UC321-2 - Summary Level Only

3. The Step 2 of 3: Update OTC Endpoint Information page appears.

Check the Add lower levels to this OTC Endpoint check box to add lower levels to the
existing endpoint. Short Name and Description text boxes appear. Enter Short Name

and Description fields for all the OTC Endpoints in the next lower level. When you
have finished, click Next.

Figure 6: Update the OTC Endpoint Information page

Modify Organization
Step 2 of 3: Update the OTC Endpoint information

Update the OTC Endpaint information.

Organization Hierarchy: MO-01 - MO-01
OTC Endpoint: MO-01 - MO-01
= Denotes required fields.

General
Short Name™
Mo-01

Description™
Mo-01

[+ Add lower levels to this OTC endpoint

Short Name™ Description™

Add More Lines
==
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4. The Step 3 of 3: Review OTC Endpoint appears. Verify the OTC Endpoint details are
correct and click Submit. A confirmation page appears showing the OTC Endpoint has
been modified (added). Verify the OTC Endpoint details are correct and click Submit. A
confirmation page appears showing the OTC Endpoint has been modified.

Figure 7: Review OTC Endpoint page

Modify Organization

Verify the following information is correct and click Submit to modify the OTC Endpoint.

Organization Hierarchy: MO-01 - MO-01

OTC Endpoint: MO-01 - MO-01
General
Short Name MO-01
Description MO-01
0TC Endpoint Ho

Lower Levels

Short Name  Description

MO-01-a MO-01-a

11

Administration Version 1.3/September 2012



OTCnet Participant User Guide — Managing Your Agency’s Hierarchy Financial Management Service

&= Add a Lower Level to an OTC Endpoint

To add a lower level to an OTC Endpoint, complete the following steps:

1.

2.

w

o

Click the Administration tab.

From the Manage Organization menu, select Organization Hierarchy and click
Modify. The Step 1 of 3: Select an OTC Endpoint page appears.

Select your OTC Endpoint that appears in the list. The Step 2 of 3: Update OTC
Endpoint Information page appears.

Check the Add lower levels to this OTC Endpoint, to add lower level to the existing
endpoint. Short Name and Description text boxes appear. The Step 3 of 3: Review
OTC Endpoint appears.

Verify the OTC Endpoint details are correct and click Submit. A confirmation page
appears showing the OTC Endpoint has been modified.

®Application Tip

Additional buttons on the page help you perform other tasks:
e Click Add More Lines to insert additional rows to the table, to input
additional Agency accounting codes.
e Click Cancel to return to the OTCnet Home Page. No data will be saved.
e Click Previous to return to the previous page.
e Click Return Home to return to the OTCnet Home Page.

It is also important to not the following:

@Application Tip

Before a user can be provisioned to a deposit processing OTC Endpoint
(TGA) in ITIM, ensure the Allow OTC Endpoint to create deposits for
over-the-counter collections check box is checked.

@Application Tip

Before a user can be provisioned to a check capture OTC Endpoint (CHK)
in ITIM, ensure the Enable Check Capture check box is checked.

Version 1.3/September 2012 Administration

12



OTCnet Participant User Guide — Managing Your Agency’s Hierarchy Financial Management Service

®App|ication Tip

If the Allow OTC Endpoint to create deposits for over-the-counter
collections check box and/or the Enable Check Capture check box is
not checked when modifying OTC Endpoint Information, you will not be
able to provision the user to the appropriate OTCnet Endpoint. Refer to
the Chapter 4: Managing Your Organization Hierarchy user guide for more
details about managing your organization’s hierarchy.
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Modify OTC Endpoint Information

You can modify the Short Name or Description of an existing OTC Endpoint, enable the OTC

Endpoint to create deposits or capture checks, or add a lower level to the OTC Endpoint.

Note: To modify endpoint information settings for an OTC Endpoint that is both TGA and CHK,
the user must have both Accounting Specialist and Check Capture Administrator privileges.

1. Click the Administration tab.

2. From the Manage Organizations menu, select Organization Hierarchy and click
Modify. The Step 1 of 3: Select an OTC Endpoint page appears. Select your
organization’s endpoint that you want to modify that appears in the list.

Figure 8. Modify Organization Hierarchy

Modify Organization (1]

Step 1 of 3: Select OTC Endpoint

Select the OTC Endpoint you would like to modify.
CHIK denotes check capture TGA denotes deposit processing M denotes mapped accounting code(s)

Organization Hierarchy: High Level Organizations

Expand All / Contract All

# BPD - Bureau of the Public Debt

CEP - Customs and Border Protection
# DGTest - Debit Gateway Test

DOD - Department of Defense

# DOIFWS - DOI Fish and Wildlife Service
HL DelTest - HL Del Test

MAF-1 - Non-Appropriated Funds 1

# NAF-2 - Non-Appropristed Funds 2
NAF-3 - Non-Appropriated Funds 3

* NAF-4 - Non-Appropriated Funds 4
UC320-1 - Summary Lavel Only

# UC320-2 - Summary Level Only
UC320-3 - Surnmmary and Detail
UC320-4 - Summary and Detail
UC320-5 - Mixed

UC3206 - Special Character

® UC321-1 - Detail Only

UC321-2 - Summary Level Only

To modify endpoint information settings for an OTC Endpoint that is both TGA and CHK, the
user must have both Accounting Specialist and Check Capture Administrator privileges.
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4.

3. Select the OTC Endpoint you want to modify from the list that appears. The Step 2 of 3:
Update OTC Endpoint Information page appears.

Figure 9. Update OTC Endpoint Information

Modify Organization

2]
Step 2 of 3: Update OTC Endpoint Information

Update the OTC Endpoint information.

Qrganization Hierarchy: BPD - Bureau of the Public Debt
OTC Endpoint: OTS - OFFICE OF THIRFT SUPERVISION - 2074000101
* Denotes required fields.

General

Short Name*
oTs

Description*

OFFICE OF THIRFT SUPE

+ |7 Allow OTC Endpoint to create deposits for over-the-counter collections
+ [# Check Cashing Policies

» [ Data Privacy

» | Enable Check Capture

» [ Add lower levels to this OTC Endpoint

+ Advanced Administration

» Special Designation

Update the OTC Endpoint information:

e Update General by entering the Short Name and Description details.

A short name must be entered to identify the OTC Endpoint that is being updated. If an
OTC Endpoint exists, the data displayed in the text is available for update.

Note: Do not include the following special characters in the Short Name field: &
(ampersand), \ (back slash), ’ (apostrophe), or @ (at sign). OTCnet will accept these
special characters; however, entering these special characters will cause processing
issues. Special character limitations apply to all levels in the hierarchy.

To allow the OTC Endpoint to create deposits, you can:

Click the Allow OTC Endpoint to create deposits for over-the-counter collections
check box.

Note: Before a user can be provisioned to a deposit processing OTC Endpoint (TGA) in

ITIM, ensure the Allow OTC Endpoint to create deposits for over-the-counter
collections check box is checked.

e Update Agency Location Code by entering the ALC
e Update Address by entering the address details
e Update Financial Institution Relationship(s) by
e Selecting both the Financial Institution and RTN (Routing Transit Number)
e Entering the DDA (Demand Deposit Account) and Retype DDA and click Add

15
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To delete the Financial Institution relationship, click the Delete checkbox(es) under the
Delete column

Figure 10: Allow endpoint to create deposits for over-the-counter collections

Modify Organization

Step 2 of 3: Update OTC Endpoint Information

Update the OTC Endpoint information.

Organization Hierarchy: BPD - Bureau of the Public Debt

OTC Endpeint: OTS - OFFICE OF THIRFT SUPERVISION - 2074000101
* Denotes required fields.

General

Short Name*
oTs

Description*
OFFICE OF THIRFT SUPE

~ [ Allow OTC Endpeint to create deposits for over-the-counter collections

Agency Location Code

Address

Fi qal |

Financial Institution

RTN
Select. ﬂ l_L'
DDA

Financial Institution RTN DDA Delete
Citibank Na 021000089 40635943 |l
United Bank

051900395 002536060 -

[# Check Cashing Policies

v Data Privacy

¥ Enable Check Capture

+ @ Add lower levels to this OTC Endpoint

+ Advanced Administration

+ Special Designation
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To specify the check cashing policies of the OTC Endpoint, you can:
e Click the Check Cashing Policies check box.

If check box is checked and grayed out, it indicates that this OTC Endpoint is either inheriting
the policies from the parent Organization or its own information has already been defined and

the user does not have the privilege to make modifications. Only a CCA has privileges to
modify the check cashing policies.

¢ Add Default Reason Codes by,

o Selecting a default reason code and then clicking Add, optional. Repeat
steps as necessary

The Default Reason Codes allows you to specify the return reason codes relevant to your
Agency’s program. These codes represent the numeric codes used in the ACH and paper

return processing, which specify the reason for the return of the transaction and Check 21
codes.

Figure 11. Check Cashing Policies

Modify Organization

:
Step 2 of 3: Update OTC Endpoint Information

Update the OTC Endpoint information.

Organization Hierarchy: BPD - Bureau of the Public Debt
OTC Endpoint: OTS - OFFICE OF THIRFT SUPERVISION - 2074000101
* Denotes required fields.

General
Short Name*
QTS

Description®
OFFICE OF THIRFT SUPE

» [# Allow OTC Endpoint to create deposits for over-the-counter collections

* [# Check Cashing Policies

Edit Policies

Default Reason Codes

Select i’
01 --Insufficient Funds

02--Account Closed

03--Na Account / Unable to Locate
(04—Invalid Accaunt Number
05-Reserved

05 Returned per ODFI Reguest
07--Auth Revaked by Custamer
08--Payment Stopped
09--Uncollected Funds

Agency Assigned Suspensions

Days Occurrence  Delete

117
1771

Agency Verification Policies
© Include Represented and Retired Check
@ Include Retired Check Only

Include Expired

+ [ Data Privacy

+ [ Enable Check Capture

+ [ Add lower levels to this OTC Endpoint

+ Advanced Administration

» Special Designation
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Delete Assigned Return Reason Code Filters by
o Checking Delete box(es) under the Delete column, optional

Update Agency Assigned Suspensions by, optional
e Entering the number of Days
e Entering the Occurrence number
e Selecting Agency Assigned Suspensions you want to Delete by checking the
boxes under the Delete column, if applicable

To update the Agency Assigned Suspensions, select the Default Reason Code it will
apply, by clicking in the box provided.

The Agency Assigned Suspensions - Days allows you to specify the number of calendar
days than an individual is unable to cash a check or pay by check and is calculated from the
date the system is aware of the return file. The Agency Assigned Suspensions -
Occurrence allows you to specify the suspension level.

Update Agency Verification Policy by, optional

Clicking Include Represented and Retired Check or Include Retired Check Only
Checking Include Expired

Entering the number of Expired Days

Checking Agency Verification Policies—Delete

Include Represented and Retired Check or Include Retired Check Only allows you to
specify whether the verification record is generated on Represented or Retired items.
Include Retired Check Only allows you to specify whether the verification record is
generated on only Retired items.

Include Expired indicates whether previous suspensions that have since expired are
counted when accessing the suspension level to assign when the individual writes a check.
Agency Verification Policies—Delete allows you to remove the check cashing policy for
your OTC Endpoint. Once the check cashing policy is removed for the OTC Endpoint, the
higher level organization’s check cashing policy will be automatically assigned to your OTC
Endpoint.
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To specify the data privacy of the OTC Endpoint, you can:

¢ Click the Data Privacy check box.
e Update Data Privacy by,

e Selecting the Data Privacy — Agency Available Attributes you want to block or
unblock by checking the boxes under the Blocked column.

By default, account, user defined field 1, bank routing number, and note are checked as
Blocked.

If check box is checked, it indicates that the OTC Endpoint information has been defined.

Figure 12. Data Privacy Available Attributes

Modify Organization 0B
Step 2 of 3: Update OTC Endpoint Information

Update the OTC Endpoint information.

Organization Hierarchy: BPD - Bureau of the Public Debt
OTC Endpeint: OTS - OFFICE OF THIRFT SUPERVISION - 2074000101
* Denotes required fields.

General
Short Name*
oTs

Description*
OFFICE OF THIRFT SUPE

» [ Allow OTC Endpoint to create deposits for over-the-counter collections
» [ Check Cashing Policies
+ [v Data Privacy

Data Privacy - Agency Available Attributes
Attribute Name Blocked
Account 2

Short Name

.|

Mate

Bark Routing Mumber

<

User Defined Field 1

K

» ¥ Enable Check Capture
» [ Add lower levels to this OTC Endpoint

+ Advanced Administration

» Special Designation

To enable the OTC Endpoint to capture checks, you can:

e Click the Enable Check Capture check box.
e Update Enable Check Capture by,
e Entering the (Agency Location Code) ALC+2.

The ALC+2 is required for initial setup. Once the ALC+2 is entered it cannot be
updated.

Update OTC Verification Group by,
Entering the Short Name (Starting With) and clicking Search
Clicking Yes or No for Queue Interface

Selecting the OTC Endpoint you want to add by checking the box under the Assign
column and then clicking Add Agency Group
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By default, the OTC Endpoint Short Name displays. You can add additional OTC

Endpoints to the OTC Verification Group by clicking the Clear button to clear the Short
Name and then entering a Short Name and clicking Search.

o Under OTC Verification Group, Current Agency Site,

e Select the OTC Endpoint you want to delete by checking the box under
the Delete column.

Figure 13. Enable Check Capture

Modify Crganization

Step 2 of 3: Update OTC Endpoint Information
Update the OTC Endpoint information.

Organization Hierarchy: BPD - Bureau of the Public Debt
OTC Endpoint: OTS - OFFICE OF THIRFT SUPERVISION - 2074000101
* Denotes required fislds.

General
Short Name™
oTs

Description®
OFFICE OF THIRFT SUPE

» [ Allow OTC Endpoint to create deposits for over-the-counter collections
» [@ Check Cashing Policies
+ [ Data Privacy

~ [v Enable Check Capture

ALC+2 =
2074000101

Queue Interface
Coves o

OTC Verification Group

Short Mame (Starting With)
0TS

Clear Search

OTC Verification Group
Current Agency Site
OFFICE OF THIRFT SUPERVISION
Short Name

oTS

Description ALC+2 Delete

OFFICE OF THIRFT 2074000101 -
SUPERVISION

» ¥ Add lower levels to this OTC Endpoint

+ Advanced Administration

» Special Designation

« Previous

Ey:

To add lower level endpoints, you can:

e Click the Add lower levels to this OTC Endpoint check box.
Update Add lower levels to this OTC Endpoint by,
e Entering the Short Name and Description.

¢ Click Add More Lines to add additional lower levels to this OTC Endpoint

A short name must be entered to identify the OTC Endpoint that is being updated. If an
OTC Endpoint exists, the data displayed in the text is available for update.
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Check the Add lower levels to this OTC Endpoint, to add lower level to the existing
endpoint.

Figure 14. Add Lower Level to Endpoint

Modify Organization

Y 2|

Step 2 of 3: Update OTC Endpoint Information

Update the OTC Endpoint information.

Organization Hierarchy: BPD - Bureau of the Public Debt

OTC Endpoint: OTS - OFFICE OF THIRFT SUPERVISION - 2074000101
* Denotes required fields

General

Short Name*

0TS

Description*
OFFICE OF THIRFT SUPE

7 Allow OTC Endpoint to create deposits for over-the-counter collections

F Check Cashing Policies

 Data Privacy

[ Enable Check Capture

1

[ Add lower levels to this OTC Endpoeint

short Name* Description*

lotconsz | DDS Testing 2
loTcopsa | DDS Testing 3
otsa00 [hdding Endpaint |
otsr otm
fotsvt ormr
lots12 oTs12
otz oTE2
B [OTS5- Sticky Test |
lotso OTS Deposit

loTsops | DDS Testing

fotaoF oTE JF

OTSTrain

Training Team
Add More Lines
+ Advanced Administration

+ Special Designation
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To specify the advanced administration, you can:
e Click Advanced Administration.
e Specify Advanced Administration by,
e Clicking Yes or No for Debit Gateway
e Clicking Report Only Summary Level Date to TRS

You can only specify the Advanced Administration information if the OTC Endpoint is
allowed to capture checks.

The Report Only Summary Level Date to TRS flag dictates whether the detailed level
data will be transmitted to Transaction Reporting System (TRS). If the flag is checked,
only summary data will be reported to TRS for all the check transactions that are
processed under this OTC Endpoint (CHK) or ALC+2. This is mainly for the OTC
Endpoints that will be used to process tax data.

Figure 15. Advanced Administration

Modify Organization

Step 2 of 3: Update OTC Endpoint Information

Update the OTC Endpoint information.

Organization Hierarchy: BPD - Bureau of the Public Debt
OTC Endpoint: OTS - OFFICE OF THIRFT SUPERVISION - 2074000101

* Denotes required fields.

General

Short Name*
aTs

Description*
OFFICE OF THIRFT SUPE

+ [ Allow OTC Endpoint to create deposits for over-the-counter collections
+ |7 Check Cashing Policies

+ [¢ Data Privacy

+ ¥ Enable Check Capture

» v Add lower levels to this OTC Endpoint

~ Advanced Administration

Debit Gateway
®ves O o

Repart Only Summary Level Data to TRS r

» Special Designation
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If Special Designation is selected, a user is able to view which ALCs are GWA
Reporters.

The GWA Reporter special designation information is read-only and displays for TGA
and CHK endpoints. Only an HLAS can specify the Special Designation information.

Yes indicates that the OTC Endpoint is associated with an ALC that has been
designated as a GWA Reporter. No indicates that the OTC Endpoint is not associated
with an ALC that has been designated as a GWA Reporter. If an ALC is identified as a

GWA Reporter, entering the Accounting Code information is mandatory. This will apply
to all ALC+2 within the hierarchy of the ALC.

Figure 16. Special Designation

Modify Organization

Step 2 of 3: Update OTC Endpoint Information

Update the OTC Endpoint information.

Organization Hierarchy: BPD - Bureau of the Public Debt

OTC Endpoint: OTS - OFFICE OF THIRFT SUPERVISION - 2074000101
* Denotes required fields.

General

Short Name*

oTs

Description*
OFFICE OF THIRFT SUPE

7 Allow OTC Endpoint to create deposits for over-the-counter collections

7 Check Cashing Policies

& Data Privacy

|~ Enable Check Capture

» [ Add lower levels to this OTC Endpoint
+ Advanced Administration

~ Special Designation

GWita Reporter ALC Mo
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5. Click Next after completing the OTC Endpoint Information page.

Figure 17. Update OTC Endpoint Information

Modify Organization A

Update the OTC Endpoint information.

Organization Hierarchy: BPD - Bureau of the Public Debt

OTC Endpoint: OTS - OFFICE OF THIRFT SUPERVISION - 2074000101
* Denotes required fields.

General

Short Name”
0TS

Description®
OFFICE OF THIRFT SUPE

= Allow OTC Endpoint to create deposits for over-the-counter collections

7 Check Cashing Policies

| Data Privacy

& Enable Check Capture

¥ Add lower levels to this OTC Endpoint

+ Advanced Administration

+ Special Designation
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6. The Step 3 of 3: Review OTC Endpoint page appears. Verify the OTC Endpoint details
are correct and click Submit.

Figure 18. Review OTC Endpoint

Modify Organization

Step 3 of 3: Review OTC Endpoint

Short Name
Description

OTC Endpoint ( TGA )
ALC

OTC Endpoint { CHK )

Address Line 1
Address Line 2
city:

State / Province
Country

Postal Code

Phone Number

Financial Institution
Citibank NA

United Bank

Include Retirad Check Only

Include Expired

ALC+2

Queue Interface

Short Name

Short Name
OTCDDS2
OTCDDS3
OTS-ADD
oTs1
oTs11
0Ts12
oTs2
oTs8
oTsD
OTSDDS
OTSIF

OTSTrain

Report Only Summary Level Data to TRS

GWA Reporter ALC

Verify the following information is correct and dlick Submit to modify the OTC Endpoint.

Organization Hierarchy: BPD - Bureau of the Public Debt
OTC Endpoint: OTS - OFFICE OF THIRFT SUPERVISION - 2074000101

General
0TS

OFFICE OF THIRFT SUPERVISION

Address
200 THIRD STREET, PO BOX 1328
AVERY 3-C
PARKERSBURG
wv
us
26106
304-480-8300%)

Financial Institution Relationship(s)

Active Financial Institution Relationship(s)

RTH
021000089
051900395

Check Cashing Policies
Agency Assigned Suspensions
‘Occurrence
1
2

Agency Verification Policies

Yes

No

Check Capture
2074000101
No

OTC Verification Group
Current Agency Site
OFFICE OF THIRFT SUPERVISION
Description
OFFICE OF THIRFT SUPERVISION

Lower Levels
Description
DDS Testing 2
DDS Testing 3
Adding Endpoint
oTs1
oTs11
oTs12
oTs2
OTS8 - Sticky Test
OTS Deposit
DDS Testing
oTs IF

Training Team

Advanced Administration

No

Spedial Designation
No

i [Edit)

DDA
40636943

002536060

ALC+2 Delete
2074000101 No

Administration
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5. A Confirmation page appears showing the OTC Endpoint has been modified.

Figure 19. Modify Organization Confirmation Page

Modify Organization

The following OTC Endpaint has been modified.

Organization Hierarchy: BPD - Bureau of the Public Debt
OTC Endpoint: OTS - OFFICE OF THIRFT SUPERVISION - 2074000101

OTC Endpoint ( TGA )
ALC
OTC Endpoint ( CH )

Address Line 1

Address Line 2

City:

State / Province
Country

Fostal Code

Phone Number

Financial Institution
Citibank NA

United Bank

Include Retired Check Only

Include Expired

ALC+2

Queue Interface

Short Name

Short Name
OTCDDS2
OTCDDS3
OTS-ADD
oTs1
OTS11
oTs12
oTs2
oTss8
oTSD
OTSDDS
OTSIF

OTSTrain

Report Only Summary Level Data to TRS

GWA Reporter ALC

General
Short Name oTs
Description 'OFFICE OF THIRFT SUPERVISION

Address
200 THIRD STREET, PO BOX 1328

AVERY 3-C
PARKERSBURG
wv

us

26106
304-480-83000F

Financial Institution Relationship(s)
Active Financial Institution Relationship(s)

RN DDA
021000089 40636943
051900395 002536060
Check Cashing Policies
Agency Verification Policies
Yes
No
Check Capture
2074000101
Ho
OTC Verification Group
Current Agency Site
OFFICE OF THIRFT SUPERVISION
Description ALC+2 Delete
OFFICE OF THIRFT SUFERVISION 2074000201 No

Lower Levels
Description
DDS Testing 2
DDS Testing 3
Adding Endpoint
oTst
oTs11
oTs12
oTsz
OTS8 - Sticky Test
OTS Deposit
DDS Testing
oTS JF

Training Team

Advanced Administration

No

Special Designation
Ne
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& Modify OTC Endpoint Information

To modify OTC Endpoint information, complete the following steps:
1. Click the Administration tab.

2. From the Manage Organizations menu, select Organization Hierarchy and click Modify. The
Step 1 of 3: Select an OTC Endpoint page appears.

®Application Tip

To modify endpoint information settings for an OTC Endpoint that is both
TGA and CHK, the user must have both Accounting Specialist and
Check Capture Administrator privileges.

3. Select your OTC Endpoint that appears in the list. The Step 2 of 3: Update OTC Endpoint
Information page appears.

4. Update the OTC Endpoint Information.

To update the general details of an OTC Endpoint, you can:
Update General by,
e Entering the updated OTC Endpoint’s Short Name and Description details.

®Application Tip

A short name must be entered to identify the OTC Endpoint that is being
updated. If an OTC Endpoint exists, the data displayed in the text is
available for update.

©Application Tip

Do not include the following special characters in the Short Name field: &
(ampersand), \ (back slash), ’ (apostrophe), or @ (at sign). OTCnet will
accept these special characters; however, entering these special
characters will cause processing issues. Special character limitations apply
to all levels in the hierarchy.

To allow the OTC Endpoint to create deposits, you can:
e Click the Allow OTC Endpoint to create deposits for over-the-counter collections
check box.
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®Application Tip

Before a user can be provisioned to a deposit processing OTC Endpoint
(TGA) in ITIM, ensure the Allow OTC Endpoint to create deposits for
over-the-counter collections check box is checked.

e Update Agency Location Code by
= Entering the ALC
e Update Address by
= Entering the address details
e Update Financial Institution Relationship(s) by
= Selecting both the Financial Institution and the associated RTN (Routing
Transit Number)
= Entering the DDA (Demand Deposit Account) and Retype DDA and click
Add.

®Application Tip

To delete the Financial Institution relationship, click the Delete checkbox(es)
under the Delete column.

To specify the check cashing policies of the OTC Endpoint, you can:
e Click the Check Cashing Policies check box.

@Application Tip

If check box is checked and grayed out, it indicates that this OTC Endpoint
is either inheriting the policies from the parent Organization or its own
information has already been defined and the user does not have the
privilege to make modifications. Only a CCA has privileges to modify the
check cashing policies.

= Add Default Reason Codes by,
= Selecting a default reason code and then clicking Add, optional. Repeat
steps as necessary
= Delete Assigned Return Reason Code Filters by
= Checking Delete box(es) under the Delete column, optional

®Application Tip

The Default Reason Codes allows you to specify the return reason codes
relevant to your agency’s program. These codes represent the numeric
codes used in the ACH and paper return processing, which specify the
reason for the return of the transaction and Check 21 codes.
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= Update Agency Assignhed Suspensions by, optional
= Entering the number of Days
= Entering the Occurrence number
= Selecting Agency Assigned Suspensions you want to Delete by checking the
boxes under the Delete column, if applicable

®Application Tip

To update the Agency Assigned Suspensions, select the Default
Reason Code it will apply, by clicking in the box provided.

®Application Tip

The Agency Assigned Suspensions - Days allows you to specify the
number of calendar days than an individual is unable to cash a check or
pay by check and is calculated from the date the system is aware of the
return file. The Agency Assigned Suspensions - Occurrence allows you
to specify the suspension level.

L] Update Agency Verification Policy by, optional
Clicking Include Represented and Retired Check or Include Retired
Check Only
= Checking Include Expired
= Entering the number of Expired Days
= Checking Agency Verification Policies—Delete

@Application Tip

Include Represented and Retired Check or Include Retired Check
Only allows you to specify whether the verification record is generated
on Represented or Retired items. Include Retired Check Only allows
you to specify whether the verification record is generated on only
Retired items.

@Application Tip

Include Expired indicates whether previous suspensions that

have since expired are counted when accessing the suspension level

to assign when the individual writes a check. Agency Verification
Policies—Delete allows you to remove the check cashing policy for an your
OTC Endpoint. Once the check cashing policy is removed for the

OTC Endpoint, the higher level organization’s check cashing policy will

be automatically assigned to your OTC Endpoint.
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To specify the data privacy of the OTC Endpoint, you can:
e Click the Data Privacy check box.
e Update Data Privacy by,

unblock by checking the boxes under the Blocked column.

®Application Tip

By default, account, user defined field 1, bank routing number, and note
are checked as Blocked.

To enable the OTC Endpoint to capture checks, you can:
e Click the Enable Check Capture check box.

®Aoplication Tip

Before a user can be provisioned to a check capture OTC Endpoint (CHK)
in ITIM, ensure the Enable Check Capture check box is checked.

®Application Tip

If check box is checked, it indicates that the OTC Endpoint information has
been defined.

e Update Enable Check Capture by,
= Entering the (Agency Location Code) ALC+2.

®Application Tip

The ALC+2 is required for initial setup. Once the ALC+2 is entered it cannot
be updated.

= Update OTC Verification Group by,
= Entering the Short Name (Starting With) and clicking Search

Selecting the Data Privacy — Agency Available Attributes you want to block or

®Application Tip

By default, the OTC Endpoint Short Name displays. You can add additional
OTC Endpoints to the OTC Verification Group by clicking the Clear button
to clear the Short Name and then entering a Short Name, clicking Search

and then clicking Add Agency Group.

30
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= Clicking Yes or No for Queue Interface
= Selecting the OTC Endpoint you want to add by checking the box under the
Assign column and then clicking Add Agency Group

= Under OTC Verification Group, Current Agency Site,

= Select the OTC Endpoint you want to delete by checking the box under the
Delete column.

To add lower level endpoints, you can:
e Click the Add lower levels to this OTC Endpoint check box.
e Update Add lower levels to this OTC Endpoint by,
= Entering the Short Name and Description.
= Click Add More Lines to add additional lower levels to this OTC Endpoint

®Application Tip

A short name must be entered to identify the OTC Endpoint that is being
updated. If an OTC Endpoint exists, the data displayed in the text is
available for update.

To specify the advanced administration, you can:
e Click Advanced Administration.
e Specify Advanced Administration by,
= Clicking Yes or No for Debit Gateway
= Clicking Report Only Summary Level Data to TRS

@Application Tip

You can only specify the Advanced Administration information if the OTC
Endpoint is allowed to capture checks.

®Application Tip

The Report Only Summary Level Date to TRS flag dictates whether the
detailed level data will be transmitted to Transaction Reporting System
(TRS). If the flag is checked, only summary data will be reported to TRS
for all the check transactions that are processed under this OTC Endpoint
(CHK) or ALC+2. This is mainly for the OTC Endpoints that will be used to
process tax data.

To view the special designation, you can:
e Click Special Designation
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©Application Tip

The GWA Reporter special designation information is read-only and
displays for TGA and CHK endpoints.

©Application Tip

Yes indicates that the OTC Endpoint is associated with an ALC that has
been designated as a GWA Reporter. No indicates that the OTC Endpoint
is not associated with an ALC that has been designated as a GWA
Reporter.

®Aoplication Tip

Only an HLAS can specify the Special Designation information.

5. Click Next. The Step 3 of 3: Review OTC Endpoint page appears.

6. Verify the information is correct and click Submit. Click Edit, if you need to modify the information
entered and return to Step 4.

7. A Confirmation page appears showing the OTC Endpoint has been modified.

®Application Tip

Additional buttons on the page that help you perform other tasks:
e Click Cancel to return to the OTCnet Home Page. No data will be saved.
e Click Previous to return to the previous page.
e Click Return Home to return to the OTCnet Home Page.
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Delete an OTC Endpoint

You can delete an OTC Endpoint as long as no deposits have been made to that endpoint. You
cannot delete an OTC Endpoint with deposits because deleting the OTC Endpoint deletes all
information associated with that OTC Endpoint. This would delete deposit information that
impacts the reports you run in OTCnet.

1. Click the Administration tab. From the Manage Organizations menu, select
Organization Hierarchy and click Delete.

Figure 20. Organization Hierarchy>Delete

N e

Manage Organizations

Organization Hierarchy 3 I Modity
Accounting Codes g ! Delete
Custom Labels 2 I Wil e
Processing Options 2 Search
User Defined Fields Ir
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2. The Step 1 of 2: Select the OTC Endpoint(s) page appears. Select the OTC Endpoint(s)
you would like to Delete and click Next.

Figure 21: Select the OTC Endpoint(s)

Delete Organization ’

Step 1 of 2: Select OTC Endpoint(s)

Select the OTC Endpoint(s) you would like to delete.
CHI denotes check capture  TGA denotes deposit processing M denotes mapped accounting code(s)

Organization Hierarchy

Expand All / Contract All Neutralize Delete

EIBPD - Bureau of the Public Debt
BPD - Bureau of the Public Debt
EIARC - ADMINISTRATIVE RESOURCE CENTER

NFA - No Form Assigned - 82736843227 CHK

EIOTS - OFFICE OF THIRFT SUPERVISION - 2074000101 CHK TGA M
OTCDDS2 - DDS Testing 2 - 1401000701 CHK
= OTCDDS3 - DDS Testing 3 - 0000470202 CHK
EI OTS-ADD - Adding Endpoint
E10TS1 - 0TS1 - 1402000201 CHK
E0TS11 - OTS11- 2074000132 CHK
E0TS12- 07812
E0TS2- 0TS82 - 1401999908 CHK M
EIOTS8 - OTS8 - Sticky Test - 1402000203 CHK
EQTSD - OTS Deposit TGA
E1OTSDDS - DDS Testing - 1401000601 CHK
EI0TSJF - OTS JF - 0000810401 CHK
=1 QTS Train - Training Team - 1314000111 CHK

o S T S T e e e e S e |
o S T S T e e e e S e |

CBP - Customs and Border Protection
DGTest - Debit Gateway Test
DOD - Department of Defense

DOD - Department of Defense
DOI FWS - DOI Fish and Wildlife Senvice
HL DelTest - HL Del Test

HL DelTest - HL Del Test
NAF-1 - Non-Appropriated Funds 1
NAF-2 - Non-Appropriated Funds 2
MNAF-3 - Non-Appropriated Funds
MNAF-4 - Non-Appropriated Funds 4
UC320-1 - Summary Level Only
UC320-2 - Summary Level Only
UC320-3 - Summary and Detail
UC320-4 - Summary and Detail
UC320-5 - Mixed
UC320-6 - Special Character
UC321-1 - Detail Only
UC321-2 - Summary Level Only
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3. The Step 2 of 2: Review OTC Endpoint(s) page appears. Verify the correct endpoint is
marked for deletion and click Submit. A confirmation page appears confirming the OTC
Endpoint has been deleted.

Figure 22: Review OTC Endpoint(s) page

Delete Organization

Step 2 of 2: Review OTC Endpoint(s)

Verify the following information is correct and click Submit to delete the OTC Endpaoint(s).

— Organization Hierarchy

High Level Organizations

OTC Endpoints Marked for Deletion

Short Name Description

Test 1 Test 1 arg
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& Delete an OTC Endpoint

To delete an OTC Endpoint, complete the following steps:

1. Click the Administration tab.

2. From the Manage Organizations menu, select Organization Hierarchy and click
Delete. The Step 1 of 2: Select the OTC Endpoint(s) page appears.

3. Select the OTC Endpoints you would like to Delete and click Next. The Step 2 of 2:
Review OTC Endpoint(s) page appears.

4. Verify the correct endpoint is marked for deletion and click Submit. A confirmation page
appears confirming the OTC Endpoint has been deleted.

@Application Tip

Additional buttons on the page help you perform other tasks:
e Click Cancel to return to the OTCnet Home Page. No data will be saved.
¢ Click Edit to return to the previous page.
e Click Previous to return to the previous page.
e Click Return Home to return to the OTCnet Home Page.

®Application Tip

OTC Endpoints from which deposits have been created can be neutralized. Once
neutralized, deposits cannot be created from that OTC Endpoint; however, the
information from previously created deposits can be accessed in OTCnet reporting.
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View OTC Endpoint

1. Click the Administration tab.
2. From the Manage Organizations menu, select Organization Hierarchy and click View.

Figure 23. Select Organization Hierarchy>View

B o

Manage Organizations w

Organization Hierarchy ¢ | Maodify
Accounting Codes 2 Delete
Custom Labels b | View
Processing Options F Search
User Defined Flelds g

3. The View Organization page appears. Select the OTC Endpoint you would like to view.

Figure 24. Select the OTC Endpoint from View Page

View Organization

| Select OTC Endpoint

Select the OTC Endpoint you would like to view.

CHK denotes check capture TGA denotes deposit processing

Organization Hierarchy: High Level Organizations
Expand All f Contract All

® Acsplocal - Accounting Specialist Local

= ActSplTGA - Accounting Specialist ITGA Crganization
= ActSpeca - Accounting Specialist Navgation Scopt
= Agency-Fl - Agencies Using Commercial Fls

* Agency-FOR - Agencies accepling foreign deposits
* Agency-FRB - Agencies using FRBs as Fls
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4. The View OTC Endpoint page appears. View OTC Endpoint Information.

Figure 25. View OTC Endpoint Page

View Organization

View OTC Endpoint

The following is the current information for the OTC Endpoint.

Organization Hierarchy: Test Org - Test Organization
Endpoint Test Org 2 - Test Organization 2

General
Short Hame Test Org 2
Description Test Organization 2
Depasit Endpaint L[V
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& Viewing an OTC Endpoint

To view an OTC Endpoint, complete the following steps:

1. Click the Administration tab.

2. From the Manage Organizations menu, select Organization Hierarchy and click View.
The View Organization page appears.

3. Select the OTC Endpoint you would like to view. The View OTC Endpoint page appears.

@Application Tip

Additional buttons on the page help you perform other tasks:
e Click Cancel to return to the OTCnet Home Page. No data will be saved.
e Click Previous to return to the previous page.
e Click Return Home to return to the OTCnet Home Page.
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Search OTC Endpoint

1. Click the Administration tab.

2. From the Manage Organizations menu, select Organization Hierarchy and click
Search.

Figure 26. Select Organization Hierarchy>Search

e

Manage Organizations w

Organization Hierarchy b | Modify
Accounting Codes b | Delete

Cusiom Labels L Wiewr

Processing Options b | search

Usar Defined Flelds ]

5. The Search Organization page appears. Select the OTC Endpoint you would like to
search. Click Search.

Figure 27. Select the OTC Endpoint from Search Page

Search Organization

Step 1 of 2: Search OTC Endpoint

Select the OTC Endpoint you would like to seanch,

Organization Hierarchy: TWAI Test - TWAI Test Agency
OTC Endpoint: TRNGLZ - Training Level 2

" Denotzs reguired fizkds.
General

Short Name {Starting With) =
[TRNGLZ Select From List

clear | [ search]
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6. The View the OTC Endpoint (for Search Organization) page appears. Search OTC
Endpoint Information.

Figure 28. View OTC Endpoint Page

Search Organization
Step 2 of 2: View OTC Endpoint

The following is the current information for the OTC Endpoint.

‘Organization Hierarchy: 0000789502 - Test Agency 5 - 0000789502
OTC Endpoeint: 0000789502 - Test Agency 5 - 0000789502

General
Short Name 0000789502
Description Test Agency 5
OTC Endpoint (| Tca ) Ho
OTC Endpoint ( ¢k ) Yes

Check Cashing Policies

Assigned Return Reason Code Filters Delete
01--Insufficient Funds Ho
02--Account Closed Ho
08--Payment Stopped Mo
09--Uncollected Funds Mo
13--RDFI Not Qualified to Participate Mo
201--Insufficient Funds Mo
202--Uncollected Funds Mo
203--Account Closed Mo
38--Stop Payment on Source Document Mo
A--Not Sufficient Funds Ho
B--Uncollected Funds Hold Mo
D--Closed Account Mo

Agency Assigned Suspensions

Days Occurrence Delete
40 1 No
50 2 No
60 3 No

Agency Verification Policies
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& Searching an OTC Endpoint
To search an OTC Endpoint, complete the following steps:

1. Click the Administration tab.

2. From the Manage Organizations menu, select Organization Hierarchy and click
Search. The View Organization page appears.

3. Select the OTC Endpoint you would like to view. The View OTC Endpoint page appears.

@Application Tip

Additional buttons on the page help you perform other tasks:
e Click Cancel to return to the OTCnet Home Page. No data will be saved.
e Click Previous to return to the previous page.
e Click Return Home to return to the OTCnet Home Page.
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Topic 4. Modifying Accounting Codes

OTCnet provides enhanced check capture and deposit reporting functionalities to support the
Central Accounting Reporting System (CARS), formally known as the Government Wide
Accounting Modernization Program (GWAMP). The CARS objectives are to capture
classification information at the earliest possible time, streamline central accounting and
reporting, eliminate burdensome reconciliation, and provide timely Fund Balance with Treasury
(FBWT) information to Agencies.

OTCnet captures classification information for transactions (over-the-counter deposits)
processed through the Deposit Reporting function and the Check Capture function to support
the CARS requirement that all transactions capture standard classification information.

For OTCnet, standard classification information will be accepted in the form of a Treasury
Account Symbol (TAS) String or a Classification Key (C-Key), which is an internal Agency
Accounting Code that can be translated into a valid TAS.

OTCnet sends this C-Key information to CARS through the Transaction Reporting System
(TRS). CARS then communicates with the Shared Accounting Module (SAM) application to
translate the C-Key into a valid TAS/BETC through the Cash Flow and Default Profiles that have
been setup in SAM. Initially, classification of check transactions for non-CARS Reporting
Agencies is optional.

To learn more about CARS, please visit http://fms.treas.gov/CARS/index.html.

Modify Accounting Codes

To enter a new accounting code(s), complete the following steps:
1. Click the Administration tab.

2. From the Manage Organizations menu, select Accounting Codes>Modify.

Figure 29. Manage Organizations>Accounting Codes>Modify

i Administration i Reports i

Manage Organizations -

Organization Hierarchy p

Accounting Codes [ 3 Modify

Custom Labels [ 3 Import

Processing Options [ 3 View

User Defined Fields [ 3 Modify OTC Endpoint Mappings
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3. The Step 1 of 3 Select Organization Endpoint page appears. Select the organization
endpoint for which you want to modify accounting codes.

Figure 30. Step 1 of 3: Select OTC Endpoint

Modify Accounting Codes

Step 1 of 3! Select OTC Endpoint

Select the top level OTC Endpoint to modify accounting codes.
CHK denotes check capture TGA denotes deposit processing M denotes mapped accounting code(s)

Organization Hierarchy: High Level Organizations

TTH - Training Team Hierarchy

4. The Step 2 of 3: Update Accounting Codes page appears. Under the New Accounting
Codes to be Added table, enter the accounting code details.
e Enter the Agency Accounting Code details
e Enter the accounting code Description details
¢ Click the TAS check box to indicate the accounting code is a Treasury Account
Symbol, if applicable

If an Agency Accounting Code label is customized, it is displayed as the label above the
imported codes, according to the custom label that was defined for the highest level
organization. This applies to OTC Endpoints that use the deposit processing and/or
check processing functionalities. The default accounting code label is Agency
Accounting Code.
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5. Click Next.

To input additional rows and accounting codes to the table, click Add More Lines.

Figure 31. Update Accounting Codes

Modify Accounting Codes

Step 2 of 3: Update Accounting Codes

Update the list of acoounting codes for the organization hieranchy,

COrganization Hierarchy: UC320-2 - Summary Level Only
* D=notes reguired fizskis.

Enter search criteria for the Accounting Code(s) you would like to view.
Agency Accounting Code (Starting With)

Description {Contsins)

SAM Validation Status
| — Sglect Status — j

serer ] -4 eee 0T 4 REzonds

Y|

TAS  "Agency Accounting Code "Description =y [ Check Al Gsr A1}
il 1540128 Agency Accounting Codi WALID r
Il 1540128 Agency Accounting Cod, VALID r
(i ASADDT Code AAA-1 (non-TAS) r
i ASADDZ Code AAA-Z [non-TAS) r

ree = 1 = 4 =22 of 4 Reoonds

Cancel Add Mora Lines
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6. The Step 3 of 3: Review Accounting Codes page appears. Verify the information is
correct and click Submit.

Figure 32. Review Accounting Codes

Modify Accounting Codes ][z E

Step 3 of 3: Review Accounting Codes

Verify the following information is comect and click Submit to save the list of accounting codes,
Organization Hierarchy: UC320-2 - Summary Level Only

i [Edit]
Active Accounting Codes
TAS Agency Accounting Code Description
v 15X0125 Agency Accounting Code (Valid TAS)
v 15%0125 Agency Accounting Code (Valid TAS)
A8 ADDL Code AAA-1 {non-TAS)
AAADD2 Code AAA-2 (ron-TAS)

Removed Accounting Codes
There ane no 3ccounting codes marked for delelion

o Previous Cancel m

7. A Confirmation page appears showing the accounting codes have been saved.
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Figure 33. Confirmation

Modify Accounting Codes

The following acoounting codes have been saved for the organization,
COrganization Hierarchy: UC320-2 - Summary Level Only
Active Accounting Codes

TAS Agency Accounting Code Description
v 15%0128 Agency Accounting Code (Valid TAS)
v 15%0129 Agency Accounting Code (Valid TAS)
ARADDL Code AAA-1 (non-TAS)
ARADDZ Code AAA-2 (non-TAS)

Removed Accounting Codes
There ane no 3ccounting codes marked for delelion
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& Modify an Accounting Code

To import accounting codes, complete the following steps:

1. Click the Administration tab.

2. From the Manage Organizations menu, select Accounting Codes>Import. The Step 1
of 4: Select OTC Endpoint page appears.

3. Select the top level organization endpoint for which you want to import accounting
codes. The Step 2 of 4: Import From File page appears.

4. Select the type of accounting code to import into the system and browse to its location
and click Import. The Step 3 of 4: Select Accounting Codes page appears.

5. Update the list of accounting codes that will be imported into the system and click Next.

®Application Tip

If an Agency Accounting Code label is customized, it is displayed as the label
above the imported or modified codes within the Maintain Accounting Codes
module, according to the custom label that was defined for the highest level
organization. Within the rest of the application, custom labels apply to deposit
processing functionalities, but are not extended to check processing
functionalities. The default accounting code label is Agency Accounting Code.

You can update the details by

e Clicking the TAS check box to indicate that the accounting code is a Treasury
Account Symbol (TAS), if applicable

¢ Entering the details in both the Agency Accounting Code and Description text
boxes

e Checking the Skip Selected box to skip saving any of the imported accounting
codes

6. The Step 4 of 4: Review page appears. Verify the information is correct and click
Submit.

7. A Confirmation page appears showing that the accounting codes have been imported.
Simultaneously, accounting codes flagged as TAS will need to be transmitted to the
Shared Accounting Module (SAM) to confirm that they are valid TAS strings

®Application Tip

Additional button on the page that helps you perform other tasks:
e Click Return Home to return to the OTCnet Home Page.
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Import Accounting Codes

1. Click the Administration tab.
2. From the Manage Organizations menu, select Accounting Codes>Import.
Figure 34. Import Accounting Code

i Administration i Reports i

Manage Organizations -

Organization Hierarchy §

Accounting Codes [ Modify

Custom Labels [ 3 Import

Processing Options » View

User Defined Fields 3 Modify OTC Endpoint Mappings

3. The Step 1 of 4: Select OTC Endpoint page appears. Select the top level organization
endpoint for which you want to import accounting codes.

Figure 35. Step 1 Of 4: Select OTC Endpoint

Import Accounting Codes
Selectthetop level 0 TC endpoint to importaccountingcodes.

CHK denotes check capture TGA denotes deposit processing
Organization Hierarchy: High Level Organizations

Acsplocal - Accounting Specialist Local

ActSpITGA - Accounting Specialist ITGA Organization
ActSpecNa - Accounting Specialist Nawgation Script
Agency-Fl - Agencies Using Commercial Fls
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4. The Step 2 of 4: Import From File page appears. Select the type of accounting code to
import into the system and browse to its location and click Import.

Figure 36. Step 2 of 4: Import From File

Import Accounting Codes

Step 2 of 4: Import From File

Organization Hierarchy: test1 - test1

Select File

Select the type of accounting code you would like to import into the system and browse to its location. Once you
have chosen the file type and file location, click Import to save the information.

File Type
ICSVﬁIe vl

File Name

| Browse... |

o
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5. The Step 3 of 4: Select Accounting Codes page appears. Update the list of accounting
codes that will be imported into the system and click Next.

If an Agency Accounting Code label is customized, it is displayed as the label above the
imported codes, according to the custom label that was defined for the highest level
organization. This applies to OTC Endpoints that use the deposit processing and/or
check processing functionalities. The default accounting code label is Agency
Accounting Code.

Figure 37. Step 3 of 4: Select Accounting Code

Import Accounting Codes 2|

Step 3 of 4: Select Accounting Codes

Organization Hierarchy: CBP - Customs and Border Protection
* Denotes required fields.
Take a look at the list of accounting codes that will be imported to the system and make any necessary updates. To remove accounting codes before submitting them, mark them for removal and click Update to see the new list.

TAS *Accounting Code-Test *Description Skip Selected
Check All / Clear All

2 [rAc [Accounting Code 1 [m

Last modified by peggybrown on 11413/2006

You can update the details by

¢ Clicking the TAS check box to indicate that the accounting code is a Treasury
Account Symbol (TAS), if applicable

e Entering the details in both the Agency Accounting Code and Description text
boxes.

e Checking the Skip Selected box to skip saving any of the imported accounting
codes.
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6. The Step 4 of 4: Review page appears. Verify the information is correct and click

Figure 38. Step 4 of 4: Review
Import Accounting Codes
Step 4 of 4: Review
Verify the fallowing infarmation is correct and click Submit to save the st of accounting codes.
<] [Edit)
Organization Hierarchy: CBP - Customs and Border Protection
TAS Accounting Code-Test Description
v AACL Accounting

Code 1

i m

« Prewious

7. A Confirmation page appears showing that the accounting codes have been imported.
Note: Once accounting codes have been imported successfully, the Confirmation page

appears. Simultaneously, the accounting codes flagged as TAS will need to be transmitted
to the Shared Accounting Module (SAM) to confirm that they are valid TAS strings.

Figure 39. Import Accounting Code Confirmation

Import Accounting Codes

The following accounting codes have been imported for the organization.

Organization Hierarchy: CBP - Customs and Border Protection

Active Accounting Codes
TAS Accounting Code-Test Description

v AACL Accounting
Code 1
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& Import an Accounting Code

To import accounting codes, complete the following steps:

1. Click the Administration tab.

2. From the Manage Organizations menu, select Accounting Codes>Import. The Step 1
of 4: Select OTC Endpoint page appears.

3. Select the top level organization endpoint for which you want to import accounting
codes. The Step 2 of 4: Import From File page appears.

4. Select the type of accounting code to import into the system and browse to its location
and click Import. The Step 3 of 4: Select Accounting Codes page appears.

5. Update the list of accounting codes that will be imported into the system and click Next.

®Application Tip

If an Agency Accounting Code label is customized, it is displayed as the label
above the imported or modified codes within the Maintain Accounting Codes
module, according to the custom label that was defined for the highest level
organization. Within the rest of the application, custom labels apply to deposit
processing functionalities, but are not extended to check processing
functionalities. The default accounting code label is Agency Accounting Code.

You can update the details by

e Clicking the TAS check box to indicate that the accounting code is a Treasury
Account Symbol (TAS), if applicable

e Entering the details in both the Agency Accounting Code and Description text
boxes

e Checking the Skip Selected box to skip saving any of the imported accounting
codes

6. The Step 4 of 4: Review page appears. Verify the information is correct and click
Submit.

7. A Confirmation page appears showing that the accounting codes have been imported.
Simultaneously, accounting codes flagged as TAS will need to be transmitted to the
Shared Accounting Module (SAM) to confirm that they are valid TAS strings.

®Application Tip

Additional button on the page that helps you perform other tasks:
e Click Return Home to return to the OTCnet Home Page.
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View Accounting Codes

1. Click the Administration tab.
2. From the Manage Organizations menu, select Accounting Codes>View.

Figure 40. View Accounting Code

Administration

Manage Crganizations -

Organization Hierarchy p

Accounting Codes 3 Modify

Custom Labels [ 3 Import

Processing Options [ 3 View

User Defined Fields [ 3 Medify OTC Endpoint Mappings.

3. The View Accounting Codes page appears. Select the highest level organization
endpoint’s accounting codes you would like to view.

Figure 41. Select Organization Endpoint

View Accounting Codes

Select OTC Endpoint

Select the top level OTC Endpoint to view accounting codes.

CHK denotes check capture  TGA denotes deposit processing M denotes mapped accounting code(s)
Organization Hierarchy: High Level Organizations
BPD - Bureau of the Public Deht

CBP - Customs and Border Protection

DGTest - Debit Gateway Test

DOD - Departrment of Defense

DOl FWS - DOI Fish and Wildlife Service

HL DelTest - HL Del Test

NAF-1 - Non-Appropriated Funds 1

NAF-2 - Non-Appropriated Funds 2

MNAF-3 - Non-Appropriated Funds 3

NAF-4 - Non-Appropriated Funds 4

UC320-1 - Surmary Level Only

UC320-2 - Surnmary Level Only

UC320-3 - Summary and Detail

UC320-4 - Surmmary and Detail

UC320-5 - Mixed

UC3206 - Special Character

UC321-1 - Detail Only

UC321-2 - Summary Level Only
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4. The View Organization Endpoint page appears.

Figure 42. View Accounting Codes

View Accounting Codes

I View Accounting Codes

The following accounting codes are available for the organization hierarchy.
Organization Hierarchy: BPD - Bureau of the Public Debt

Active Accounting Codes

TAS Agency Accounting Code Description Validation Status
v 1106/073100 IAF310ASE0607 - IAF310BSEQGO7 VALID
v 1107/083100 IAF310ASEO708 - IAF310BSEO7DS VALID
v 1108/093100 IAF310ASEQB09 - JAF310BSEDS09 VALID
1109/103100 IAF310ASE0910 - JAF310BSEQ910
111/23100 TAF310ASE1112 - JAF310BSE1112
1110/113100 IAF310ASELD11 - JAF310BSELO011
v 11X2100 TAF310ASEXO0K - TAF310BSEXCOX - TAR310HSEXOOXX -IAR310SREXOOXK VALID
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&

View an Accounting Code

To view an accounting code, complete the following steps:

1.

2.

Click the Administration tab.

From the Manage Organizations menu, select Accounting Codes>View. The View
Accounting Codes page appears.

®Application Tip

If an Agency Accounting Code label is customized, it is displayed as the label
above the imported codes, according to the custom label that was defined for
the highest level organization. This applies to OTC Endpoints that use the
deposit processing and/or check processing functionalities. The default
accounting code label is Agency Accounting Code.

®Aoplication Tip

Only active accounting codes available for deposit processing and check
processing (if applicable) appear.

®Application Tip

Under the Active Accounting Code table, both Treasury Account Symbols
(TAS) and accounting codes not identified as TAS display.

©Application Tip

If an accounting code is a TAS, a check mark displays under the TAS column
and the SAM validation status (Valid, Invalid or In Process) displays under the
Validation Status column.

@Application Tip

Additional button on the page that helps you perform other tasks:
e Click Return Home to return to the OTCnet Home Page.

Select the highest level organization endpoint’s accounting codes you would like to view.
The View Organization Endpoint page appears.
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Modify Endpoint Mappings

An endpoint mapping is the assignment of accounting codes to an agency’s OTC Endpoint, to
which a deposit amount can be allocated.

1. Click the Administration tab.

2. From the Manage Organizations menu, select Accounting Codes and click Modify
OTC Endpoint Mappings.

Figure 43. Modify OTC Endpoint Mappings

I Administration I Reports -

Manage Crganizations -

Organization Hierarchy p

Accounting Codes [ Maodify

Custom Labels [ 3 Import

Processing Opticns 3 View

User Defined Fields 3 Medify OTC Endpoint Mappings n

3. The Step 1 of 4: Select OTC Endpoint page appears. Select the OTC Endpoint for the
accounting code endpoint mapping you would like to assign or remove.

Figure 44. Step 1 of 4: Select OTC Endpoint

Modify Accounting Codes to Endpoint

Step 1 of 4: Select OTC Endpoint

Selectthe O TC endpoint to view and modify accounting code endpont mappings.

$ denotes deposit endpoint M denotes mapped accounting code(s)

Organization Hierarchy: High Level Organizations

Expand All / Contract All

& Acsplocal - Accounting Specialist Local

= ActSpITGA - Accounting Specialist ITGA Organization
= ActSpecNa - Accounting Specialist Navigation Script
) Agency-Fl - Agencies Using Commercial Fls
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The Step 2 of 4: View Assigned Accounting Codes page appears. Click Assign
Mappings to assign an accounting code to an OTCnet Endpoint. The Step 2 of 4
Continued: Search and Assign Accounting Codes page appears.

or

Click Remove Mappings to remove an accounting code from an OTCnet Endpoint. The

Step 3 of 4: Remove Accounting Codes page appears.

Figure 45. View Assigned Accounting Codes

Modify Accounting Codes to Endpoint

Step 2 of 4: View Assigned Accounting Codes.

Review the list below and select the Assign Mappings to add accounting code mappings.

- Organization Hierarchy: Agency-FI - Agencies Using Commercial Fls
Endpont: L3AFI BOA - Level 3A Agency-F1 Bank of Amenca

Mote: Endpoints inherit accounting codes assigned to a higher level if not specifically assigned.

<« < 1-3 » »>> of 3 Records

TAS v Description »
70X3875.01 Applcations
70X5088.1 Examination Fees

| 70X6697 Colections for Bonds

Cancel Assign Mappings Lermnove Maprngs
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4. Assign or remove an accounting code to or from an OTCnet Endpoint.

To Assign Mappings to an OTCnet Endpoint,

Enter the Accounting Code (Starting With) search criteria, optional

Enter the Description (Contains) search criteria, optional

Click Search, optional

Check the Assign box(es) for the accounting codes that you want to assign
Click Next (Proceed to Step 3 of 4: Assign Accounting Codes)

If an Agency has identified accounting codes as a TAS, only TAS identified as Valid by
SAM will be available for mapping to an OTC Endpoint.

Figure 46. Step 2 of 4: Continue Search and Assign Accounting Codes

Assign Accounting Codes to Endpoint
Step 2 of 4 Continued: Search and Assign Accounting Codes.

Organization Hierarchy: Agency-FI - Agencies Using Commercial FIs
Endpoint L3AFI BOA - Level 3A Agency-FI Bank of Amerca

Enter your search criteria and dick Search to search for accounting codes to assign
Accounting Code (Starting With)

Description (Contains) Max 50 alpha-numeric characters

Clear E Search
Search Resuls

TASY Description» Assign
Check All § Clear All

CODEL1 Codell description ~
CODE110 Codel110 description I
CODE111 Codel11 description |
CODE112 Code112 description ml
CODE113 Code113 description (m]
CODE114 Code114 description |
CODE12 Codel2 description O
CODE13 Codel3 description m|
CODE14 Code14 descption (|
MORETEST Another test ]
MYTEST mytest (|
TEST123 Test 123 ]

Note: All accounting codes that meet your search criteria and are not assigned
to your OTC Endpoint display on the page. If you do not enter search criteria,
all the accounting codes defined for the highest level organization appear.

If an Agency has identified accounting codes as a TAS, only TAS identified as Valid by
SAM will be available for mapping to an OTC Endpoint.
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or

To Remove Mappings from an OTCnet Endpoint,

o Check the Remove box(es) for the accounting codes that you want to remove
e Click Next (Proceed to Step 4 of 4: Review Accounting Codes from Endpoint)

Figure 47. Step 3 of 4: Assign Accounting Codes

QOrganization Hierarchy: BPD - Bureau of the Public Debt

Agency Accounting Code

201099
20X4108
20X6050.76
20X6275.76
20X6500.76

20X8501.76

Remove Accounting Codes from OTC Endpoint
Reviews the list below and select the accounting codes you would like to remove.

OTC Endpoint:0TS - OFFICE OF THIRFT SUPERVISION - 2074000101

Description

TREASURY GENERAL RECEIFTS ACCOUNT - 1099GR.

OT54108REXXXX
0OTS6050DRX3CK
0TS6275DRO00
OTS6500DRC0K

OTS6501 DR

Step 3 of 4: Remove Accounting Codes

Remove
[ Check All /
Clear All ]

aa|ojaafna

« Previous

Version 1.3/September 2012

Administration

60



OTCnet Participant User Guide — Managing Your Agency’s Hierarchy Financial Management Service

5. The Step 3 of 4: Assign Accounting Codes page appears. Review and verify the
accounting code(s) you would like to assign and click Next.

Figure 48. Step 3 of 4: Assign Accounting Codes

Assign Accounting Codes to Endpoint
Step 3 of & Assign Accounting Codes

Review the list below and verify the accounting codes you would like to assign.

Organization Hierarchy: Agency F1 - Agencies Using Commercial Fis
EndpontL3AFT BOA - Level 3A Agency-FI Bank of Amernca
Note: Endports nhert accountng codes assgned to a hgher level £ not specficaly assgned

Currently Assgned Accountng Codes

TAS Description
70X3875.01 Applcatons
70X5088.1 Examnaton Fees
70X6697 Colections for Bonds

Accourtng Codes Marked for assgnment

TAS Description Remove
703220 Wawver Request r
CODE10 Code10 descrpton r
CODE11 Codell descrption r
CODE110 Code110 descrpton r

Note: Check the Remove box(es) and click the Update button to delete the OTC
Endpoint mapping for an accounting code.

A mapped accounting code is not eligible for removal if a batch is associated with a
transaction within an active batch that is Open, Closed, or Approved or a deposit that is

in Draft or Awaiting Approval (AWAP) status. An error message will be displayed to a
user if this scenario occurs.
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The Step 4 of 4: Review Accounting Codes to Endpoint page appears. Confirm the
information is correct and click Submit to assign the accounting code(s) to the OTC
Endpoint.

or

Confirm the information is correct and click Submit to remove the accounting code(s)
from the OTC Endpoint.

Figure 49. Step 4 of 4: Review Accounting Codes to Endpoint

Remove Accounting Codes from OTC Endpoint

Verify the following information is correct and click Submit to remove the accounting codes from the OTC Endpoint.

QOrganization Hierarchy: BPD - Bureau of the Public Debt

OTC Endpoint:0TS - OFFICE OF THIRFT SUPERVISION - 2074000101

[ [Edit]
Accounting Codes Marked for Removal
Agency Accounting Code Description
20X6501.76 0OTS6501DPCCK

6. A Confirmation page appears showing that the accounting codes have been assigned to
or removed from the OTC Endpoint.

Figure 50. Remove Accounting Code Confirmation

Remove Accounting Codes from OTC Endpoint

The following accounting codes have been removed from the OTC Endpaint.

Organization Hierarchy: BPD - Bureau of the Public Debt
OTC Endpoint:OTS - OFFICE OF THIRFT SUPERVISION - 2074000101

jency Accounting Code Description
E L
20X6501.76 OTSB501DRXK

Return Horme Manage Additional
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&

Map Accounting Codes to OTC Endpoints

To assign or remove an endpoint mapping, complete the following steps:

1.

2.

Click the Administration tab.

From the Manage Organizations menu, select Accounting Codes and click Modify
OTC Endpoint Mappings. The Step 1 of 4: Select OTC Endpoint page appears.

Select the OTC Endpoint for the accounting code endpoint mapping you would like to
assign or remove. The Step 2 of 4: View Assigned Accounting Codes page appears.

®Application Tip

If an Agency Accounting Code label is customized, it is displayed as the label
above the imported or modified codes within the Maintain Accounting Codes
module, according to the custom label that was defined for the highest level
organization. Within the rest of the application, custom labels apply to deposit
processing functionalities, but are not extended to check processing
functionalities. The default accounting code label is Agency Accounting Code.

Click Assign Mappings to assign an accounting code to an OTCnet Endpoint. The Step
2 of 4 Continued: Search and Assign Accounting Codes page appears.

or
Click Remove Mappings to remove an accounting code from an OTCnet Endpoint. The
Step 3 of 4: Remove Accounting Codes page appears.

Assign or remove an accounting code to or from an OTCnet Endpoint.

To Assign Mappings to an OTCnet Endpoint,
e Enter the Accounting Code (Starting With) search criteria, optional
e Enter the Description (Contains) search criteria, optional
e Click Search, optional

®Application Tip

All accounting codes that meet your search criteria and are not assigned
to your OTC Endpoint display on the page. If you do not enter search criteria,
all the accounting codes defined for the highest level organization appear.

@Application Tip

If an Agency has identified accounting codes as a Treasury Account Symbol
(TAS), only TAS identified as Valid by Shared Accounting Module (SAM) will
be available for mapping to an OTC Endpoint.
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e Check the Assign box(es) for the accounting codes that you want to assign
e Click Next (Proceed to Step 3 of 4: Assign Accounting Codes)

or

To Remove Mappings from an OTCnet Endpoint,
e Check the Remove box(es) for the accounting codes that you want to remove
e Click Next (Proceed to Step 4 of 4: Review Accounting Codes from Endpoint)

6. The Step 3 of 4: Assign Accounting Codes page appears. Review and verify the
accounting code(s) you would like to assign and click Next. (Proceed to Step 4 of 4:
Review Accounting Codes to Endpoint)

@Application Tip

Check the Remove box(es) and click the Update button to delete the OTC
Endpoint mapping for an accounting code.

®Application Tip

A mapped accounting code is not eligible for removal if a batch is associated
with a transaction within an active batch that is Open, Closed,

or Approved or a deposit that is in Draft or Awaiting Approval (AWAP) status.
An error message will be displayed to a user if this scenario occurs.

7. The Step 4 of 4: Review Accounting Codes to Endpoint page appears. Confirm the
information is correct and click Submit to assign the accounting code(s) to the OTC
Endpoint.

or

The Step 4 of 4: Review Accounting Codes from Endpoint page appears. Confirm the
information is correct and click Submit to remove the accounting code(s) from the OTC
Endpoint.

8. A Confirmation page appears showing that the accounting codes have been assigned to
or removed from the OTC Endpoint.

®Application Tip

Additional buttons on the page help you perform other tasks:
e Click Return Home to return to the OTCnet Home Page.
¢ Click Manage Additional to manage another accounting code.
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In this chapter, you learned:

The purpose of organizational hierarchy
How to add lower level endpoints to the highest level of an organization hierarchy

How to add additional lower level endpoints/ add financial institution relationship to a
hierarchy that was previously defined

How to make changes to OTC Endpoints
How to delete OTC Endpoints
How to view OTC Endpoints

How to modify accounting codes

In the next module, you will learn how to manage processing options.

Notes
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Audience, Overview and Topics

Audience

The intended audience for the Configuring Deposit Processing Settings Participant User Guide
includes:

e Accounting Specialist

e Local Accounting Specialist (see Chapter 1 for specific permissions)

Overview

Welcome to Configuring Deposit Processing Settings. In this chapter, you will learn:
= How to create, edit and delete custom labels
= How to set your options for processing deposits

= How to create, edit and delete user defined fields specific to your agency

Topics

This chapter is organized by the following topics:
1. Maintaining Accounting Codes
2. Managing Custom Labels
3. Managing Processing Options

4. Creating and Editing User Defined Fields
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Topic 1. Managing Custom Labels

After you manage your organization hierarchy and enter the appropriate accounting codes, you
can customize the labels of the fields in the deposit preparation page that your organization’s
Deposit Preparers and Deposit Approvers see when they are preparing and submitting
deposits or in reports. These are called custom labels. A custom label allows you to define a
level in the organization hierarchy, the internal control number, or agency accounting code.
Performing this customization is optional.

For example, if your agency refers to Accounting Codes as Financial Numbers you can have the
custom label changed to Financial Number. As an Accounting Specialist, you can define,
update or view a custom label.

Define a Custom Label

1. Click the Administration tab.

2. From the Manage Organizations menu, select Custom Labels and click Modify.

Figure 1. Select Custom Labels>Modify

i Administration ] Reports I

Manage Crganizations -

Organization Hierarchy p

Accounting Codes 3
Custom Labels F M odify
Processing Opticns 3 Viewr

User Defined Fields 3
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2. The Select OTC Endpoint page appears. Select the highest level OTC Endpoint for
which you want to modify custom labels.

Figure 2: Select OTC Endpoint page

View Custom Labels

Select OTC Endpoint

Select the top level OTC Endpoint to modify custom labels.

CHK denotes check capture TGA denotes deposit processing M denotes mapped accounting code(s)

QOrganization Hierarchy: High Level Organizations

AF - Financial

Acsplocal - Accounting Spediaist Local

ActSpITGA - Accounting Specizlist ITGA Organization
ActSpecNa - Accounting Specialist Navigation Script
Agency-FI - Agencies Using Commercal Fls
Agency-FOR - Agenoes acceptng foreign deposits
Agency-FRB - Agencies usng FRBs as FIs

CBP - Customs and Border Protection

Citi - T Org

DHS - Department of Homeland Securtty

DMS - Debt Management Services

DevAgency - Develbpment Agency

Durga-NSA - Durga Yalamanchi

FCC - The desc of FCC

HL1 - MyOrgHL1

HLO Short - HLO Desc -1234567890123456789012345678901234567890123456789012
IRS - Internal Revenue Service

JSB - Description ...
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3. The Step 1 of 2: Update Custom Labels page appears. Update the custom label(s) for
the organization hierarchy and click Next.

Update the labels by

. Entering a title for your Organization Hierarchy Labels.
. Entering an agency accounting code title for the Accounting Code Definition
Label

Figure 3: Update Custom Labels page

Modify Custom Labels

Step 1 of 2: Update Custom Labels

Update the custom labels for the organization hierarchy.
~ Organization Hierarchy: Agency-FRB - Agencies using FRBs as FIs

Organization Hierarchy Labels

Highest Level
Highest Level

Level 2
Level 1

Level 3

Level 2

Accounting Code Definition Label

Agency Accounting Code
Account Mumber - Changed

Note: You can define a new Organization Hierarchy Label or update the existing
label(s). You can also modify the label of the accounting code definition.
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4. The Step 2 of 2: Review Custom Labels page appears. Verify the information is correct
and click Submit. A confirmation page appears showing that the custom labels have
been modified for the organization hierarchy.

Figure 4: Review Custom Labels page

Modify Custom Labels

Step 2 of 2- Review Custom Labels
Verify the following information is correct and click Submit to modify the custom labels for the organi

hierarchy.

~ Organization Hierarchy: Agency-FRB - Agencies using FRBs as Fls
Organization Hierarchy Labels
Level Label
Highest Level: Changed High level
Level 2: Changed Level 2
Level 3: Changed Level 3
Accounting Code Definition Label
Agency Accountng Code Account Number - Modified

Note: From the Confirmation page, click Edit if you need to make additional changes
after reviewing the information and return to Step 3.
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&

Define a Custom Label

To modify a custom label, complete the following steps:

1.

2.

Click the Administration tab.

From the Manage Organizations menu, select Custom Labels and click Modify. The
Select OTC Endpoint page appears.

Select the highest level OTC Endpoint for which you want to modify custom labels. The
Step 1 of 2: Update Custom Labels page appears.

Update the custom label(s) for the organization hierarchy and click Next. The Step 2 of
2: Review Custom Labels page appears.

Update the labels by,
e Entering a title for your Organization Hierarchy Labels.
e Entering an agency accounting code title for the Accounting Code Definition Label

@Application Tip

You can define a new Organization Hierarchy Label or update the existing
label(s). You can also modify the label of the accounting code definition.

Verify the information is correct and click Submit. A confirmation page appears showing
that the custom labels have been modified for the organization hierarchy.

©Application Tip

Click Edit if you need to make additional changes after reviewing the
information and return to Step 4.

©Application Tip

Additional buttons on the page help you perform other tasks:

Click Cancel to return to the OTCnet Home Page. No data will be saved.
Click Edit to return to the previous page.

Click Previous to return to the previous page.

Click Submit to complete the process and display the Confirmation page.
Click Return Home to return to the OTCnet Home Page.
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& Modify a Custom Label

To modify a custom field label,
1. Click the Administration tab.

2. From the Manage Organizations menu, select Custom Labels>Modify. The Select
OTC Endpoint page appears.

3. Select the organization endpoint for which you want to modify custom labels. The Step 1
of 2: Update Custom Labels appears.

4. Update the custom labels for the organization hierarchy and click Next. The Step 2 of 2:
Review Custom Labels page appears.

®Application Tip

If an Agency Accounting Code label is customized, it is displayed as the label
above the imported or modified codes within the Maintain Accounting Codes
module, according to the custom label that was defined for the highest level
organization. Within the rest of the application, custom labels apply to deposit
processing functionalities, but are not extended to check processing
functionalities. The default accounting code label is Agency Accounting Code.

5. Verify the information is correct and click Submit.

6. A Confirmation page appears showing that the custom labels have been modified for the
organization hierarchy.

Version 1.3/September 2012 Administration 9



OTCnet Participant User Guide — Configuring Deposit Processing Settings Financial Management Service

View a Custom Label

You use the View function to review the custom labels that are in effect for your
organization’s deposit preparation fields.

1. Click the Administration tab. From the Manage Organizations menu, select Custom
Labels and click View.

Figure 5. Select Custom Labels>View

i Administration i Reports J

Manage COrganizations -

Crganization Hierarchy p

Accounting Codes [3
Custom Labels » Modify
Processing Options [ 3 Wiew

User Defined Fields 3

2. The Select OTC Endpoint page appears. Select the highest level organization for which
you would like to view the custom labels.

Figure 6: Select OTC Endpoint page

View Custom Labels
Select OTC Endpoint

Select the top level OTC Endpoint to modify custom labels.

CHK denotes check capture TGA denotes deposit processing M denotes mapped accounting codeds)
Organization Hierarchy: High Level Organizations

AF - Finandia

Acsplocal - Acoounting Specdiaist Local

ACtSPITGA - Accounting Specialist ITGA Organization
ActSpecNa - Accounting Specialist Navigation Script
Agency-Fl - Agencies Using Commeraal FIs
Agency-FOR - Agences accepting foreign deposits
Agency-FRB - Agencies using FRBs as Fls

CBP - Customs and Border Protection

Citi - Cid Org

DHS - Department of Homeland Security

DMS - Debt Management Services

DevAgency - Development Agency

Durga-NSA - Durga Yalamanchi

FCC - The desc of FCC

HL1 - MyOrgHL1

HLO Short - HLO Desc -1234567890123456789012345678901234567890123456789012
IRS - Internal Revenue Service

JSB - Description ...
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3. The View Custom Labels page appears showing which custom labels are in effect for
the organization hierarchy.

Figure 7: View Custom Labels page

View Custom Labels
View Custom Labels

The following custom labels are in effect for the organization hierarchy.

~ Organization Hierarchy: Agency-FI - Agencies Using Commercial FIs ———

Organization Hierarchy Labels
. Level Label
Highest Level Highest Level
- Level 2: Level 1
Level 3: Level 2

Accounting Code Definition Label
Agency Accounting Code TAS
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&=~ View a Custom Label

To view a custom label, complete the following steps:
1. Click the Administration tab.

2. From the Manage Organizations menu, select Custom Labels and click View. The
Select OTC Endpoint page appears.

3. Select the highest level organization for which you would like to view the custom labels.

The View Custom Labels page appears showing which custom labels are in effect for
the organization hierarchy.

®Application Tip

Additional buttons on the page help you perform other tasks:

e Click Cancel to return to the OTCnet Home Page. No data will be saved.
e Click Return Home to return to the OTCnet Home Page.
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Topic 2. Managing Processing Options

As part of managing your organization hierarchy, you need to define your deposit processing
options. Processing options are parameters for the deposit and adjustments process. You
must first define processing options at the highest level of the organization before defining lower
level options. For lower-level organizations, if you do not define these options, then the lower-
level organizations will take on the options set for the next higher level organization that does
have the options set.

If you do not define processing options, your organization cannot create deposits. You can
define processing options at any level within your organization. You can also view the
processing options by OTC Endpoint report to manage processing options in your organization.

As an Accounting Specialist, you can modify the following processing options for your
organization’s hierarchy:

= Accounting Classifications for Adjustments: Identifies the default accounting codes
to which you want adjusted amounts credited and debited

= Correspondence: Provides the financial institution with address information for any
correspondence including returned item information

= Deposit Preparation: Sets default settings for deposit preparation to save time for
Deposit Preparers

= Transaction History: Sets default settings for historical data about transactions
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Modify Processing Options

1. Click the Administration tab.

2. From the Manage Organizations menu, select Processing Options and click Modify.

Figure 8. Select Processing Options>Modify

i Administration i Reports J

Manage Crganizations w

Organization Hierarchy p
Accounting Codes 3

Custom Labels | 3

Processing Options 3 Modify

User Defined Fields 3 View

The Step 1 of 3: Select OTC Endpoint page appears.

Note: Processing options must first be defined for the highest level organization before
any lower level organization’s processing options can be defined.

If the processing options are not defined for the highest level organization, all lower level
organization links will be disabled.

14
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3. Select the OTC Endpoint for which you want to modify a processing option.

Figure 9: Step 1 of 3: Select OTC Endpoint

Modify Processing Options
Step 1 of 3: Select OTC Endpoint

Select the OTC End|

int to modify pr options.

CHK denotes check capture

Expand Al / Contract Al

¥ AF - Fnancial

¥ Acsplocal - Accounting Specalist Local

= ActSpecha - Accounting Specislst Navigation Script
¥ Agency-FI - Agences Usng Commercial Fls

= Agency-FOR - Agencies accepting foreign deposis
# Agency-FRE - Agendies using FRBs as Fis

¥ CBP - Customs and Border Protection

=i - Cti Org

EIDHS - Department of Homeland Security

B DMS - Debt Management Services

¥ DevAgency - Development Agency

B Durga-MSA - Durga Yalamanchi

EIFCC - The desc of FCC

EIHL1 - MyOrgHL1

E RS - Internal Revenue Service

TGA denotes deposit processing

Organization Hierarchy: Agency-FI - Agencies Using Commercial Fls

B ActSpITGA - Accounting Speciaiist ITGA Organization

FIHLO Short - HLO Desc -1234567890123456789012345678901234567890123456789012

M denctes mapped accounting code(s)

4. The Step 2 of 3: Define Processing Options page appears. Modify the processing

option(s) and click Next.

Figure 10: Step 2 of 3: Define Processing Options page

Modify Processing Options

Modify processing options and click Next
Organization Hierarchy: Arz CMC - Arizona CMC
+ Accounting Classifications for Adjustments
+ Correspondence
+ Deposit Preparation

» Transaction History

Step 2 of 3: Define processing options

« Previous Cancel
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Note: To narrow an accounting code search, enter a partial or full accounting code.

All accounting codes that meet your search criteria and are not applied as
a debit or credit adjustment to your OTC Endpoint are displayed on the page. If you do not enter
search criteria, all the accounting codes defined for the highest level organization appear.

By default, the first ten accounting codes display, first by ascending special character order,
then by numerical order and then by ascending alphabetical order by accounting code.

If organization has more than ten accounting codes, click the pagination menu above the
section containing the existing accounting codes to view additional pages of results. The system
will only allow a user to view and apply active accounting codes not designated as TAS or those
designated as TAS and have been validated by SAM.

An accounting code can be assigned to both a debit adjustment and credit adjustment.

After an accounting code is assigned to debit or credit adjustment it appears in the Adjustment
Type table.

To modify Accounting Classifications for Adjustments, you can:
Update Default Accounting Codes by,

= Selecting either Use parent’s values or Use my values

= |f selecting to “Use My Values,” entering the Agency Accounting Code and
clicking the Search button

= Selecting the Accounting Code for the adjustment types you want to modify and
clicking Assign to Debit or Assign to Credit.

= Selecting Yes or No to allow changes by an organization lower in hierarchy

Note: Click Apply to Debit to assign an accounting code to all debt adjustments.
Click Apply to Credit to assigning an accounting code to all credit
adjustments.

Update Default Accounting Code Usage by,

= Selecting either Use parent’s values or Use my values.

= Selecting either Always Use the Default for Deposit Adjustments or Default
based upon Deposit Subtotals for Deposit Adjustments

= Selecting Yes or No to allow changes by an organization lower in hierarchy.
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Figure 11: Step 2 of 3: Define Processing Options page with
Accounting Classifications for Adjustments expanded

Modify Processing Options 2

Step 2 of 3: Define processing options

Modify processing options and click Next

Organization Hierarchy: DOI FWS - DOI Fish and Wildlife Service

A ing Classifications for Adj

Default Accounting Codes
Update the accounting codes used for adjustment
™ Use parent's values @ Use my values
Enter search criteria for the Accounting Code(s) you would like to view.

Agancy Accounting Code

@
Account Code Results
==<1-10 > *> of 25 Records
Select Account Code TAS
sl Q0090100 v
[al 00x0102 v
(sl Tas3
ol TASS
(sl TEST - 1234
(sl TEST-44C1
ol TEST-44C10
(el TEST-AAC2
sl TEST-44C3
sl TEST-4AC4
Assign to Debit Assign to Credit
Adjustment Type Account Code TAS
*Debit CASD v
*Credit CASD v

Allow changes by organization lower in hierarchy
® Yes © Mo

Default Accounting Code Usage
Define default accounting cade processing for deposit adjustments

™ Use parent's values @ Use my values

" Always Use the Default for Deposit Adjustrments
@ Defautt based upon Deposit Subtotals for Deposit Adjustments

Allow changes by organization lower in hierarchy
® Yes © Mo

+ Correspondence
+ Deposit Preparation

» Transaction History

To modify Correspondence, you can:
Update Returned Items by,

e Selecting Use parent’s values or Use my values
e Entering the corresponding address information that you would like

to be displayed to a financial institution when return item adjustment is created
e Selecting Yes or No to allow changes by an organization lower in hierarchy
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Update Deposit Adjustment by,

e Selecting Use parent’s values or Use my values

e Entering the corresponding address information that you would like to be
displayed to a financial institution when a deposit adjustment is created

e Selecting Yes or No to allow changes by an organization lower in hierarchy

Figure 12: Define Processing Options page with Correspondence expanded

Modify Processing Options 2

Step 2 of 3: Define processing options

Modify processing options and dlick Next

Organization Hierarchy: DOI FWS - DOI Fish and Wildlife Service

> ing Classi tions for Adj

~ Correspondence

Retumed ltems
Update the correspandence address far retum tem
€ Use parent's valuss @ Use my values
Organization Narne”

Cost Accounting Section

Attention

Chisf, CAS

Address Line 17

7333 w Jefierson Ave

Address Line 2
Suite 300
City”

Lakewood

State/Province®
Coloradn =Jco

Puostal Code™
80235

Country™
United States of America =us

Contact Phone Murmber
303-984-6800

Allow changes by organization lower in hierarchy
® Yes © No

Deposit Adjustments
Correspondence address for deposit adjustment
© Use parent’s values @ Use my values

Organization Narne™
Cost Accounting Section
Aftention

Chief, CAS

Address Line 1°

7333 w Jefferson Ave

Address Line 2
Suite 300
City*

Lakewood

State/Province”
[Colorada o

Postal Code™
EDESS

Country™
[Unitsd States of America us

Contact Phane Murnber
303-984-6800

Allow changes by organization lower in hisrarchy
® Yes © No

» Deposit Preparation

» Transaction History
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To modify Deposit Preparation, you can:
Update ITGA Deposit Creation by,

e Selecting Use parent’s values or Use my values

e Selecting Yes or No to allow endpoint to create foreign deposits
= |f the endpoint accepts foreign deposits, enter the Default foreign
currency when creating deposits details

e Selecting Yes or No to allow changes by an organization lower in hierarchy

Update Subtotals and Cash Count by,

e Selecting Use parent’s values or Use my values

e Selecting Yes or No for each of the following options
* Include Sub-totals for Checks/Money Orders and Cash
= Include Currency count and sub-totals by denomination
* Include Coin count and sub-totals by denomination
= Allow changes by an organization lower in hierarchy

Update Accounting Code Subtotals by,

e Selecting Use parent’s values or Use my values

e Selecting Yes or No radio for each of the following options
= Allow negative accounting code subtotals
= Allow changes by an organization lower in hierarchy

Update Separation of Duties by,

e Selecting Use parent’s values or Use my values

e Selecting Yes or No radio for each of the following options
= Deposits must be prepared and approved by different employees
= Allow changes by an organization lower in hierarchy
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Figure 13: Update Deposit Processing Options page with
Deposit Preparation (ITGA Deposit Preparation) expanded

Modify Processing Options

Modify processing options and click Next

Organization Hierarchy: DOl FWS - DOI Fish and Wildlife Service

» A ing Classifications for Adj

t 1

» Correspondence

~ Deposit Preparation

ITGA Deposit Creation
This Processing Option cannot be modified because this organization has a deposit in DRAFT or AWAP status
Allow OTC Endpoint to create foreign deposits Yes
Default fareign currency when creating deposits UsD
Inherit Option from Parent No
Can Descendant Org Modify Yes

Subtotals and Cash Count
This Processing Option cannot be modified because this organization has a deposit in DRAFT or AWAP status

Include sub-totals for ChecksMoney Orders and Cash No
Include Currency count and sub-totals by denomination No
Include coin count and sub-totals by denamination No
Inherit Option from Parent No
Can Descendant Org Modify ves

Accounting Code Subtotals
This Processing Option cannot be madified because this organization has a deposit in DRAFT or AWAP status

#llow negative numbers on accounting sub-total amounts Yes
Inherit Optian from Parent No
Can Descendant Org Modify Yes

Separation of Duties
This Processing Option cannot be maodified because this organization has a deposit in DRAFT or AWAP status

Deposits must be prepared and approved by different employess ves
Inherit Option from Parent No

Can Descendant Org Modify ves

+ Transaction History

mj -

Step 2 of 3: Define processing options
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Modify Transaction History by,

e Selecting Use parent’s values or Use my values
e Entering the Number of days displayed in the text box (if applicable)
[ ]

Selecting Yes or No to allow changes by an organization lower in hierarchy and
click Next.

Figure 14: Update Deposit Procession Options page
with Transaction History expanded

Modify Processing Options

Step 2 of 3: Define processing options

Modify processing options and click Next

Organization Hierarchy: DOl FWS - DOI Fish and Wildlife Service
» Accounting Classifications for Adjustments
+ Correspondence
» Deposit Preparation

~ Transaction History

Transaction History
Update the number of days displayed

 Use parent's values & Use my values

Murnber of days displayed”
30

Allow changes by organization lower in hierarchy
& Yes Mo

I::ar“:e‘
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5. The Step 3 of 3: Review the following processing options page appears. Verify the
information is correct and click Submit.

Figure 15: Step 3 of 3: Review the Following Processing Options page with
Accounting Classifications for Adjustments expanded

Modify Processing Options

Step 3 of 3: Review the following processing options

brganization(s) will be affected by these processing option modifications
Verify the following information is correct and click Submit to store the processing options.

Organization Hierarchy: Agency-FI - Agencies Using Commercial FIs

= Accounting Classifications for Adjustments

Default Accounting Codes
| Austment Type Accovnt Code Ll
Debit CODE110
Credk 70X6697 v
Inherit Option from Parent No
. Can Descendant Org Modify Yes -

Default Accounting Code Usage

Default based upon Deposit Subtotals for Depost Adjustments Yes

Inherit Optien from Parent No

Can Descendant Org Modify Yes
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Figure 16: Review the Following Processing Options
page with Correspondence expanded

= Correspondence
Returned Items

Agency Mame

Attention

Address Line 1

Address Line 2

City

State/Province

Country

Postal Code

Contact Phone Number
Inhert Option from Parent

Can Descendant Org Modify

Deposit Adjustments
Agency Mame
Attention
Address Line 1
Address Line 2
City
State/Province
Country
Postal Code
Contact Phone Number

Inhert Option from Parent

Can Descendant Org Modify

Agency FI

789 Street

Kansas City
MO
us

63214
123-456-7890
No

Yes

Agency FI

789 Street

Kansas City
MO
us

63214
123-456-7890
No

Yes
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Figure 17: Review the Following Processing Options page

with Deposit Preparation expanded

=l Deposit Preparation

r ITGA Deposit Creation

Allow endpoint to create foreign deposits
Default foreign currency when creating deposis
Inherit Option from Parent

Can Descendant Org Modify

Subtotals and Cash Count

Include sub-totals for Checks/Money Orders and Cash
Include Currency count and sub-totaks by denommnation
Indude con count and sub-totals by denomination
Inhert Option from Parent

Can Descendant Org Modify

Accounting Code Subtotals
Allow negative numbers on accounting sub-total amounts
Inherit Option from Parent

Can Descendant Org Modify

No

Yes

Yes
Yes
Yes

No

Yes

Yes
No

Yes

Verify the information is correct and click Submit. A confirmation page appears showing

which processing options were applied to the organization.

Figure 18: Review the Following Processing Options page

with Transaction History expanded

Separation of Duties
Deposits must be prepared and approved by different employees
Inherit Option from Parent

Can Descendant Org Modify

= Transaction History
Transaction History
Number of days displayed in Transaction History
Inherit Option from Parent

Can Descendant Org Modify

No

No

m
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6. A Confirmation page appears showing which processing options were applied to the

organization.

Figure 19. Modify Processing Options - Confirmation

Modify Processing Options

The following processing options now apply to this organization

Organization Hierarchy: Agency-FI - Agencies Using Commercial Fls

~ Accounting Classifications for Adj 1ts

Default Accounting Codes

Adjustment Type
Debit

Credit

Inherit Option from Parent

Can Descendant Org Modify

Account Code
1213

1212

Yes

Yes

TAS
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& Modify a Processing Option

To modify a processing option, complete the following steps:

1. Click the Administration tab.

2. From the Manage Organizations menu, select Processing Options>Modify. The Step
1 of 3: Select Organization Endpoint page appears.

®Application Tip

Processing options must first be defined for the highest level organization
before any lower level organization’s processing options can be defined.
If the processing options are not defined for the highest level organization,
all lower level organization links will be disabled.

3. Select the OTC Endpoint for which you want to modify a processing option. The Step 2
of 3: Define Processing Options page appears.

4. Modify the processing option(s) and click Next.

To modify Accounting Classifications for Adjustments, you can:
Update Default Accounting Codes by
e Selecting either Use parent’s values or Use my values
e Entering the search criteria for the accounting code you would like to view and
click Search (magnifying glass)

@Application Tip

To narrow an accounting code search, enter a partial or full accounting
code.

Or

e Clicking Search (magnifying glass) to view accounting codes

©Application Tip

All accounting codes that meet your search criteria and are not applied as
a debit or credit adjustment to your OTC Endpoint are displayed on the
page. If you do not enter search criteria, all the accounting codes defined
for the highest level organization appear.
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©Application Tip

By default, the first ten accounting codes display, first by ascending special
character order, then by numerical order and then by ascending
alphabetical order by accounting code.

@Application Tip

If organization has more than ten accounting codes, click the pagination
menu above the section containing the existing accounting codes to view
additional pages of results. The system will only allow a user to view and
apply active accounting codes not designated as TAS or those designated
as TAS and have been validated by SAM.

e Selecting the accounting code to apply a credit and/or debit adjustment type and
click Apply to Debit and/or Apply to Credit

©Application Tip

An accounting code can be assigned to both a debit adjustment and credit
adjustment.

©Application Tip

After an accounting code is assigned to debit or credit adjustment it
appears in the Adjustment Type table.

e Selecting Yes or No to allow changes by an organization lower in hierarchy

Update Default Accounting Code Usage by
= Selecting either Use parent’s values or Use my values
= Selecting either Always Use the Default for Deposit Adjustments or Default
based upon Deposit Subtotals for Deposit Adjustments
= Selecting Yes or No to allow changes by an organization lower in hierarchy

To modify Correspondence, you can:
Update Returned Items by
e Selecting Use parent’s values or Use my values
e Entering the corresponding address information that you would like to be
displayed to a financial institution when return item adjustment is created
e Selecting Yes or No to allow changes by an organization lower in hierarchy
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Update Deposit Adjustment by
e Selecting Use parent’s values or Use my values
e Entering the corresponding address information that you would like to be
displayed to a financial institution when a deposit adjustment is created
e Selecting Yes or No to allow changes by an organization lower in hierarchy

To modify Deposit Preparation, you can
Update ITGA Deposit Creation by
e Selecting Use parent’s values or Use my values
e Selecting Yes or No to allow endpoint to create foreign deposits
= If the endpoint accepts foreign deposits, enter the Default foreign currency
when creating deposits details
e Selecting Yes or No to allow changes by an organization lower in hierarchy

Update Subtotals and Cash Count by
e Selecting Use parent’s values or Use my values
e Selecting Yes or No for each of the following options
* Include Sub-totals for Checks/Money Orders and Cash
= Include Currency count and sub-totals by denomination
»= Include Coin count and sub-totals by denomination
= Allow changes by an organization lower in hierarchy

Update Accounting Code Subtotals by
e Selecting Use parent’s values or Use my values
e Selecting Yes or No for each of the following options
= Allow negative accounting code subtotals
= Allow changes by an organization lower in hierarchy

Update Separation of Duties by
e Selecting Use parent’s values or Use my values
e Selecting Yes or No for each of the following options
= Deposits must be prepared and approved by different employees
= Allow changes by an organization lower in hierarchy

To modify Transaction History, you can by
= Selecting Use parent’s values or Use my values
= Entering the Number of days displayed in the text box, if applicable
= Selecting Yes or No to allow changes by an organization lower in hierarchy

5. The Step 3 of 3: Review the following processing options page appears. Verify the
information is correct and click Submit.

6. A Confirmation page appears showing which processing options were applied to the
organization.

28 Administration Version 1.3/September 2012



Financial Management Service OTCnet Participant User Guide — Configuring Deposit Processing Settings

@Application Tip

If additional changes are required after reviewing the information, click
Edit and return to step 4.

®Application Tip

Additional buttons on the page that help you perform other tasks:

e Click Cancel to return to the OTCnet Home Page. No data will be saved.
Click Edit to return to the previous page.

Click Next to advance to the next page.

Click Previous to return to the previous page.

Click Submit to complete the process and display the Confirmation page.
Click Return Home to return to the OTCnet Home Page.
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View Processing Options

1. Click the Administration tab.

2. From the Manage Organizations menu, select Processing Options and click

View

Figure 20. Select Processing Options>View

I Administration I Reports I

Manage Orrganizations

Organization Hierarchy p

Accounting Codes »

Custom Labels [ 3
Processing Options [ Modify
User Defined Fields. [ View

3. The Select OTC Endpoint page appears. Select the highest level organization or
any lower level OTC Endpoint for which you would like to view the processing

options.

Figure 21. Select OTC Endpoint for Processing Options

: Select OTC Endpoint

Expand All/ Contract Al

¥ AF - Fnancial

® Acsplocal - Accounting Specialist Local
® ActSpITGA - Accounting Specialist ITGA Organization
= ActSpecMa - Accounting Specalst Mavigation Script

Select the OTC Endpoint to modify processing options.

CHK denotes check capture TGA denotes deposit processing

Organization Hierarchy: Agency-FI - Agencies Using Commercial FIs

® Agency-FI - Agences Using Commercial Fls

M de

30

Administration

Version 1.3/September 2012



Financial Management Service

4. A View Processing Options page appears showing which custom labels are in

effect for the organization hierarchy.

Figure 22. View Processing Options

Default Accounting Codes

Adjustment Type
Debit

Credt

Inherit Optien from Parent

Can Descendant Org Modify

Default Accounting Code Usage
Default based upon Depast Subtof
Inhertt Option from Parent

Can Descendant Org Modfy

= Accounting Classifications for Adjustments

Account Code
CODE110
J0X6697

TAS

= Correspondence
Returned Items
Agency Name
Attention

Address Line 1
Address Line 2
City

State/Province

Agency FI

789 Street

Kansas City
MO

Country

Postal Code

Contact Phone Num
Inhert Option from A

Can Descendant Org

= Deposit Preparation

ITGA Deposit Creation
Allow endpoint to create foreign deposits
Default foreign currency when creating deposiks

Inherit Option from Parent

No

Can Descendant Or{ Separation of Duties

Inhert Option fram Parent

Can Descendant Org Modify

= Transaction History

Transaction History

Inhert Option from Parent

Can Descendant Org Madify

Deposts must be prepared and approved by different employees

Number of days displayed in Transaction History

No

No

45

No
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& View a Processing Option

To view a processing option, complete the following steps:
1. Click the Administration tab.

2. From the Manage Organizations menu, select Processing Options>View. The
Select Organization Endpoint page appears.

3. Select the highest level organization or any lower level OTC Endpoint for which

you would like to view the processing options. A View Processing Options page
appears showing which custom labels are in effect for the organization hierarchy.

®Application Tip

Additional button on the page that helps you perform other tasks:

e Click Return Home to return to the OTCnet Home Page.
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Topic 3. Creating and Editing User Defined Fields

You have the ability to provide user defined fields (UDFs) for Deposit Preparers to enter
deposit activity and accounting activity information during the deposit preparation process. A
UDF is a field for the deposit preparer to complete that describes a deposit activity or deposit
accounting activity (e.g. driver’s license number) specific to your organization. As an
Accounting Specialist you can create, modify, and delete a UDF for your organization
hierarchy.

If your organization elects to use UDFs, you should communicate this to each of your OTC
Endpoints and identify what information should be included.

You can perform several tasks in working with UDFs:

Create a user defined field
Modify a user defined field
Delete a user defined field
View a user defined field

Create a User Defined Field

You can create up to five user defined fields for your organization: up to three for Create
Deposit UDF, and up to two for the Create Deposit Subtotals UDF. To create a user defined
field:

1. Click the Administration tab. From the Manage Organizations select, User Defined
Fields and click Modify.

Figure 23. Select User Defined Fields>Modify

i Administration i Reports i

Manage Crganizations

Crganization Hierarchy p

Accounting Codes b

Custom Labels [ 3

Processing Options 3

User Defined Fields » Meodify

View
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2. The Select OTC Endpoint screen appears. Select the highest level organization for
which you want to modify user defined fields (UDFs).

Figure 24: Select OTC Endpoint page

Modify User Defined Fields

Select OTC Endpoint

Select the top level OTC Endpoint to modify processing options.
CHK denotes check capture TGA denotes deposit processing M denotes mapped accounting code(s)

Organization Hierarchy: Agency-FI - Agencies Using Commercial Fls
Expand Al / Contract Al

¥ AF - Fnancial

¥ Acsplocal - Accounting Specialst Local

B ActSpITGA - Accounting Specialist ITGA Organization
B ActSpecNa - Accounting Spedialst Navigation Seript
¥ pgency-FI - Agences Usng Commercial Fls

¥ Agency-FOR - Agencies accepting foreign deposks

B Agency-FRB - Agencees using FRBs as Fls

¥ CBP - Customs and Border Protection

I Citi - Citi Org

¥ DHS - Department of Homeland Security

B DMS - Debt Management Services

¥ DevAgency - Development Agency

© Durga-NSA - Durga Yalamanchi

EIFCC - The desc of FCC

EHLL - MyOrgHL1

HHLO Short - HLO Desc -1234567890123456789012345678901234567890123456789012

B RS - Internal Revenue Service

3. The Step 1 of 3: Select User Defined Field to Maintain page appears. Click the Create

UDF.

Figure 25: Select 1 of 3:Select User Defined Field to Maintain page

Modify User Defined Fields

Step 1 of 3: Select User Defined Field to Maintain

Organization Hierarchy: Rajesh-HLO - Rajesh-High Level Org
Ciick on the activity label to edt the User Defined Field.

Cick on the 'Create UDF button to create a new User Defined Field.
Click the related checkbox to delete a User Defined Field.

Display Delete

Activity  Label  Description g 4" DatalyPe [ pope a1/ Undelete Al ]
Create ada dawid wedaqw Drop Down
Depost 2 List of -

Alphanumenc

Values
Create new label  new Drop Down
Depost description 1 List of r
Subtotal Aphanumeric

Values
Create my my Deposit Drop Down
Deposi Deposit Subtotal 5 List of -
Subtotal Subtotal  Description Alphanumenc

Label Values
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4. The Step 2 of 3: Modify the User Defined Field page appears. Add the user defined field,
and click Done.

You can add a user defined field by,

e Selecting the Activity type for the user defined field
e Entering the Label and Description
e Selecting a Data Type
e |f the Drop Down List of Alphanumeric Values Data Type is selected,
proceed to step 5
e If another Data Type is selected, continue entering in information for the
fields below and then proceed to step 6
e Entering the
e Maximum Input Length (Maximum length is 255)
¢ Minimum Input Length
e Display Order Number
e Selecting Mandatory or Optional for Activity User Entry.

Figure 26: Select 2 of 3: Modify User Defined Field page

Modify User Defined Fields
Step 2 of 3: Modify User Defined Field

Add and/or make changes to the user defined field for a specific activity.

Organization Hierarchy: Rajesh-HLO - Rajesh-High Level Org

 Denotes required fields.

Activity

User Defined Field
Labe!

Eda:hanged

Descrption’

’mwd wedaw =)

Data Type:~

Maximum Input Length:
Mnimum Input Length:
Display Order Number.
3

Activity User Entry

© Mandatory

& Optonal

Permitted Values

List Values...

Note: A User Defined Field cannot be modified if it is associated with a deposit that is in
Draft or Awaiting Approval status.
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5. Click List Values (refer to Figure 29). A Step 2 of 3 (Continued): Define Permitted
Values page appears. Enter details for both the Value and Description, and click Done.

Figure 27: Step 2 of 3 (Continued): Define Permitted Values

Modify User Defined Fields
Step 2 of 3{Continued): Define Permitted Values

Add and/ or make changes to the list of permitted values. Selection Display Order is the order in which t
values are displayed on the appropriate page drop-down where the UDF id used.

Organization Hierarchy: Rajesh-HLO - Rajesh-High Level Org

Label adaChanged
Description dawd wedqgw

Delete *Value *Description
Delete All ; Undelete Al

O [f [ChangedA

C 4 b

O [z 3

= f 3

L= B 3

L [ [

O [ [

L [ [

o [ [

r [ [

* Denotes required fields.

Add Mors Lines

6. The Step 3 of 3: Review page appears. Verify the User Defined Field information is
correct, and click Submit. A confirmation page appears showing that the UDF data has
been saved to the database.

Figure 28: Step 3 of 3: Review User Defined Fields page

Modify User Defined Fields
Step 3 of 3: Review

Verify the User Defined Field information is correct and click Submit.

Active User Defined Fields

=UDF # 1 ada

Activity Type Create Deposit
Label ada
Description dawd wedqw
Data Type Drop Down List

of Alphanumeric

Values

Display Order Number 1
Activity User Entry Optional

Minimum Input Length

Maximum Input Length

# Permitted Values(5)
FUDF # 2 new label

Marked for Deletion ‘

EUDF # 1 my Deposit Subtotal Label
S|

Click Edit if you need to make additional changes before submitting the information and
return to Step 4.
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&=~ Create a User Defined Field

To create a user defined field (UDF), complete the following steps:
1. Click the Administration tab.

2. From the Manage Organizations menu, select User Defined Fields and click Modify.
The Select OTC Endpoint screen appears.

3. Select the highest level organization for which you want to modify user defined fields
(UDFs). The Step 1 of 3: Select User Defined Field to Maintain page appears.

4. Click the Create UDF. The Step 2 of 3: Modify the User Defined Field page appears.
5. Add the user defined field, and click Done.

You can add a user defined field by
e Selecting the Activity type for the user defined field
Entering the Label and Description
Selecting a Data Type
o Ifthe Drop Down List of Alphanumeric Values Data Type is selected,
proceed to step 6.
o If another Data Type is selected, continue entering in information for the
fields below and then proceed to step 7.
Entering the
o Maximum Input Length (Maximum length is 255)
o Minimum Input Length
o Display Order Number
Selecting Mandatory or Optional for Activity User Entry

©Application Tip

A User Defined Field cannot be modified if it is associated with a
deposit that is in Draft or Awaiting Approval status.

6. A Permitted Values button appears. Click List Values. A Step 2 of 3 (Continued):
Define Permitted Values page appears. Enter details for both the Value and
Description, and click Done.

7. The Step 3 of 3: Review page appears. Verify the User Defined Field information is
correct, and click Submit. A confirmation page appears showing that the UDF data has
been saved to the database.
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©Application Tip

Click Edit if you need to make additional changes before submitting the
information and return to Step 5.

®Application Tip

Additional buttons on the page help you perform other tasks:

Click Cancel to return to the OTCnet Home Page. No data will be saved.
Click Edit to return to the previous page.

Click Next to advance to the next page.

Click Previous to return to the previous page.

Click Return Home to return to the OTCnet Home Page.
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Modify a User Defined Field

You can modify a user defined field as needed to accommodate your organization’s changing
needs. Note that you cannot modify a user defined field that is associated with a deposit that is
still in Draft or Awaiting Approval (AWAP) status. Draft or AWAP deposits must be submitted
to the Financial Institution before you can modify any user defined fields associated with them.

4.

5.

Click the Administration tab. From the Manage Organizations select, User Defined
Fields and click Modify.

The Select OTC Endpoint screen appears. Select the highest level organization for
which you want to modify user defined fields (UDFs).

The Step 1 of 3: Select User Defined Field to Maintain page appears. Click the user
defined field Label hyperlink.

Figure 29. Step 1 of 3: Select User Defined Field to Maintain

Modify User Defined Fields

Step 1 of 3: Select User Defined Field to Maintain

Organization Hierarchy: Rajesh-HLO - Rajesh-High Level Org
Ciick on the activity label to edt the User Defined Feeld.
Ciick on the 'Create UDF button to create a new User Defined Field.

Click the related checkbox to delete a User Defined Feld.

Display Delete

Activity Label Description Order Data Type [ Delete Al / Undelete Al ]
Create ada david wedagw Drop Down
Depost 2 List of -

Alphanumenc

Values
Create new label | new Drop Down
Deposit description 1 List of -
Subtotal Alphanumeric

Values
Create my my Deposit Drop Dowin
Depost Deposit Subtaotal 2 List of -
Subtotal Subtotal J Description Alphanumenc

Label Values

Creare LD

The Step 2 of 3: Modify the User Defined Field page appears. Make the changes to the
user defined field and click Done.

Note: A User Defined Field cannot be modified if it is associated with a deposit | that is
in Draft or Awaiting Approval status.

The Step 3 of 3: Review page appears. Verify the user defined field information is
correct, and click Submit. A confirmation page appears showing that the UDF data has
been saved to the database.

Note: Click Edit if you need to make additional changes before submitting the
information and return to Step 4.
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& Modify a User Defined Field

To modify an existing user defined field, complete the following steps:

1.

2.

Click the Administration tab.

From the Manage Organizations menu, select User Defined Fields and click Modify.
The Select OTC Endpoint screen appears.

Select the highest level organization for which you want to modify user defined field. The
Step 1 of 3: Select User Defined Field to Maintain page appears.

Click the user defined field Label hyperlink. The Step 2 of 3: Modify User Defined Field
page appears.

Make the changes to the user defined field and click Done. The Step 1 of 3: Select User
Defined Field to Maintain page appears.

@Application Tip

A User Defined Field cannot be modified if it is associated with a
deposit | that is in Draft or Awaiting Approval status.

Click Next. The Step 3 of 3: Review page appears.

Verify the correct user defined field information is correct and click Submit. A
confirmation page appears showing that the user defined field data has been save to the
database.

®Application Tip

Click Edit if you need to make additional changes before submitting the
data and return to Step 4.

©Application Tip

Click Cancel to return to the OTCnet Home Page. No data will be saved.
Click Create UDF to create a new user defined field.

Click Next to advance to the next page.

Click Previous to return to the previous page.

Click Edit to return to the previous page.

Click Submit to complete the process and display the Confirmation page.
Click Return Home to return to the OTCnet Home Page.
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Delete a User Defined Field

If you find that you do not use a particular user defined field, you can delete it to save labor for
your Deposit Preparers.

1. Click the Administration tab. From the Manage Organizations select, User Defined
Fields and click Modify.

2. The Select OTC Endpoint screen appears. Select the highest level organization for
which you want to delete the user defined field.

3. The Step 1 of 3: Select User Defined Field to Maintain page appears. Click the Delete
checkbox next to the appropriate field (note that to delete all the user defined fields, you
can click Delete All) and click Next.

Figure 30: Select 1 of 3: Select User Defined Field to Maintain page
Modify User Defined Fields

Step 1 of 3: Select User Defined Field to Maintain

 Organization Hierarchy: Rajesh-HLO - Rajesh-High Level Org
Ciick on the activity label to edt the User Defined Field.

Click on the 'Create UDF button to create a new User Defined Field.

Click the related checkbox to delete a User Defined Feld.

Display Delete

Activity  Label Description Order Data Type [ Delete Al / Undelete Al ]
Create ada dawid wedaw Drop Down
Depost 2 List of -

Aphanumenc

Values
Create new label  new Drop Dowin
Depast description 1 List of -
Subtotal Aphanumeric

Values
Create my my Deposit Drop Down
Depost Deposit Subtotal 2 List of -
Subtotal Subtotal  Description Aphanumenc

Label Values

Note: A User Defined Field cannot be modified if it is associated with a deposit | that is
in Draft or Awaiting Approval status.

4. The Step 3 of 3: Review page appears. Verify the correct information is marked for
deletion and click Submit. A confirmation page appears showing that the user defined
field data has been saved to the database.

Note: Click Edit if you need to make additional changes before submitting the
information and return to Step 3.
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&=~ Delete a User Defined Field

To delete a user defined field, complete the following steps:

1.

2.

Click the Administration tab.

From the Manage Organizations select, User Defined Fields and click Modify. The
Select OTC Endpoint screen appears.

Select the highest level organization for which you want to delete the user defined field.
The Step 1 of 3: Select User Defined Field to Maintain page appears.

Click the Delete checkbox next the appropriate field and click Next. The Step 3 of 3:
Review page appears.

®Application Tip

A User Defined Field cannot be modified if it is associated with a
deposit | that is in Draft or Awaiting Approval status.

Verify the correct information is marked for deletion and click Submit. A confirmation
page appears showing that the user defined field data has been saved to the database.

®Application Tip

Click Edit if you need to make additional changes before submitting the
data and return to Step 4.

®Application Tip

Click Cancel to return to the OTCnet Home Page. No data will be saved.
Click Create UDF to create a new user defined field.

Click Next to advance to the next page.

Click Previous to return to the previous page.

Click Edit to return to the previous page.

Click Submit to complete the process and display the Confirmation page.
Click Return Home to return to the OTCnet Home Page.
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View a User Defined Field

As an Accounting Specialist, Local Accounting Specialist and Viewer, you can view the
user defined fields that exist for your organization.

1. Click the Administration tab. From the Manage Organizations menu, select User
Defined Fields and click View.

Figure 31. Select User Defined Fields>View

i Administration ] Reports i

Manage Crganizations -»

Organization Hierarchy p
Accounting Codes 3
Custom Labels [ 3
Processing Options 3

User Defined Fields 3 Modify

View

2. The Select OTC Endpoint screen appears. Select the highest level organization for
which you would like to view user defined field.

Figure 32: Select OTC Endpoint page

View User Defined Field

Select OTC Endpaint

Select the top level OTC Endpaint to wiew user defined fields.
CHI  denobes check capture Endpont TGA  denotes OTC Endpoint M denotes mapped accounting codefs)

Organization Hierarchy: High Level Organizations
5515 . M5E

12Test54 - 12TestEM Desc

9939999901 - test - H900995301

Acsplocal - Accounting Specaalist Local

ActSpachia - Accourting Specialist Navigation Scrpt
ActSpiTGA - Accounting Specialist ITGA Organization
Agency-F| - Agencies Using Comercial Fls

Agency-FOR - Agencies accepting foreign deposits

Agency-FRE - Agancies using FRBs as Fls

ATZ - Audil Test

b Lest - b lest

Boaz - Mark's Test Org

i test - c test

CAL - Tasting Audit Log

CBR . Customs and Border Pratection

C502 - Stability

CTF - CTF
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3. The View User Defined Field page appears. Click on any of the user defined fields to
view its characteristics (e.g. activity type, label, description, etc.). The characteristics

appear.

Figure 33: View User Defined Field page

View User Defined Field

Click on a User Defined Field to view its characteristics.

[ Active User Defined Fields

S UDF # 1 ada
Actvity Type Create Deposit
Label ada
Description dawd wedqw
Data Type Drop Down List
of Alphanumeric
Values
Display Order Number 2
Activity User Entry Optional
Minimum Input Length
Maximum Input Length
= Permitted Values(5)
Value Description
1 a
2 b
3 c
4 d
5 e

# UDF # 2 new label
*UDF # 3 my Depost Subtotal Label
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&=~ View a User Defined Field

To view detailed information about a user defined field, follow these steps:

1. Click the Administration tab.

2. From the Manage Organizations menu, select User Defined Fields and click View.
The Select OTC Endpoint screen appears.

3. Select the highest level organization for which you would like to view user defined field.
A View User Defined Field page appears.

4. Click on any of the user defined fields to view it characteristics (e.g. activity type, label,
description, etc.). The characteristics appear.
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In this chapter, you learned:

= How to create, edit and delete custom labels
= How to set your options for processing deposits

= How to create, edit and delete user defined fields specific to your agency

In the next module, you will learn how to view financial institutions. If this functionality does not
apply to you, then this completes the series of Chapters for Deposit Processing Administration
Participant User Guides. You can continue to use these guides as reference or extract the How
To Steps at the end of each Topic for quick application.

Notes
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Audience, Overview and Topics

Audience

The intended audience for the Viewing Financial Institutions Participant User Guide includes:
= FI Confirmer
= FRB Confirmer
= FI Viewer

= FRB Viewer

Overview
Welcome to Viewing Financial Institutions. In this chapter, you will learn:

= How to view a Financial Instruction

Topics
This chapter is organized by the following topics:

1. Viewing Financial Institutions
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Topic 1. Viewing Financial Institutions

If you are assigned the role of FI Confirmer, FRB Confirmer, Fl Viewer, or FRB Viewer you
can locate and view Financial Institution details for which you have access to. You can only view
a Financial Institution that has an Active status.

Viewing a Financial Institution allows you to see related details such as:
e Institution Information
e Routing Transit Numbers (RTN) and Status
o CAN/Acct Key Relationships

View a Financial Institution

1. Click the Administration tab, select Manage FlI, select Financial Institution, and click
View (see Figure 1 below).

Figure 1: Select Administration>Manage FI>Financial Institution>View

i Deposit Processing ' Administration h Reports

Manage Fl = Manage Users

Financial Institution » } View

2. The Step 1 of 2: Select Financial Institution page appears.

Under Select Financial Institution, select the Financial Institution for which you would like
to view details. Click Next as shown in Figure 2.

Figure 2. Select Financial Institution Page

View Financial Institution

Step 1 of 2: Select Financial Institution

Select the financial institution you would like to view.
Select Financial Institution

Financial Institution:*
Select ¥
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@Aoplication Tip

Only ACTIVE Financial Institutions display for the selection.

3. The Step 2 of 2: View the Financial Institution page appears. View details for Financial

Institutions as show in Figures 3 and 4.

Figure 3. View FRB Detail

View Financial Institution

Step 2 of 2: View the Financial Institution

Institute Information
HName FRB Boston
City Boston
State / Province MA
Country us
Institution Type FRB
District Number 01
Office Mumber 1
Accepts Foreign Check Deposits No
Accepts Foreign Cash Deposits No
Routing Transit Mumbers:
RTH Status
011000015 Active
042000437 Active
052000278 Active
CANfAccount Key Relationships:
CAN/Acct Key Relationship

3 Deposit Processing and Reporting
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Figure 4. View Financial Institution Detail

View Financial Institution

Step 2 of 2: View the Financial institution

Institute Information

MName Bank of America
Cry Concord
State / Province CA

Country us
Institution Type Commerdial
Accepts Foreign Check Deposits Mo

Accepts Foreign Cash Deposits Mo

System To System Interface Participant Yes

Short Mame BOA
Processes Foreign Check Deposits Mo
Processes Foreign Cash Deposits Mo

Routing Transit Numbers:

RTN Status
011900445 Active
011900571 Active
021300019 Active
111000012 Active
121000358 Active

CAN/Account Key Relatonships:

CAN/ACCE Key Relationship '
""""""""""""""""""""""""""" 001035 Inactve |
05797 Active
e
005989 Active
006074 Active

006077 Active
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&= View a Financial Institution

To view a Financial Institution, complete the following steps:

1. Click the Administration tab.

2. Select Manage FI menu, select Financial Institution, and click View. The Step 1 of 2:
Select Financial Institution page appears.

3. Under Select Financial Institution, select the Financial Institution for which you would like
to view details.

®Application Tip

Only Active Financial Institutions display for the selection.

4. Click Next. The Step 2 of 2: View the Financial Institution page appears.

©Application Tip

FI Confirmers, FRB Confirmers, Fl Viewers, and FRB Viewers can view
Institution Information, Routing Transit Numbers (RTN) and Status, and
CAN/Acct Key Relationships.

©Application Tip

Additional buttons on the page that help you perform other tasks:
e Click Cancel to return to the OTCnet Home Page. No data will be saved.
e Click Return Home to return to the OTCnet Home Page.
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Audience, Overview and Topics

Audience

The intended audience for the Configuring Check Processing Settings Participant User Guide
includes:

View / Modify Configuration Functions
e Check Capture Administrator
e Check Capture Supervisor
View Configuration Only
e Check Capture Lead Operator

e Check Capture Operator

Overview

Welcome to Configuring Check Processing Settings. In this chapter, you will learn:
= The purpose of configuring check capture settings
= How to set up or modify a terminal configuration
= How to view a terminal configuration
= How to view an audit log
= How to download firmware

Topics

This chapter is organized by the following topics:
1. Purpose of Configuring Check Processing Settings
2. Set up or Modify a Terminal Configuration
3. View a Terminal Configuration
4. View an Audit Log

5. Download Firmware
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Topic 1. Purpose of Configuring Check Processing

Settings Online

Only Check Capture Administrators (CCA) and Check Capture Supervisors (CCS) are
authorized to configure the check processing settings for your Agency’s terminal. Depending on
your user role, you can see all or only specific check capture activities transacted within your
Agency. Additionally, as a CCA, you have the ability to manually download or upgrade
application software to be used on a terminal.

If you are to meet your location’s check capturing needs, each OTCnet terminal must have
configuration settings individually applied. You can add or update the following:

= System Configuration: Used to ensure firmware upgrades, LVD usage (offline users),
and receipt printing

= Application Configuration: Used to define a Terminal ID, processing mode, specify a
cashflow method, as well as to specify batch control and batch control prompts

= Devices Configuration: Used to specify the scanner type and communication channel,
enable franking, as well as enable keypad and specify a keypad communication channel

= Available OTC Endpoints: Used to add available OTC Endpoints for data entry

= Configured OTC Endpoints: Used to set a default OTC Endpoint, review already
configured OTC Endpoints or remove unused OTC Endpoints from the terminal
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Topic 2. Set Up or Modify a Terminal Configuration

1. Click the Administration tab.

2. From the Manage Check Processing menu, select Terminal Configuration and click
Modify (see Figure 1 below).

Figure 1. Administration >Manage Check Processing>
Terminal Configuration>Modify

Manage Organizations v Manage Users Manage Check Processing v Audit

Terminal Configuration Modify

-

-

Terminal Maintenance View

Manage Centralized Deployment
I

3. The Step 1 of 4: Gathering Terminal Information page appears with Automated terminal
detection in progress... message, then the Step 2 of 4. Update the Terminal
Configuration page appears (see Figure 2 below). Enter the system configuration

Note: When the Automated terminal detection in progress... message appears,
the system reads the desktop settings and displays the appropriate information on the
next page.

Under System Configuration (see Figure 2 below),

Set Task Execution by,
¢ Clicking Start up and/or Close Batch for Firmware Upgrade

Note: Firmware Upgrades are operating system (e.g. Vista, Windows 7, etc.) and
scanner (e.g. EC 7000i or Panini MyVision X, etc.) specific.

Set LVD Usage by, optional
e Checking or unchecking Personal Check and/or Non Personal for
Customer Present
e Checking or unchecking Personal Check and/or Non Personal for
Customer Not Present

Set Receipt Printing by, optional
e Checking Person Present
e Click the Manual or Automatic radio button
o Check with preview
o Checking Person Not Present
e Click the Manual or Automatic radio button
o Check with preview
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Note: Leaving both the Person Present and Person Not Present fields unchecked
results in the disabling of this option. Click the appropriate box(es) if receipts are
desired. Choosing Manual requires that the operator take additional steps to print the
receipt.

Choosing Automatic results in a receipt printout each time a transaction has been
entered. Choosing With Preview option allows the operator to see the receipt on the
screen prior to the generation of the printout. When the Person Present and/or Person
Not Present fields are selected, the default setting is Manual.

Figure 2: System Configuration

Terminal Configuration
Step 2 of 4: Update the Terminal Configuration

T System Configuration
Task Execution
Task Selection Execute On Execute On
Firmware Upgrade I"start up ¥ Close Batch
LVD Usage
Personal Check Hon Personal
Customer Present r |
Customer Not Fresent r |
Receipt Printing
[ Person Present
& manual
e .
HLETELE ™ wiith preview
™ Person Not Present
& manual
r
HETELE ™ with preview
Printer Name I j

Under Application Configuration (see Figure 3 below),

e Enter the Terminal ID

e Select Single or Batch for Processing mode

e Select Settle Best Method or Truncate All Items for Cashflow
o Check Back office Processing Only
o Select Optional or Mandatory for Batch Control
o Click Prompt on batch Create and/or Prompt on batch Close

for Batch Control Prompts

Note: The Terminal ID field is available for data entry during initial setup. After the
Terminal ID is assigned, it is protected and cannot be changed.

The Host Name field is automatically generated based on your computer’s registry and
cannot be changed.

The Single processing mode is designed to allow the user to scan one check at a time.
The Batch processing mode allows groups of checks to be scanned all at once, prior to
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the data entry for the items. The Batch mode is only available for EC7000i or Panini
scanners.

The Settle Best Method is the default selection and when selected exclusively on the
configuration screen, all processing methods (Customer Present, Customer Not Present,
and Back Office) are allowed for either personal or non personal items on the Entry
Screen.

The Back Office Processing method should be used by agencies that receive payments
in person, and then scan the checks at a later time in a controlled, back office
environment. Truncate All Iltems represents only non-personal items are allowed (for all
processing methods) on the Entry Screen.

If the Batch Control is set to Optional, OTCnet prompts the user to use the batch
control. If the Batch Control is set to Mandatory, OTCnet prompts for batch control
totals.

Figure 3.Application Configuration

T Application Configuration

Terminal ID BAH1

Host Name BAH5444045amamr

Processing & Single
" Batch

Cashflow % Settle Best Method I™ Back Office Processing Only
" Truncate All tems

Batch Control & optional
" Mandatory

Batch Control Prompts I Prompt on Batch Create
¥ Prompt on Batch Close

Under Devices Configuration,
e Select the Scanner model, (required) (see Table 1 below)
e Select USB Port or Serial Port, (required)
o Select the Serial Port type
e Check Franking Enabled, (optional)
e Check Keypad Enabled, (optional)
e Check Pass Through Channel or Serial Port for Keypad
Communication Channel

When you complete the Devices Configuration, click Next (see Figure 4 below).
Note: The Franking Enabled option is only available for EC6000i and EC7000i

scanners. This option allows the scanner to automatically stamp checks with the words
Electronically Presented upon completion of the each check scan.
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The Keypad Enabled option is available when electing to use the optional Yes/No
keypad. Enabling the keypad allows the check writer to confirm the transaction dollar
amount via the keypad. If Keypad Enabled option is enabled, then Pass Through
Channel or Serial Port is available for selection.

Figure 4. Devices Configuration

~ Devices Configuration

Scanner

Communication Channel

Franking Enabled
Keypad Enabled

Keypad Communication Channel

IRDM ECT7000i 'l

& UsB Port

" Serial Port

r
F

© Pass Through Channel

& Serial Port

Table 1. Scanner Types

This scanner will automatically scan both sides of a check and can

Sl scan in single or batch method (two or more checks in a batch)
ECB000i This scanner will prompt you to scan the back side of a check and

: scans only in single method
EC5000i This scanner will prompt you to scan both sides of a check and can

scan only in single method

Panini MyVision X

This scanner will automatically scan both sides of a check and can
scan in single or batch method (two or more checks in a batch)

3. The Step 3 of 4: Update the Configured OTC Endpoints page appears.

Under Available OTC Endpoints,
e Select the OTC Endpoint(s) you want to Add by checking the box(es) under the
Add column, and click Add.
Under Configure OTC Endpoint,
e Select a Default OTC Endpoint, required
e Select the OTC Endpoint(s) you want to Delete by checking the box(es) under
the Remove column, and click Remove, if applicable.

When you complete configuring the OTC Endpoints, click Next (see Figure 5 below).

Version 1.3/September 2012
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Figure 5. Default OTC Endpoint

Terminal Configuration
Step 3 of 4: Update the Configured OTC Endpoints

ALC+2
0000107125
8s88ass8s8802
B8B88888803
0000010712

9999999905

Default OTC
Endpoint

')')H')')')')')')')

Available OTC Endpoints

OTC Endpoint
L3FRB STLs
8888888802
B8BBBBEB03
Region2FRB

SreelLEnd2

Configured OTC Endpoints

ALC+2

3432123456

9999999902

0000879701

0000001040

9876543210

9999999901

99999999572

F7IFIFIFLEL

1234567899

4567890111

<< < Page 1 > >»>of 1Pages

\f::;%n PEEi e
1015 Level 3 Agency-FRB St. Louis
1010 Psuedo ALC+2-8888888802
1010 Pseudo ALC+2-8888888803
1003 Region 2-FRB
1010 SreelLEnd2
oTC Endpoint v;"r;f";n Description
Test3 1000 Test3
9999999902 1007 TEST Location
GT8 1010 GT8
LL1 2000 LL1
9876343210 1010 9876543210
9999939901 1010 test89
55011 1007 S5LL1
GT1 1020 GT1
Test2 1002 Test2
LFuncTestl 1002 LfunctionTestLowerLevel

Remove
[ Check all f Uncheck all ]
=

=
=
=
=
=
-
=
=
=

[ [

Selecting a Default OTC Endpoint determines which OTC Endpoint to use when
performing Check Scan actions. At least one Default OTC Endpoint is required per
terminal. While a default is chosen, it does not prevent you from scanning against
another configured OTC Endpoint.

5. The Step 4 of 4: Review the Terminal Configuration page appears. Verify the Terminal
Configuration is correct and click Submit. Click Edit if you need to modify the
information entered (see Figure 6 below).

Administration
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Figure 6. Review Terminal Configuration

Terminal Configuration

Step 4 of 4: Review the Terminal Configuration

Please review the Terminal Configuration record and click submit to save the chianges
OTC Endpoint Configuration
Configured OTC Endpoints
Default OTC . . P
TR ALC+2 0TC Endpoint Form Version Description
3432123456 Test3 1000 Test3
9999999902 9999999902 1007 TEST Location
0000879701 GT8 1010 GT8
0000001040 w 2000 i
5876543210 0876543210 1010 9876543210
9999999901 9999999901 1010 test89
99999999572 SSLLT 1007 SSLL1
v T7TTTIFILEL GT1 1020 GT1
1234567899 Test2 1002 Test2
4567890111 LFuncTestL 1002 LfunctionTestLowerLevel
Added OTC Endpoints
Default OTC " - P
T ALC+2 0TC Endpoint Form Version Description
0000107125 L3FRB STLs 1015 Level 3 Agency-FRB St. Louis
8888888802 8888888802 1010 Psuedo ALC+2-8888888802
8888888803 8888888803 1010 Pseudo ALC+2-8888888803
0000010712 Region2FRB 1003 Region 2-FRB
.
9999999905 SreelLEnd2 1010 SreelLEnd2
[ [Edt]
Removed OTC Endpoints
Terminal ID BAL
There are no OTC Endpoints Removed |
Host Name BAH544404Samamr
Pracessing Single
System Configuration Cashflow Setle Best Method
Bl Batch Control Optional
Task Execution Batch Control Prompts Prompts on Batch Close
‘ Task Selection Execute On Start Up Execute On Close Batch |
‘ Firmware Upgrade v |
Devices C
LVD Usage B iy
CZerslE aemonal Scanner RDM EC7000i
Customer Present v v
c Channel USB Fort
Customer Not Present v v
Franking Enabled
Receipt Printing Keypad Enabled
Person Present Manual Keypad Communication Channel
Person Not Present Manual
Printer Name CutePDF Writer
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& Configure a Check Capture Terminal Online

To configure a check terminal online, complete the following steps:

1. Click the Administration tab.

2. Select Manage Check Processing>Terminal Configuration and click Modify. The

Step 1 of 4: Gathering Terminal Information page appears with Automated terminal
detection in progress... message.

®Application Tip

When the Automated terminal detection in progress... message appears
the system reads the desktop settings and displays the appropriate
information on the next page.

3. The Step 2 of 4: Update the Terminal Configuration page appears. Enter the system
configuration.

Under System Configuration,
Set Task Execution by,

e Clicking Start up and/or Close Batch for Firmware Upgrade

®Application Tip

Firmware Upgrade is an upgrade to the software that identifies the
scanner to the computer, as they are available from OTCnet. This task
can be configured to perform automatically at either application startup
or batch close.

®Application Tip

Firmware Upgrades are operating system (e.g. Vista, Windows 7, etc)
and scanner (e.g. EC 7000i or Panini MyVision X, etc) specific.

Set LVD Usage by, optional

e Checking or unchecking Personal Check and/or Non Personal for
Customer Present

e Checking or unchecking Personal Check and/or Non Personal for
Customer Not Present
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®Application Tip

By default all four checkboxes (Personal and/or Non Personal checks and
Customer Present and/or Customer Not Present) for (Local Verification
Database) LVD Usage are checked and they are optional. If all of them
not checked, then LVD verification feature is disabled.

Set Receipt Printing by, optional
e Checking Person Present, optional
o Click the Manual or Automatic radio button
= Check with preview
e Checking Person Not Present, optional
o Click the Manual or Automatic radio button
= Check with preview
e Selecting the Printer Name

®Application Tip

Leaving both the Person Present and Person Not Present fields
unchecked results in the disabling of this option. Click the appropriate
box(es) if receipts are desired. Choosing Manual requires that the
operator take additional steps to print the receipt. Choosing Automatic
results in a receipt printout each time a transaction has been entered.
Choosing With Preview option allows the operator to see the receipt

on the screen prior to the generation of the printout. When the Person
Present and/or Person Not Present fields are clicked, the default setting
is Manual.

Under Application Configuration,
e Enter the Terminal ID

®Application Tip

The Terminal ID field is available for data entry during initial setup. After
the Terminal ID is assigned it is protected and cannot be changed.
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@Application Tip

The Host Name field is automatically generated based on your computer’s
registry and cannot be changed.

e Select Single or Batch for Processing mode

®Application Tip

The Single processing mode only allows the user to scan one check
at a time. The Batch processing mode allows groups of checks to be
scanned all at once, prior to the data entry for the items. The Batch
mode is only available for EC7000i or Panini scanners.

e Select Settle Best Method or Truncate All Items for Cashflow
o Check Back office Processing Only

®Application Tip

The Settle Best Method is the default selection and when selected
exclusively on the configuration screen, all processing methods
(Customer Present, Customer Not Present, and Back Office) are

allowed for either personal or non personal items on the Entry Screen.
The Back Office Processing method should be used by agencies that
receive payments in person, and then scan the checks at a later time in

a controlled, back office environment. Truncate All Items represents only
non-personal items are allowed (for all processing methods) on the Entry
Screen.

e Select Optional or Mandatory for Batch Control

®Application Tip

If the Batch Control is set to Optional, OTCnet prompts the user to use
the batch control. If the Batch Control is set to Mandatory, OTCnet
prompts for batch control totals.

e Click Prompt on batch Create and/or Prompt on batch Close for Batch
Control Prompts

Under Devices Configuration,
e Select the Scanner model, required
e Select USB Port or Serial Port, required

11
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o Select the Serial Port type

®Application Tip

USB Port: Panini MyVision and VisionX scanners require USB port
communication channel. RDM EC7000i and RDM EC6000i scanners
support USB and Serial communication channels.

Serial Port: RDM EC5000i scanners require serial port communication
channel. USB-to-serial adapters are not supported.

COM dropdown: The user selects the serial port (aka COM port) where
they have connected a serial scanner.

e Check Franking Enabled, optional

®Aoplication Tip

The Franking Enabled option is only available for EC6000i and EC7000i
scanners. This option allows the scanner to automatically stamp checks
with the words Electronically Presented upon completion of the each
check scan.

e Check Keypad Enabled, optional

®Application Tip

The Keypad Enabled option is available when electing to use the optional
Yes/No keypad. Enabling the keypad allows the check writer to confirm
the transaction dollar amount via the keypad.

e Check Pass Through Channel or Serial Port for Keypad Communication
Channel, if applicable, required

@Application Tip

If Keypad Enabled option is enabled, then Pass Through Channel or
Serial Port is available for selection.

4. Click Next. The Step 3 of 4: Update the Configured OTC Endpoints page appears.

Under Available OTC Endpoints,
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e Select the OTC Endpoint(s) you want to Add by checking the box(es) under the
Add column, and click Add.

®Application Tip

The OTC Endpoints are permission based and are only visible to users
with the appropriate permissions.

Under Configure OTC Endpoint,
e Select a Default OTC Endpoint, required.

®Aoplication Tip

Selecting a Default OTC Endpoint determines which OTC Endpoint to use
when performing Scan Checks actions.

®Aoplication Tip

Multiple OTC Endpoints can be selected but only one can be set as a
Default OTC Endpoint.

e Select the OTC Endpoint(s) you want to Delete by checking the box(es) under
the Remove column, and click Remove, if applicable.

@Application Tip

At least one Default OTC Endpoint is required per terminal.

5. Click Next. The Step 4 of 4: Review the Terminal Configuration page appears. Verify the
Terminal Configuration is correct and click Submit. Click Edit if you need to modify the
information entered.

6. A Confirmation page appears stating that the Terminal Configuration record has been
updated.
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®Application Tip

Additional buttons on the page that help you perform other tasks:
e Click Cancel to return to the OTCnet Home Page. No data will be saved.
e Click Previous to return to the previous page.
e Click Return Home to the OTCnet Home Page.
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Topic 3. View Terminal Configuration

1. Click the Administration tab. From the Manage Check Processing menu, select
Terminal Configuration and click View (see Figure 7 below).

Figure 7. Administration >Manage Check Processing>
Terminal Configuration>Modify

Manage Organizations v Manage Users Manage Check Processing v Audit
Terminal Configuration » Modify
Terminal Maintenance b || View

Manage Centralized Deployment

2. The View page appears (see Figure 8 below). View Terminal Configuration.

Figure 8. View Terminal Configuration

Terminal Configuration

View the following Terminal Configuration record
OTC Endpoint Configuration
Configured OTC Endpoints
Default 0TC o o o
it ALc+2 oTC Endpoint Form Version Description
0000873701 6T8 1011 6T8
9999999905 Sreel L End2 1011 SreelLEnd2
0000001040 u1 2000 1
8893988803 9999888803 1011 Pseudo ALC+2-8888885803
9999999902 9999999902 1007 TEST Location
v 77777770EL 9 1020 611
3432123456 Test3 1000 Testa
999999095T2 ssiut 1007 ssiu1
0000107125 L3FRB STLs 1015 Level 3 Agency-FRB S. Louis
0000010712 Region2FRe 1003 Region 2-FRB
9999990901 9999990001 1011 testss
9876543210 9876543210 1010 9876543210
5858888802 5888888802 1011 Psuedo ALC+2-8858888802
4567890111 LFuncTesti 1002 LfunctionTest owerlevel
1234567898 Test2 1002 Test2
System Configuration
Task Execution
Task Selection Execute On Start Up Execute On Close Batch
Firmware Upgrade v
LVD Usage
Application Configuration
Personal Check Hon Personal
Customer Present v v Terminal D BAHL
Customer Not Present v v Host Name BAHS44404Samamr
Processing Single
Receipt Printing
Cashfiow Settle Best Method
Person Present Manual
Batch Control optional
Ferson Not Fresent Manual
Batch Control Prompts Prompts on Batch Close
Frinter Hame CutePDF Viriter

Devices Configuration
Scanner RDM EC7000i
Communication Channel USB Port
Franking Enabled

Keypad Enabled

Keypad Communication Channel
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&= View Terminal Configuration

To view terminal configuration, complete the following steps:
1. Click the Administration tab.
2. Select Manage Check Processing>Terminal Configuration and click View.

3. The View page appears. View Terminal Configuration.

®Application Tip

Additional button on the page that helps you perform other tasks:
¢ Click Return Home to the OTCnet Home Page.
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Topic 4. Search an Audit Log

The audit log records are interactions between the user and OTCnet. They allow users to
search and view audit log entries for the completed audit trail within OTCnet. The audit log is
available for download to a comma separated value (CSV) report and opened in a spreadsheet
program or available to print in a formatted audit log report.

Depending on your role, you can search and view only specific audit logs. If you are assigned
the role of Check Capture Administrator, you can view partial administration-related activities
and all check capture-related activities. If you are assigned the role of Check Capture
Supervisor, you can view partial check capture-related activities pertaining to your actions or
actions taken by Check Capture Lead Operators or Check Capture Operators.

If you are assigned the role of Check Capture Lead Operator or Check Capture Operator,
you can only view your own check capture-related activities. If you are assigned the role of FMS
Viewer or Security Viewer, you can view administration-related, check capture-related, check
processing-related, and deposit processing-related activities.

You can search audit logs by module, user, OTC Endpoint, and other search criteria. If you run
a search without specifying any criteria, then by default the search results include all activities in
the system that you have access to view. If you run additional searches, the Search Results
table repopulates with the results of the new search.

User Role Audit Log Access

Check Capture Partial administration-related activities and all
Administrator (CCA) check capture-related activities.

Check Capture Own check capture-related activities.
Operator (CCO)
Check Capture Lead Own check capture-related activities.
Operator (CCLO)
Check Capture Partial check capture-related activities pertaining
Supervisor (CCS) to own actions or actions take by their CCO or

CCLO.
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To search an Audit Log, follow the steps below:

1. Click the Administration tab
2. Click Audit (see Figure 9 below).

Figure 9. Administration >Audit

Manage Organizations w Manage Check Processing

The Search Audit Logs page appears.
3. Enter the search criteria for the activities you would like to view (see Figure 10).

Under Search Conditions, optional
e Select a Module type.

®Aoplication Tip

Module options include All, Administration, Check Capture, Check
Processing, and Deposit Processing.

®Application Tip

The Module drop-down options vary by user role.

Enter a User (login ID)

Select an OTC Endpoint

Enter the From and To Dates and Times, required
Select a Keyword, required

Select a Category Name, required
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®Application Tip

role.

The Keyword and Category Name drop-down options vary by user

e Enter the Terminal ID
e Enter the Batch ID
e Select an Event Type (see Table 2)

Note: Event types are categories of events that are recorded by the audit log.

Table 2. Event Types

Event Type Description
All Includes all event types in the audit log
Error Error entries are created when the system is unable to

complete an action

Informational

Information entries are general records of the activity
that has happened while using OTCnet

Warning

Warning entries are created to inform the user when
events of note have taken place. This includes
cancelling an action, deleting information from the

system and inactive users

e Select an Operation Mode and click Search.

Operation Mode options include All, On Line, or Off Line. If you run a search without
specifying any criteria, the search results include all activities in the system that you
have access to view. If you run additional searches, the Search Results table
repopulates with the results of the new search.

19
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4. Click Search.

Figure 10. Search Audit Log

Search Audit Logs

* Denotes required fields.

Search Criteria
Module:”

All j

User:

QTC Endpaint:

&

From:*

11/19/2010 E Jo = j0 =
To:*

11/19/2010 = |23 7] - |59 =
Keyword:*

[an |

Category Name:*

[A =l
Terminal ID-

Batch ID:

Event Type:

[A =l

Operation Mode:
[a =l

5. The Search Results table appears below. Click the Audit Log ID hyperlink to view
additional details for an individual audit log entry (see Figure 11).

Figure 11. Audit Log Output

@

Click the Audit Log ID if you would like to view additional details.
Download or Print Search Results? Download Print Audit Log Records |
<< = 1-10 > >> of 49 Records

Audit Log | Created On OTC EndPoint Terminal . o Event
Iy (GMT Time)> Context User» K D> Batch ID»> Transaction Description Module> Type>
4395453 11/19/2010 Check otcnetdl 9999999902 BAH1 {E9406E94-0A32-4658- Batch is Approved. Check INFO
13:23:08 Authorization - 90FA-A218CD67FB15} Capture
Batch
4395452 11/19/2010 Check Capture - otcnet0l 9999999902 BAH1 {E9406E94-0A32-4658-  Batch is Closed Check INFO
13:23:08 Close batch 90FA-A218CD67FB15} Capture
4395451 11/19/2010 Check Capture - otcnet0l 9999999902 BAH1 {E9406E94-0A32-4658- Successfully balanced the batch Check INFO
13:22:58 Balance 90FA-A21BCD67FB15} Capture

<< <1-10 > > of 49 Records

Note: Click Download to download the search results. Click Print Audit Log Records to
print a formatted audit log record.
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6. The View Audit Log Details page appears (see Figure 12 below).

Figure 12. View Audit Log Details Page

Audit Log: Record Summary

View Audit Log Details

Name Value

Audit Log ID 4396552

Created On 11/22/2010 18:00:09

Context Execute Process - Image Request
User Logon Id SYSTEM

OTC EndPoint

Terminal ID

Batch ID

Transaction Description

No image requests were available.

Module

Administration

Event Type

INFO

Audit Log: Attribute Info

Display Label Value
No attribute information found for this audit log record.
Audit Log: Field Info
Field Name Before Value After Value

o field information found for this audit log record.
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&= search an Audit Log

To search an audit log, complete the following steps:

1. Click the Administration tab.
2. Click Audit. The Search Audit Logs page.

3. Enter the search criteria for the activities you would like to view.

Under Search Conditions, optional
e Select a Module type.

®Aoplication Tip

Module options include All, Administration, Check Capture, Check
Processing, and Deposit Processing.

©Application Tip

The Module drop-down options vary by user role.

e Enter a User
e Select an OTC Endpoint
e Enter the From and To date and time ranges, required

®Application Tip

The From and To Created On Date must be entered in MM/DD/YYYY
format and cannot exceed 30 days.

e Select a Keyword, required
e Select a Category Name, required

®Application Tip

The Keyword and Category Name drop-down options vary by user role.

e Enter the Terminal ID
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e Enter the Batch ID
e Select an Event Type

©Application Tip

Event Types are categories of events that are recorded by the audit log.

Event Type Description

All Includes all event types in the audit log

Error Error entries are created when the system is unable to
complete an action.

Informational | Information entries are general records of the activity
that has happened while using OTCnet.

Warning Warning entries are created to inform the user when
events of note have taken place. This includes
cancelling an action, deleting information from the
system and inactive users.

e Select an Operation Mode

®Aoplication Tip

Operation Mode options include All, Online, or Offline.

4. Click Search. The Search Results table appears below.

®Application Tip

If you run a search without specifying any criteria, the search results
include all activities in the system that you have access to view. If you run
additional searches, the Search Results table repopulates with the results
of the new search.

®Application Tip

Click Download to download the search results. Click Print Audit Log
Records to print a formatted audit log record.
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5. Click the Audit Log ID hyperlink to view additional details for an individual audit log
entry. The View Audit Log Details page appears.

®Application Tip

Additional buttons on the pages that help you perform other tasks:

Click Cancel to return to the OTCnet Home Page. No data will be saved.
Click Clear to clear all data fields and reset to the default selections.
Click Previous to return to the previous page.

Click Return Home to the OTCnet Home Page.
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Topic 5. Download Firmware

If you are assigned the role of Check Capture Administrator, you can manually download
check capture application firmware. The firmware “release” allows for initial download or
upgrades to the scanner software that allows a scanner to be used on a terminal. The firmware
version you install also contains a series of other back-end installation files that should be used
on a terminal to enable it to be used for Check Capture in OTCnet.

Additionally, firmware upgrades are operating system (e.g. Vista, Windows 7, etc) and scanner
(e.g. EC 7000i or Panini MyVision X, etc) specific. Therefore, downloading and executing
firmware upgrades helps ensure that a terminal and scanner are functioning properly.

For offline users, this topic will also allow a user to download a “client” version of the OTCnet
application, to install on their terminals. Once the upgrade is downloaded to the terminal, an
authorized user with terminal administrator rights must log in to the terminal and execute the
upgrade. If there is more than one terminal per OTC Endpoint, the Check Capture
Administrator must download and execute the firmware (release) for each terminal.

To Download Firmware, follow the steps below:

6. Click the Administration tab, select Manage Check Processing then Manage
Centralized Deployment (see Figure 13 below).

Figure 13. Administration >Manage Check Processing> Manage Centralized
Deployment>Download Release

i Check Processing i Administration i Reports i

Manage Organizations Manage Check Processing -  Audit

Terminal Configuration »

Terminal Maintenance »

Manage Centralized Deployment p Download Release
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7. The Agency Endpoint List page appears. From the Application drop-down menu,

select Firmware and click Next.

Figure 14. Agency End Point List

Agency End Point List

Apphcation

[Firmware

=

Select the Agencies

[ Ock Am Al Short Name ©
DSSN 38(
DO 101s
DSSN 54¢
FO Bruns:
DO Indpl
DSSN 55.
STOCXFUI
DSSN 64¢
DO SAF
DSSN 85:

O OoOon0oo0oaonsao

«<Pagelof2>n» Gotopaoe:l o

Description <
Alr Force
Disbursing Office
Beigium
Finance Office
Disbursing Office
Indianapolis Disbursing Operations
6355
208th Finance Battalion
Disbursing Office
DFAS-Cleveland Rec Br

Cash Flow d T
0000380
0000500
0000502
0000549
0000557
0000557
0000635
0000646
0000659
0000852

Agency End Point List

Please select agency sites to retneve available applications/irmwares

Page Size: IIC -I: Showing 1 - 10 of 14 Records

Em =8

Note: By default, the Application drop-down menu is set to Firmware.

As a best practice, click the Next button without selecting individual OTC Endpoints. If a

Check Capture Administrator chooses to proceed to the next page without selecting
an OTC Endpoint, the system will display all available firmware versions for download.

Selecting the agencies (OTC Endpoints) and then proceeding to the next page will show
only the firmware versions assigned to that particular OTC Endpoint. If you do not select

an OTC Endpoint and proceed to the next page, the next page will display any and all

releases configured for OTCnet. Note: Selecting an agency (OTC

Version 1.3/September 2012
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8. The Select Firmware for Download page appears. Click the Firmware hyperlink to
download the firmware (see Figure 16 below).

Figure 155. Select Firmware for Download

Select Firmware for Download

Select Firmware for Download

Please click the application/Firmware to download:

Select the Firmware

Showing 1 - 1 of 1 Records

Application/Firmware Release Date o Description &

Firmwarel.2.0 2010-09-30 00:00:00

Note: If an agency (OTC Endpoint) has multiple terminals and requires more than one
firmware due to varying workstation requirements download and execute the firmware for
each terminal.

Because firmware upgrades are operating system (e.g. Vista, Windows 7, etc) and scanner
(e.g. EC 7000i or Panini MyVision X, etc) specific, each firmware version has a
corresponding detailed description of which terminal configuration(s) it supports (including
operating systems and all scanners). Determine which firmware version matches the
terminal settings before downloading.

9. The Review Firmware Download page appears. Click Download (see Figure 17 below).

If there is more than one terminal per OTC Endpoint, the Check Capture Administrator
must download and execute the firmware for each terminal.

Figure 16. Review Firmware Download

Review Firmware Download

Review Firmware Download

New Firmware Name New Firmware Version Release Date
Firmware 1.2.0 09/30/2010 00:00:00

[oownons
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10. The Save Program dialog box appears. Click Save or Cancel (see Figure 18 below).

Figure 17Save Program Dialog Box

(dsave ]
Save in: I 'Q My Computer LI IE'

e Local Disk (C:)
L, DVD-RAM Drive (D:)
x Treasury T Peachtree Distribution on ‘Mclean-fsSiyolliGroups' ()

File name: |AuthenticBrowserEdition.cab I Save I

Files of type: I'ﬁ'” Files LI Cancel

Note: If you click Save, choose the location where you want to save the file. If you click
Cancel, you return to the OTCnet Check Capture Application Download page without
saving the file.
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&=~ Download Firmware

To download firmware, complete the following steps:

1.

2.

Click the Administration tab.
Select Manage Check Processing then Manage Centralized Deployment.
Click Download Release. The Agency Endpoint List page appears.

From the Application drop-down menu, select Firmware.

®Application Tip

By default, the Application drop-down menu is set to Firmware.

Click Next.The Select Firmware for Download page appears.

®Application Tip

As a best practice, click the Next button without selecting individual OTC
Endpoints. If a Check Capture Administrator chooses to proceed to the
next page without selecting an OTC Endpoint, the system will display all
available firmware versions for download regardless of whether or not it
has been assigned to that OTC Endpoint.

®Application Tip

Selecting the agencies (OTC Endpoints) and then proceeding to the next
page will show only the firmware versions assigned to that particular OTC
Endpoint. If you do not select an OTC Endpoint and proceed to the next
page, the next page will display any and all releases configured for OTCnet.
Note: Selecting an agency (OTC Endpoint) is not required or recommended.
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®Application Tip

Firmware upgrades are operating system (e.g. Vista, Windows 7, etc)
and scanner (e.g. EC 7000i or Panini MyVision X, etc) specific. Each
firmware version has a corresponding detailed description of which
terminal configuration(s) it supports (including operating systems and
all scanners). Determine which firmware version matches the terminal
settings before downloading.

6. Click the Firmware hyperlink to download the firmware. The Review Firmware
Download page appeatrs.

@Application Tip

If an agency (OTC Endpoint) has multiple terminals and requires more than
one firmware due to varying workstation requirements download and
execute the firmware for each terminal.

7. Click Download. The Save Program dialog box appears.

8. Click Save or Cancel.

@Application Tip

If you click Save, choose the location where you want to save the file. If
you click Cancel, you return to the OTCnet Check Capture Application
Download page without saving the file.

@Application Tip

Additional buttons on the page that help you perform other tasks:
e Click Previous to return to the previous page.
e Click Return Home to the OTCnet Home Page.
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Summary

In this chapter, you learned:

The purpose of configuring check processing settings
How to set up or modify a terminal configuration

How to view a terminal configuration

How to view an audit log

How to download firmware

This completes the series of Chapters for Check Capture and Check Processing Administration
Participant User Guides. You can continue to use these guides as reference or extract the How
To Steps at the end of each Topic for quick application.

Notes
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Audience, Overview and Topics

Audience
The intended audience for Setting Up and Configuring Check Capture Offline includes:
= Check Capture Administrator
= Check Capture Supervisor
= Check Capture Lead Operator
= Check Capture Operator

Overview
Welcome to Setting Up and Configuring Check Capture Offline. In this chapter, you will learn:
= Purpose of Setting Up and Configuring Check Capture Offline
= Download and Install OTCnet Offline Check Capture Software
= Retrieve a Check Capture Administrator Profile
= Manage OTC Endpoints
= Manage User Profiles
= Manage Offline Users
= Manage a Check Capture Terminal
=  View an Audit Log
= Recover a Batch
Topics
This chapter is organized by the following topics:
= Topic 1. Purpose of Setting Up and Configuring Check Capture Offline
= Topic 2. Download and Install OTCnet Offline Check Capture Software
= Topic 3. Retrieve a Check Capture Administrator Profile
= Topic 4. Manage OTC Endpoints
= Topic 5. Manage User Profiles
= Topic 6. Manage Offline Users
= Topic 7. Manage a Check Capture Terminal
= Topic 8. View an Audit Log
= Topic 9. Recover a Batch
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Topic 1. Purpose of Setting Up and Configuring Check

Capture Offline

OTCnet Offline allows an OTC Endpoint to scan checks and close batches without internet
connectivity. Online functions (such as upload a batch, acknowledge a batch, or manage OTC
Endpoints or users), however, require the appropriate permission in addition to internet
connectivity. Table 1, the Offline/Online Functions, Internet Connectivity and User Matrix
illustrates the functions of each user role and whether they are performed Online or Offline.

Table 1. Offline/Online Functions, Internet Connectivity, and User Matrix

OTCnet | OTCnet | Requires Internet

Offline Online Connectivity s

Function

Download and Install*
OTCnet Offline Check [ ) ® CCA
Capture Software

Retrieve a Check Capture

Administrator Profile ¢ CCA
Manage OTC Endpoints () CCA, CCS, CcCLO
Manage User Profiles ® CCA
Manage Offline Users o CCA
Mana_ge a Check Capture ° CCA. CCS
Terminal

View an Audit Log () CCA, CCS, CCLO
Recover a Batch () CCS

CCA = Check Capture Administrator, CCS = Check Capture Supervisor, CCL/O = Check Capture Lead
Operator or Check Capture Operator

* Installation does not require the user to be logged into either OTCnet Online or Offline, and it does not
require internet access.
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Topic 2. Download and Install OTCnet Offline Check

Capture Software

If you are assigned the role of Check Capture Administrator (CCA), you can manually
download and install the OTCnet Offline Check Capture software by logging onto OTC Online
and accessing the Administration tab, or you can request a copy of the software on CD.

Downloading and installing OTCnet Offline software allows for capturing check, managing
batches, and managing users associated with a terminal in an offline environment (no internet
connectivity required), as well as uploading and acknowledging batches (requires internet
connectivity).

It is important to note that the Offline Check Capture software must be downloaded and installed

for each terminal. Additionally, to install the software you will need Windows Administrator
privileges.

Download OTCnet Offline Check Capture Software

To download OTCnet Offline Check Capture software, complete the following steps:

1. Click the Administration tab and then Manage Check Processing. Select Manage
Centralized Deployment and then Download Release (see Figure 1 below).

Figure 1. Download Release

.43 OTCnet’

Deposits Made Simple | Online Application | | e Connection Status: Online |

March 4, 2011 Home | My Profile | Training | Print | Help | LogOut

\Welcome, otcnet tengeChkAdmin

Manage Organizations w | Manage Check Processing v  Audit

Terminal Configuration

Terminal Maintenance

>
»
Manage C: i )I D Release I
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2. The Agency Endpoint List page appears. From the Application drop-down menu, select
OTCnet and then click Next (see Figure 2 below).

Figure 2. Agency Endpoint List

Agency End Point List
Agency End Point List

Please select agency sites to retrieve available applications/firmwares:

Showing 1 - 6 of 6 Records

Select
[ Chask All] Uncheck Al ]

Short Name & Description & Cash Flow Id &

r 0OTSTrain Training Team 1314000111

0TSDDS DDS Testing 1401000601
0TS3 0Ts3 1401000702
QoTs2 0Ts2 1401999908

0TSs1 0Ts1 1402000201

[l i i B

0TS OFFICE OF THIRFT SUPERVISION 2074000101

Note: By default, the Application drop-down menu is set to Firmware.
The OTCnet application is the OTCnet Offline check capture software.

Before a terminal can scan checks in OTCnet Offline, download and install both the
Firmware and OTCnet application.

As a best practice, click the Next button without selecting individual OTC Endpoints.
This will allow a user to view all releases available for download.

3. The Select Application for Download page appears. Click the OTCnet
Application/Firmware hyperlink to download the OTCnet Offline software (see Figure 3
below).

Figure 3. Select Application for Download

Select Application for Download

Select Application for Download

Please click the application/Firmware to download:

Select the Application

Showing 1 - 1 of 1 Records

Application/Firmware Release Date & Description

OTCNET1.2.3 2011-03-24 00:00:00
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4. The Review Application for Download page appears. Once you have verified the
application name and version, click Download to continue (see Figure 4 below).

Figure 4. Review Application Download
Review Application Download

Review Application Download

New Application Name New Application i | Date
OTCHNET 1.2.3 03/24/2011 00:00:00

Previous I Download

5. The Save Program dialog box appears. Click Save or Cancel. If you click Save, choose
the location where you want to save the file. If you click Cancel, you return to the
OTCnet Check Capture Application Download page without saving the file (see Figure 5
below).

Figure 5. Save Program

5
Save i IB My Documents LI _?' 4 E

|7 Access Connections @ My Pictures [ Version Cu
|-) Adaobe Captivate Cached Projects |5 My Professional Development |5 WebEx
| AdaobeStackPhatas [ My Proposals T Blackboare
I3 Emicsoft Studio [C3) My Received Files ] BUSH-623
[ Euclid [ My Resunes T Tiers of e-l
[ My Adobe Captivate Projects [ My Team [&] untitled-3.
My Articulate Projects ﬁ My Yideos
|5 My Assessments [ My White Papers
=) My Eenifits | Qutlook PST Files
[ My Expenses i SharePoint Drafts
[ My Marketing | Snaglt
|5 My Meetings | Thirkvantage Access Connections
My Music | Updaters
|« | 10
File: narne: Save
Files of type: I,:..|| Filas ;I Cancel

Note: Once the application is successfully installed, the OTCnet Offline icon appears on
your terminal’s desktop and in your Start menu under Programs.
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&

Download OTCnet Offline Check Capture Software

To download the OTCnet Offline Check Capture Software, complete the following steps:

1. Click the Administration tab.

2. Select Manage Check Processing then Manage Centralized Deployment.

3. Click Download Release. The Agency Endpoint List page appears.

4. From the Application drop-down menu, select OTCnet.

®Application Tip

By default, the Application drop-down menu is set to Firmware.

®Application Tip

The OTCnet application is the OTCnet Offline check capture
software.

®Application Tip

Before a terminal can scan checks in OTCnet Offline, download and
install both the Firmware and OTCnet application.

5. Click Next. The Select Application for Download page appears.

@Application Tip

As a best practice, click the Next button without selecting individual
OTC Endpoints. If a Check Capture Administrator chooses to
proceed to the next page without selecting an OTC Endpoint, the
system will display all available firmware versions for download

regardless of whether or not it has been assigned to that OTC
Endpoint.
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®Application Tip

Selecting the agencies (OTC Endpoints) and then proceeding to the
next page will show only the firmware versions assigned to that
particular OTC Endpoint. If you do not select an OTC Endpoint and
proceed to the next page, the next page will display any and all
releases configured for OTCnet. Note: Selecting an agency (OTC
Endpoint) is not required or recommended.

6. Click the OTCnet hyperlink to download the software. The Review Application Download
page appears.

7. Click Download. The Save Program dialog box appears.

8. Click Save or Cancel. The OTCnet Offline icon appears on the terminal’s desktop and
on your Start Menu under Programs once the application is successfully installed.

®Application Tip

If you click Save, choose the location where you want to save the
file. If you click Cancel, you return to the OTCnet Check Capture
Application Download page without saving the file.

®Application Tip

Additional buttons on the page that help you perform other tasks:
Click Previous to return to the previous page.
Click Return Home to the OTCnet Home page.
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Install OTCnet Offline Check Capture Software

After the OTCnet Offline Check Capture Software is downloaded, the next step is to install the
software (must be done for each terminal). The Offline software was developed to provide the
same functionality offered by OTCnet Online to agencies that cannot rely on a consistent online
connection.

To install the OTCnet Offline Check Capture software you will need Windows Administrator
privileges on each computer. Additionally, more than one version of the OTCnet Offline

(Production or QA) application can be installed on a terminal. Each version of the application
must be installed separately.

To install the OTCnet Offline Check Capture software, complete the following steps:

1. Locate the folder where the OTCnet software file (EXE file) resides and double-click the
OTCnet Offline.exe icon (see Figure 6 below).

Figure 6. OTCnet Offline Icon

[d

OTCnetOFdi.
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2. The Welcome to the OTCnet Offline dialog box appears. Click Next to continue (see

Figure 7 below).

Figure 7. Welcome to OTCnet Offline Setup

#2 OTCnet Offline - gae-future

x|

Welcome to OTChet Offline - gae-future Setup proaram. This
program will install 0T Cnet Offline - gae-future 1.2.0.9 on your
computer.

It is strongly recommended that you exit all Windows programs
before running this Setup Program.

Click Cancel to quit Setup and close any programs you have
running. Click Next to continue with the Setup proaram.

WARNING: This program is protected by copyright law and
international treaties.

Unauthorized reproduction or distribution of this program, or any
portion of it, may result in severe civil and criminal penalties, and
will be prosecuted to the maximum extent possible under law.

Note: Figures 7, 8, 9, and 11 illustrate OTCnet Offline gae-future Setup; however, a user
will also have the option to download and set up a production version of the software.

Version 1.3/September 2012 Setting Up and Configuring Check Capture Offline

13



OTCnet Participant User Guide — Setting Up and Modifying Check Capture Offline Financial Management Service

3. The OTCnet Offline Destination Location dialog box appears. Click Next to continue
(see Figure 8 below).

Note: If you do not want the software to install the default folder destination, click
Browse to select a different folder.

Figure 8. OTCnet Offline Destination Location

¥E OTCnet Offline - qae-future

Destination Location

Setup will inztall OT Cret Offline - gae-future 1.2.0.9 in the following folder.
T o inztall inta a different folder, chick Browse, and select anather falder.

Y'ou can chooge not to inztall AT Chet Offline - gae-future 1.2.0.9 by clicking Cancel to exit
Setup.

C:AOTChet_gae-future Browse. .. |

" Destination Falder

Wize Inztallation YWizard®

¢ Back

Cancel |
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4. When the OTCnet Offline Start Installation dialog box appears, click Next to continue
(see Figure 9 below).

Figure 9. OTCnet Offline Start Installation

¥ OTCnet Offline - gae-future

Start Installation

Y'ou are nowe ready to install 0T Cret Offline - gae-future 1.2.0.9.

Click the Mext button ta begin the installation or the Back button to reenter the installation
information.

Wigze [nstallation ‘wWizard®

< Back

Cancel |

5. The Server Port Setting Dialog box appears. Enter the appropriate values and click OK
(see Figure 10 below).

Figure 10. Offline Set up- Ready to Install Application

Senver Port Settings

Please enter the port settings for the Server below

Server Startup Port 44238

Server Stop Port

Server HTTPS Port

Server Monitor Port

Note: The Server Port Settings are pre-populated with the default values.
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6. The OTCnet Offline Successful Installation dialog box appears. Click Finish to complete
the installation (see Figure 11 below).

Note: After OTCnet Offline (Production or QA) is successfully installed an OTCnet

Offline (Production or QA) icon appears on the terminal’s desktop and on your Start
Menu under Programs.

Figure 11. OTCnet Offline Successful Installation

#8 OTCnet Offline - gae-future L |

OTCnet Dffline - gae-future 1.2.0.9 has been successfully
installed.

Click the Finish button to exit this installation.

Cancel I

16

Setting Up and Configuring Check Capture Offline Version 1.3/September 2012



Financial Management Service OTCnet Participant User Guide — Setting Up and Modifying Check Capture Offline

&= Install OTCnet Offline Check Capture Software

To install the OTCnet Offline Check Capture software, complete the following steps:

1. Locate the folder where the OTCnet software file (EXE file) resides and double-click the
OTCnet Offline.exe icon. The Welcome to the OTCnet Offline Installation Wizard dialog
box appears.

®Application Tip

To install the OTCnet Offline Check Capture software you will need
Windows Administrator privileges on each computer.

®Application Tip

More than one version of the OTCnet Offline (Production or QA)
application can be installed on a terminal. Each version of the
application must be installed separately.

2. Click Next. The Destination Location dialog box appears.

3. Click Next. The Start Installation dialog box appears.

®Application Tip

To install the software to another folder destination, click Browse
to select a different folder. Click Cancel to exit the setup.

4. Click Next. The Server Port Settings dialog box appears.

®Application Tip

The Server Port Settings are pre-populated with the default values.
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®Application Tip

If your location has specific Server Port Settings, enter the Server
Start Port, Server Stop Port details, Server HTTPS Port, and
Server Monitor Port details.

5. Click OK. The Installing dialog box appears. Wait a moment while the files install.

6. After the OTCnet Offline has been successfully installed message appears, click Finish.

®Application Tip

After OTCnet Offline (Production or QA) is successfully installed an
OTCnet Offline (Production or QA) icon appears on the terminal’s
desktop and on your Start Menu under Programs.
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Topic 3. Retrieve a Check Capture Administrator

Profile

After the OTCnet Offline Check Capture software is downloaded and installed, the next step is
to retrieve (download) the Check Capture Administrator’s (CCA) profile. To retrieve your CCA
profile, accesses the OTCnet Offline icon on your terminal’'s desktop, and once the Internet
Explorer browser opens to the OTCnet Offline Login page, click the Retrieve Admin Profile
hyperlink. This step is required if this is the first time that you have accessed OTCnet Offline on
that terminal.

To download your Administrator profile offline, enter in your Online User ID and Password, and
specify the Proxy settings for the terminal (if required). Once your credentials are confirmed, the
system will connect with the OTCnet Online server, validate your credentials, and download
your Administrator Profile locally. You will then be prompted to enter in a new Permanent
Password for your offline account. Once completed, you will be returned to the login page to re-
login to Offline OTCnet.

Note: Your password for offline does not need to match your online account credentials.

In the event that you forget both your online and offline passwords, contact the Customer
Service Team at (866) 945-7920 to reset your online password. Then log in to OTCnet Online
and re-establish a permanent password. Once the password is reset in online mode, you will

need to access OTCnet Offline while connected to the internet and repeat steps to retrieve your
administrator profile.

Retrieve an Administrator Profile
To retrieve an administrator profile, complete the following steps:

1. Double-click the OTCnet Offline icon located on the terminal’s desktop to begin running
the application (see Figure 12 below).

Figure 12. OTCnet Offline Icon

CTCnekOFF. ..
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2. Click the Retrieve Admin Profile hyperlink to begin the process of downloading the
Check Capture Supervisor profile (see Figure 13 below).

Figure 13. OTCnet Offline Home Page

(SN OTCnet’

Deposits Made Simple

~User Login

IUser D: Retrieve Admin Profile

Password

3. Once the Retrieve Admin Profile page appears, enter your Online User ID and Online
Password and click Retrieve Profile (see Figure 14 below).

Figure 14. Retrieve Admin Profile Online Credentials

I"Retrieve Admin Profile

-
Online User D

Online Password:

Proxy Server Configuration

Use Firewall Agent -

Firewall Agent | blank -

Use Proxy r

Proxy Timeout | blank -
Proxy User | blank -
Proxy Password |-uuu-u-
Proxy Server | blank -
Proxy Port |- blank —

Retrieve Profile m

Note: If applicable, configure the proxy server settings. The Proxy Timeout value is the
number of minutes the application waits for a connection to the server before the system
times out. The maximum allowed timeout is 30 minutes
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= Enter the Proxy Password
= Enter the Proxy Server
= Enter the Proxy Port

Note: If the Use Firewall Agent option is enabled, then the Fire Agent is available for
configuration and the agent name can be entered.

e Check Use Proxy

= Enter the Proxy Timeout

7. Enter your New Password, Re-enter New Password, and click Save (see Figure 15
below).

Figure 15. Retrieve Admin Profile - New Password

Retrieve Admin Profile
Your profile has downloaded successfully

Please enter a permament offline password

UserID: otcgef49

New Password:

Re-Enter New Password:

Note: Password Criteria

Must be at least 8 characters long

Must contain at least one upper case letter

Must contain at least one lower case letter

Must contain at least one numeric character

Must not have more than two repeating characters

Must not repeat any of your last ten passwords

Must not have been your password during the last ten days
Must not be a word in a language, slang, dialect, or jargon
Must not be related to personal identity, history, environment,
or other personal associations

Must not be shared or displayed in plain view

When you finish entering the passwords, click Save. A Confirmation page appears,
stating your new password has been set.
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&= Retrieve a Check Capture Administrator Profile

To retrieve a Check Capture Administrator profile, complete the following steps:

1. Double-click the OTCnet Offline icon located on your terminal’s desktop.

®Application Tip

If the OTCnet Offline icon does not reside on the terminal’s desktop or
on your Start Menu under Programs, download and install the OTCnet
Offline Check Capture software. Refer to the Download OTCnet Offline
Check Capture Software and Install OTCnet Offline Check Capture
Software printable job aids.

2. Click the Retrieve Admin Profile hyperlink. The Retrieve Admin Profile page appears.
3. Enter your Online User ID and Online Password.
4. Under Proxy Server Configuration, if applicable

e Check User Firewall Agent
o Enter the Firewall Agent

e Check Use Proxy
o Enter the Proxy Timeout
o Enter the Proxy Password
o Enter the Proxy Server
o Enter the Proxy Port

®Application Tip

If Proxy Server Configuration settings are entered, they will be
saved in the system and can later be viewed and modified in
Terminal Configuration.

®Application Tip

If the Use Firewall Agent option is enabled, then the Firewall Agent
is available for configuration and the agent name can be entered.
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@Application Tip

If the Use Proxy option is enabled, then Proxy Timeout, Proxy
Password, Proxy Server, and Proxy Port are available for
configuration.

®Application Tip

The Proxy Timeout value is the number of minutes the application
waits for a connection to the server before giving up. The maximum
allowed timeout is 30 minutes.

5. Click Retrieve Profile.

6. Enter your New Password, and Re-Enter New Password.

®Application Tip

Password Criteria

Must be at least 8 characters long

Must contain at least one upper case letter

Must contain at least one lower case letter

Must contain at least one numeric character

Must not have more than two repeating characters

Must not repeat any of your last ten passwords

Must not have been your password during the last ten days
Must not be a word in a language, slang, dialect, or jargon
Must not be related to personal identity, history, environment,
or other personal associations

Must not be shared or displayed in plain view

7. Click Save. A Confirmation page appears stating your new password has been set.

®Application Tip

After the profile is successfully downloaded and permanent
password was set, you will be prompted to log in to the offline
application with your new password.
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@Application Tip

If the profile download was unsuccessful, a message appears stating
that the profile download was unsuccessful and to please contact
Customer Service for assistance
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Topic 4. Managing OTC Endpoints

After the Check Capture Administrator’s (CCA) profile is downloaded to the terminal, as the
CCA you have the ability to manage OTC Endpoints. Managing OTC Endpoints allows for the
user to select which OTC Endpoint(s) (CHK) and OTC Endpoint information will be downloaded
to the OTCnet Offline Check Capture application.

Before OTC Endpoints can be managed, you must access OTCnet Offline application and enter
your online User ID and password. Once connectivity is established to the Online server from
OTCnet Offline the system will retrieve all OTC Endpoints (CHK) (ALC+2, Short Name, and
Description) that you have access to Online. After the system has successfully retrieved all
accessible OTC Endpoints (CHK), you will be redirected to the OTC Endpoint selection screen.

Once the OTC Endpoints are saved into the local offline database, perform the Download OTC
Endpoints function to download the form and form data, DDS flags (Department of Defense
[DoD] only), accounting code mapping (a link will be provided to review the list of accounting
codes before downloading), OTC Endpoint updates, and other information necessary for
performing check scanning in offline mode. Internet connectivity is required.

Agencies that are capturing accounting codes will have the ability to retrieve and save the
accounting codes that have been setup online and mapped to that endpoint. If a CCA or CCS
updates an accounting code online, Offline application will incorporate those adjustments when
internet connectivity has been established.
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Select OTC Endpoints

To select OTC Endpoints, complete the following steps:

1. Click the Administration tab, select Manage OTC Endpoints and then click Select
OTC Endpoints (see Figure 16 below).

Figure 16. Select OTC Endpoints

OTCnet’

Deposits Made Simple

Manage OTC EndPoints - User Administration - Manage Check Processing w Audit

| Offline Application |

Select OTC Endpoints

Dowwnload OTC Endpoints

Note: The Select OTC Endpoints function allows you to select which OTC Endpoint(s)
will be retrieved from the hierarchy. You must first select the OTC Endpoints you want to
retrieve from the hierarchy before you can download to the OTCnet Endpoints.
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2. Once the Online User ID and Online Password dialog box appears, enter your Online
Password and click Login (see Figure 17 below).

Figure 17. Online Password

This action requires online authentication. Please
provide your online password below.

Cnline User 1D
otcqefd9

Cnline Password:

Login Cancel

3. When the Select OTC Endpoints Download dialog box appears, the system retrieves the
Short Name, Description, and ALC+2 for all OTC Endpoints that you have access to in
OTCnet Online. Upon Task completed successfully, click Close (see Figure 18 below).

Figure 18. Agency Download

Select OTC Endpoint

Task started
Agency Download Started
Agency Download is finished Successfully

Task completed successfully |
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4. When the Step 1 of 2: Select OTC Endpoint(s) page appears, select OTC Endpoint(s)
that you want to download to the OTCnet Offline Check Capture application by checking
the box(es) in the Select column and click Next (see Figure 19 below).

Figure 19. Select OTC Endpoints

Select OTC Endpoints

Please select an OTC Endpaint
OTC Endpoint{s)

Showing 1 - 1 of 1 Records

Select P ~ Y
[ Check All | Uncheck All ] OTC Endpoint & ALC+2 Description -

[E 0TS8 1402000203 OTS8 - Sticky Test

5. The Step 2 of 2: Review OTC Endpoint(s) page appears. Verify the OTC Endpoints that
will be downloaded and click Submit (see Figure 20 below).
Figure 20. Review OTC Endpoints
Select OTC Endpoints

Please review the OTC Endpoints selected for download
OTC Endpoints(s)

Showing 1 - 1 of 1 Records

OTC Endpoint ALC+2 Description

oTs8 1402000203 OTS8 - Sticky Test

« Prewvious
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6. A Confirmation page appears showing the OTC Endpoints that have been successfully
saved into the local offline database (see Figure 21 below).

Figure 21. OTC Endpoint Confirmation
Select OTC Endpoints

The following OTC Endpoints were downloaded successfully.
OTC Endpoint(s)

Showing 1 - 1 of 1 Records

OTC Endpoint ALC+2 Description

0Ts8 1402000203 OTS8 - Sticky Test
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&= select OTC Endpoints

To select OTC Endpoints, complete the following steps:

1. Click the Administration tab.

2. Select Manage OTC Endpoints and click Select OTC Endpoints. The Online User ID
and Online Password dialog box appears.

@Application Tip

The Select OTC Endpoints function allows you to select which OTC
Endpoint(s) will be retrieved from the hierarchy. You must first select
the OTC Endpoints you want to retrieve from the hierarchy before you
can download to the OTCnet Endpoints.

3. Enter your Online Password and click Login. The Select OTC Endpoint Downloads
dialog box appears.

®Application Tip

Enter your password that you use to access OTCnet Online. If your
OTCnet Online credentials (Log In and Password) are expired or do
not exist an error message appears. Ensure your OTCnet Offline
credentials correspond to an existing OTCnet Online account.

®Application Tip

The system retrieves the Short Name, Description and ALC+2 for all
OTC Endpoints that you have access to in OTCnet Online.

4. Click Close. The Step 1 of 2 Select OTCnet Endpoint(s) page appears with Select OTC
Endpoint message.

®Application Tip

It is highly recommended that the Cancel button is not clicked.
Instead, wait for the Close button to ensure the OTC Endpoints
(CHK) display on the Select OTC Endpoints page.
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®Application Tip

When the Select OTC Endpoints Task dialog box appears, the
system downloads the OTC Endpoint information (CHK) (Short
Name, ALC+2, and Description).

5. Select the OTC Endpoint(s) that you want to download to the OTCnet Offline Check
Capture application by checking the check box(es) under the Select column.

®Application Tip

Only active OTC Endpoints (CHK) to which a user has access will be
listed. OTC Endpoints (TGA) will not be displayed.

6. Click Next. The Step of 2 of 2 Review OTC Endpoint(s) page appears.

7. Verify that the following OTC Endpoints should be saved to the database and click
Submit.

8. A Confirmation page appears showing the OTC Endpoints have been successfully
saved into the local offline database.

®Application Tip

Additional button on the page that help you perform other tasks:
¢ Click Return Home to the OTCnet Home Page
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Download OTC Endpoints

To download OTC Endpoints, complete the following steps:

1. Click the Administration tab
2. Select Manage OTC Endpoints and then click Download OTC Endpoints (see Figure

22 below).

Figure 22. Download OTC Endpoints

R OTC'1EtN Offline Application

Deposits Made Simple

I crecprocessing | haminisraton |

Manage OTC Endpoints  w User Administration » Manage Check Processing w  Audit

Select OTC Endpoints

Download OTC Endpoints

Note: The Download OTC Endpoints function allows you to download OTC Endpoint
information such as the form and form data; Deployable Disbursing System (DDS) flag
configurations (Department of Defense (DoD) only); GWA Reporter flag configurations;
accounting codes that are mapped explicitly to the OTC Endpoints or inherited from a
higher level OTC Endpoint or highest level organization (HLO); and other information
necessary to perform check scanning in Offline mode. Only OTC Endpoints that have
been retrieved using the Select OTC Endpoints function are available for download
using the Download OTC Endpoints function.

When the Task Download OTC Endpoint Started... message appears the system
downloads the check capture forms and form data, DDS flag configurations, accounting
code information, and organization hierarchy details for all OTC Endpoint (CHK) for alll
OTC Endpoints present on the local application.
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3.  Once the Download OTC Endpoints page appears, click Download (see Figure 23
below).

Figure 23. Download OTC Endpoints Review

Download OTC Endpoints 1
Download OTC Endpoints

The following OTC Endpaints will be downloaded.
‘OTC Endpoint{s)

Showing 1 - 3 of 3 Records

0TC Endpoint ALC+2 Description Form Name Form Version Form Implementation Date GWA Reporter Agency Accounting Codes Last Modified Date
0000638714 0000638714 Kaiserslautern
0000874801 0000874801 Arifjan Zone 1

oTs 2074000101 OFFICE OF THIRFT
SUPERVISION

Note: To view the accounting codes associated with the OTC Endpoint before
downloading the OTC Endpoints, click View on the Download OTC Endpoints page.
After viewing the accounting codes, click Previous to return to the Download OTC
Endpoints page.

4. Once the OTC Endpoint and Form Update task is complete, click Close to continue (see
figure 24 below).

Figure 24. OTC Endpoint Form Update

Download OTC Endpoint

QOTC Endpoint OFFICE OF THIRFT SUPERVISION is checking for accounting code updates.
OTC Endpoint OFFICE OF THIRFT SUPERVISION has accounting code updates

Saving OTC Endpoint OFFICE OF THIRFT SUPERVISION

Download OTC Endpaint is complete.

Task completed successfully

Please Close to continue.

Note: It is highly recommended that the Cancel button is not clicked instead wait for the
Close button to ensure the OTC Endpoints (CHK) and forms are downloaded on the
Download OTC Endpoints page.
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Only active OTC Endpoints (CHK) that a user has access will be listed.
OTC Endpoints (TGA) will not display. CHK denotes check capture and
TGA denotes deposit processing.

A Confirmation page appears showing the OTC Endpoints have been successfully
downloaded (see Figure 25 below).

Figure 25. PTC Endpoint Download Confirmation

|SE|ECt OTC Endpoints |

The following OTC Endpoints were downloaded successfully.

OTC Endpoint(s)

Showing 1 - 3 of 3 Records

OTC Endpoint ALC+2 Description
0000638714 0000638714 Kaiserslautern
0000874801 0000874801 Arifjan Zone 1

oTs 2074000101  OFFICE OF THIRFT SUPERVISION
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&

Download OTC Endpoints

To download OTC Endpoints, complete the following steps:

1. Click the Administration tab.

2. Select Manage OTC Endpoints and click Download OTC Endpoints. The Download
OTC Endpoint message appears.

®Application Tip

The Download OTC Endpoints function allows you to download OTC
Endpoint information such as the form and form data; Deployable
Disbursing System (DDS) flag configurations (Department of Defense

(DoD) only); GWA Reporter flag configurations; accounting codes that are
mapped explicitly to the OTC Endpoints or inherited from a higher level OTC
Endpoint or highest level organization (HLO); and other information
necessary to perform check scanning in Offline mode. Only OTC Endpoints
that have been retrieved using the Select OTC Endpoints function are
available for download using the Download OTC Endpoints function.

3. The Download OTC Endpoints page appears. Click Download. The OTC Endpoint and
Form Update dialog box appears.

®Application Tip

When the Task Download OTC Endpoint Started... message appears
the system downloads the check capture forms and form data, DDS flag
configurations, accounting code information, and organization hierarchy
details for all OTC Endpoint (CHK) for all OTC Endpoints present on the
local application.

®Application Tip

To view the accounting codes associated with the OTC Endpoint before
downloading the OTC Endpoints, click View on the Download OTC
Endpoints page. After viewing the accounting codes, click Previous to return
to the Download OTC Endpoints page.
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4. Click Close.

Financial Management Service

®Application Tip

It is highly recommended that the Cancel button is not clicked instead wait
for the Close button to ensure the OTC Endpoints (CHK) and forms are
downloaded on the Download OTC Endpoints page.

®Application Tip

Only active OTC Endpoints (CHK) that a user has access will be listed.
OTC Endpoints (TGA) will not display. CHK denotes check capture and
TGA denotes deposit processing.

5. A Confirmation page appears showing the OTC Endpoints have been successfully downloaded.

@Application Tip

Additional button on the page that helps you perform other tasks:

e Click Return Home to return the OTCnet Home Page.
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Topic 5. Managing User Profiles

If you are assigned the role of Check Capture Administrator (CCA), you are the only
authorized user that can download and update user profiles.

Downloading user profiles allows for a user to perform the check capture function using the
OTCnet Offline. The user can only perform this function within the OTC Endpoints that he/she is
provisioned to in OTCnet Online (via ITIM). After the user profiles are downloaded to the
appropriate OTC Endpoints a temporary passwords are displayed. Communicate the User ID
and temporary password details to the appropriate users.

Updating user profiles allows for updating the account status, personal information, as well as

provisioning. If an inactive user profile is downloaded, and can be activated in OTCnet Offline.
Updating user profiles in OTCnet Offline does not change the user’s profile in OTCnet Online.

Download User Profiles

In order to manage user profiles, one must first download user profiles to the OTCnet Offline
application. This ensures the most up to date information is being used.

To download user profiles, complete the following steps:

1. Click the Administration tab, select User Administration, and then click Download
User (see Figure 26 below).

Figure 26. Download Users

OTC n EtM | Offline Application |

Deposits Made Simple

B creck Processing_ [ dminsration

Manage OTC EndPoints  w» User Administration - Manage Check Processing - Audit

Download Users

Update User Profiles

Manage Users
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2. Once the Step 1 of 3: Selecting OTC Endpoint(s) page appears, select the OTC
Endpoints(s) for which you want to download the user profile(s), and then click
Download User Profile (see Figure 27 below).

Figure 27. Step 1 of 3: Select OTC Endpoint(s)

Step 1 of 3:Select OTC Endpoint{s)

« < Page1lof2 > » Go to page: = Page Size: | 10 » I=> Showing 1 - 10 of 13 Records

Please select one or more OTC End Points
(ot .| oTCEndRoint ¢ ALC+2 %
- OTSIF 0000810401
(m] DGl 1000000001
- DG2 1000000002
m} DG3 1000000003
r DG4 1000000004
r DGS 1000000005
r OTSTrain 1314000111
[m] OTSDDS 1401000601
r QTCDDS2 1401000701
[m] 0T52 1401999908

Description &

0TS JF

* style="background:expression(alert(55297))

DG2 Test
DG3 Test
DG4 Test
DGS Test
Training Team
DDS Testing
DDS Testing 2
0TSs2

Download Users Profile

3. Once the download user profiles action has been successfully completed message
appears in the Download Users dialog box, click Close to continue (see Figure 28

below).

Figure 28. Download Users

Download Users

Download new users process is starting...
The download user profiles action has been successfully completed
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4. After the Step 2 of 3: Select Users dialog box appears, select the user profile(s) that you

want to download to the OTCnet Offline Check Capture application and then click Next

(see Figure 29 below).

Figure 29. Step 2 of 3: Select Users

Download Users

Step 2 of 3:Select Users

Please select one or more users to add.

Showing 1 - 6 of 6 Records

TEST

OTC Endpoint %

ALC+2 T

1234567880

1234567880

1234567880

1234567880

1234567880

1234567880

User ID 2

festusard i

festusan]?

festusan]d

festusen(d

festusenS

testuserld

User Name % Active  Locked

festusemamed v
festusemame? v
festusemamed v
festusemamed v
testussrnamed v
testusernaned v

ool < provious f [t |
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5. The Step 3 of 3: Review Users dialog box appears. Verify the users selected to

download and click Submit (see Figure 30 below).

Figure 30. Step 3 of 3: Review Users

Download Users

Step 3 of J:Review Users

Please review the users selected to download

Showing 1 - 6 of 6 Records

TEST

TEST

TEST

TEST

TEST

TEST

OTC Endpoint <

ALC+2 T

1234567890

1234567890

1234567890

1234567890

1234567890

1234567890

User ID &

wsuser0l

esuser02

wesuser0d

User Name <

wiusername1

Active Locked

WHERY AVRE S

[ v | swome

6. The Download Users Confirmation page appears, showing the user profiles for the OTC
Endpoints that have successfully been downloaded to the local Offline database (see
Figure 31 below).

Figure 31. Download Users Confirmation

Download Users

The following user profiles have been downloaded successfully.

Showing 1 - 6 of 6 Records

TEST

TEST

TEST

TEST

TEST

TEST

OTC Endpoint

ALC+2

123457801

1234567801

123457801

1234567801

123457801

123457801

User ID

A1

User Name

01

oAl1

01

"

0l

A

0

A1

i

oAl1

01

Active Locked Temporary Password

4

v

3IT6b7Gr

8rXZM720

9dDXwPkG

SUVOuQL

4jDASUKZ

30IPk70N

40

Setting Up and Configuring Check Capture Offline

Version 1.3/September 2012



Financial Management Service OTCnet Participant User Guide — Setting Up and Modifying Check Capture Offline

&

Download User Profiles

To download user profiles, complete the following steps:

Click the Administration tab.

Select User Administration and click Download Users. The Step 1 of 3: Select
OTCnet Endpoint(s) page appears.

Select the OTC Endpoint(s) that you want to download the user profile(s) to the OTCnet
Offline Check Capture application.

Click Next. The Download Users dialog box appears.
Click Close. The Step 2 of 3: Select User(s) page appears.

Select the user profile(s) that you want to download to the OTCnet Offline Check
Capture application.

Click Next. The Step 3 of 3: Review Users page appears.

Verify the following user profiles for the selected OTC Endpoints should be downloaded
to the local offline database and click Submit.

A Confirmation page appears showing the user profiles for the OTC Endpoints that have
been successfully downloaded to the local offline database along with the users’
temporary passwords to access OTCnet Offline.

®Application Tip

Communicate the User IDs and temporary passwords to the
appropriate users. The user’s ID is the same User ID used to access
OTCnet Online. If the CCA forgets to record the temporary password,
he/she may reset the user profile’s password for another temporary
password.

®Application Tip

Additional button on the page that help you perform other tasks:
e Click Return Home to the OTCnet Home Page.
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Topic 6. Managing Offline users

If you are assigned the role of Check Capture Administrator (CCA), you are the only
authorized user in OTCnet Offline that can manage Offline users. Upon downloading the user
profiles to a local terminal, the user accounts must be managed locally. Once you download the
OTCnet Offline software and configure each terminal, you have the ability to activate/deactivate
a user, unlock a user account, reset a user’s password, and print the system users list.

Before a user can access OTCnet Offline, the Primary/Local Security Administrator (P/LSA)
must not only create the OTC Online user identity, but this user identity must also be
successfully provisioned, approved, and provided a password using the online IBM Tivoli
Identity Manager (ITIM). For more details and step-by-step instructions refer to User Guide
Chapter 5.5 pg. 2 Managing User Accounts.

Activating/Deactivating a User

It is strongly recommended that the user’s account be deactivated if the user is not going to
access OTCnet Offline for an extended period (e.g. vacation or leave). Temporarily deactivating
a user’s account disables the user’s account, disallowing the capture of checks and/or
managing or uploading batches. Activating a user’s account allows the user to capture checks
and/or managing or uploading batches.

To activate or deactivate a user, complete the following steps:

1. Click the Administration tab, select User Administration, and then Manage Users
(see Figure 32 below).

Figure 32. Manage Users

OTCnet

Deposits Made Simple | Offline Application |

I G Procemny | i

Manage OTC EndPoints - User Administration Manage Check Processing  w Audit

Download Users

Update User Profiles

Manage Users

42 Setting Up and Configuring Check Capture Offline Version 1.3/September 2012



Financial Management Service OTCnet Participant User Guide — Setting Up and Modifying Check Capture Offline

2. Once the Step 1 of 2: Select a User page appears, select the radio button next to the
user profile that you want to activate/deactivate and click Activate/Deactivate (see

Figure 33 below).

Figure 33: Activate/Deactivate User Profile

Manage User
Step 1 of 2: Select a User

:

AU O ¥

AR

i e l e e e o

Select a User for action
« <Pagelof3>» Gotopage: | = Page Size: m-o Showing 1 - 10 of 24 Records
Select OTC Endpoint ALC+2 User ID & User Name &
o TEST 1234567601 testuseri tesmsemamedi
= TEST 1234567801 festuserl? testusemame02
« TEST 1234567801 testuser0d tesmsemame03
e} TEST 1234567801 testizenld fesiusemame(4
o TEST 1234857801 testuser(5 lestisemamels
C TEST 1234567804 tesiuser0s ftesusemameds
c TEST 1234567801 restuserd? tesusemanmed?
c TEsT 1234567801 eshuser0d tesusemamecs
c TEST 1234587801 testuserld fesusemanmcld
© TEST 1234567801 festusert0 tesussmame10

3. When the Step 2 of 2: Review User Profile for Activation/Deactivation page appears,
verify the following user should be Activated/Deactivated and click Submit (see Figure

34 below).

Figure 34. Step 2 of 2: Review User Profile for Activation/Deactivation

Activate/Deactivate User Profile

User profile to be deactivated

Showing 1 - 1 of 1 Records

Step 2 of 2: Review User Profile for Activation/Deactivation

0TC Endpoint ALC+2 User Id

DG1 1000000001 dtestudl

User Mame

Dg TestUserOne

Active

Locked

ool - rosous | sutmt
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4. A Confirmation page appears showing the user profile has been activate/deactivated
(see Figure 35 below).

Figure 35. Activating/Deactivating Confirmation

Review Activate/Deactivate User Profile
User profile has been Deactivated.

Showing 1 - 1 of 1 Records

OTC Endpoint ALC+2 User ID User Name Active Locked

TEST 1234557801 testuger]1 testusemamel) 1
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& Activate/Deactivate a User

To activate/deactivate a user, complete the following steps:

1. Click the Administration tab.

2. Select User Administration and click Manage Users. The Step 1 of 2: Select a User
page appears.

3. Select the user profile’s radio button that you want to activate/deactivate.

®Application Tip

You can only activate/deactivate one user’s profile at a time.

4. Click Activate/Deactivate. The Step 2 of 2: Review User Profile for
Activation/Deactivation page appears.

5. Verify the following user profile should be activated/deactivated and click Submit. A
confirmation page appears showing the user profile has been activated/deactivated.

®Application Tip

Additional buttons on the page that help you perform other tasks:
e Click Return to View User Profile List to return to the View User
Profile List for that terminal.
¢ Click Return Home to the OTCnet Home Page.
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Unlocking a User Account

Unlocking a user’s account allows the user to log on to OTCnet Offline using his/her original
password. For example, if a user locks his/her account after three failed log on attempts and
remembers his/her password, you can unlock the user’s account without resetting the user’s
password.

To unlock a user account, complete the following steps:

1. Click the Administration tab, select User Administration, and then click Manage
Users (see Figure 36 below).

Figure 36. Manage Users

o, OTc n etM | Offline Application |

Deposits Made Simple

h Check Processing || Adminstration |

Manage OTC EndPoints - User Administration - Manage Check Processing - Audit

Download Users

Update User Profiles

Manage Users

2. Once the Step 1 of 2: Select User Profiles page appears, select the User Profiles radio
button that you want to unlock and click Unlock Account (see Figure 37 below).

Figure 37. Step 1 of 2: Select User Profiles

Manage User
Step 10f 2: Select a User

Select a User for action
« <Pagelof3>» Gotopage: | = Page Size: ’E" Showing 1 - 10 of 24 Records
Select OTC Endpoint ALC+2 User ID & User Name 2 Active Locked
c TEST 1234567201 festuser( festusemamel1 v
c TEST 1234367801 testizer02 testisemame? v
c TEST 1234567801 leshuser(d testisemamel3 v
c TEST 1234557801 resuzen(d tesusemame(d v
e TEST 1234557801 testuserlS testizemameds v
e TEST 1234567801 teshussrls fesiusemamels v
e TEST 1234367801 testuserl7 testisemamel7 v
o TEST 1234567801 testuserld festusemamels v
c TEST 1234567201 festuserld festisemameld v
O TEST 1234357801 fesuserid fesusemame0 v
s e
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3. After the Step 2 of 2: Review User Profile to be Unlocked page appears, verify the
following user profile should be unlocked and click Submit (see Figure 38 below).

Figure 38. Step 2 of 2: Review User Profile to be Unlocked

Unlock User Profile

Step 2 of 2: Review User Profile to be Unlocked

User profile to be unlocked

Showing 1 - 1 of 1 Records

OTC Endpoint ALC+2 User Id User Name Active Locked

TEST 1234567801 testuser01 festusernamed 1 v v

oo [ < revins | sum:

4. A Confirmation page appears showing the profile has been unlocked (see Figure 39 below).

Figure 39. User Profile Unlock Confirmation

Unlock User Profile
User profile has been Unlocked.

Showing 1 - 1 of 1 Records

OTC Endpoint ALC+2 User ID User Name Active Locked

TEST 1234567801 tesfuserd testusername01 v
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& Unlock a User’s Profile

To unlock a user’s profile, complete the following steps:

1. Click the Administration tab.

2. Select User Administration and click Manage Users. The Step 1 of 2 Select a User
page appears.

3. Select the user profile’s radio button that you want to unlock.

®Application Tip

You can only unlock one user’s profile at a time.

4. Click Unlock Account. The Step 2 of 2: Review User Profile To Be Unlocked page
appears.

®Application Tip

Unlocking a user’s profile will allow the user to log on to OTCnet
Offline using his/her original password.

5. Verify the following user profile should be unlocked and click Submit. A Confirmation
page appears showing that the user profile has been unlocked.

©Application Tip

Additional buttons on the page that help you perform other tasks:

¢ Click Return to View User Profile List to return to the View User
Profile List for that terminal.
e Click Return Home to the OTCnet Home Page.
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Resetting a User’s

Password

Resetting a user’s password allows the user to receive a new temporary password to access

OTCnet Offline. For example

, if a user locks his/her account after three failed log in attempts
and does not remember his/her password, or if a user forgets his/her password, you can reset

the user’s password to a temporary password. After the password is reset, communicate the
temporary password to the appropriate user.

To reset a user’s password, complete the following steps:

1. Click the Administration tab, select User Administration, and then click Manage

Users (see Figure 40

below).

Figure 40. Manage Users

I crecrrocesing | Aamiieraton

Manage OTC EndPoints  w User Administration - Manage Check Processing w Audit

OTC n e't\M | Offline Application |

Deposits Made Simple

Download Users

Update User Profiles

Manage Users

2. When the Step 1 of 2:

Select User Profile page appears, select the User Profiles radio

button for the user whose password should be reset and click Reset Password (see

Figure 41 below).

Figure 41. Step 1 of 2: Select User Profile

Manage User
Step 1 of 2 Select a User

Select a User for action
« < Pagelof3>» Gotopage: =  Page Size: [10 ¥J= Showing 1 - 10 of 24 Records
Select OTC Endpoint. ALC+2 User ID & User Name & Active Locked
o TEST 1234567801 testusendi tesusemame0! v
c TEST 1234567801 tesuserl2 testusemams02 v
c TEST 1234567801 fesuiserld testisemamed v
C TEST 1234567801 testiserl4 testusemname04 v
(s TEST 1234567801 festuserds festusemanels v
(o] v
TEST 1234567801 testuserls tessemame0s
(& TEST 1234567801 festucerl7 testusEmame07 v
o TEST 124557801 Estiserls festusemamel® v
= TEST 124567801 ieshiserl? testisemaneld v
0 TEST 1234567801 festuseri0 tesusemame10 v
Activate/Deactivate m Reset Password Print User List
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3. Once the Step 2 of 2: Review User Profile for Password Reset page appears, verify the
following users profiles password should be reset and click Submit (see Figure 42
below).

Figure 42. Step 2 of 2: Review User Password Reset

Reset User Password

Step 2 of 2: Review User Password Reset

User profile to reset password

Showing 1 - 1 of 1 Records

OTC Endpoint ALC4+2 User Id User Name Active Locked

DGl 1000000001 dtestudl Dg TestUserOne v

4. A Confirmation page appears showing the user’s password has been reset (see Figure
43 below).

Figure 43. Reset User Password Confirmation

Reset User Password \

User profile with new temporary password.

Showing 1 - 1 of 1 Records

‘ OTC Endpoint ALC+2 User ID User Name Active Locked Temporary Password

TEST 1234567801 esucedl estcemamel v 6aBCATE:

Return to User List
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& Reset a User’s Password

To reset a user’s password, complete the following steps:

1. Click the Administration tab.

2. Select User Administration and click Manage Users. The Step 1 of 2 Select a User
page appears.

3. Select the user profile radio button for which you want to reset the password.

®Application Tip

You can only reset one user’s password at a time.

4. Click Reset Password. The Step 2 of 2 Review User Profile for Password Reset page
appears.

5. Verify the following user profile’s password should be reset and click Submit. A
Confirmation page appears showing the user profile’s temporary password.

®Application Tip

Communicate the User’s ID and temporary password and provide it to
the appropriate user. The User’s ID is the same User ID used to
access OTC Online.

®Application Tip

Additional buttons on the page that help you perform other tasks:
e Click Return to View User Profile List to return to the View User
Profile List for that terminal.
¢ Click Return Home to the OTCnet Home Page.
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Printing a User’s List

After the users’ profiles are managed, you can export and print out a detailed user list in the
following formats: Word, Excel, RTF, or PDF. The User List report provides details such as OTC
Endpoint, ALC+2, User ID, User Name, Create Date, Last Access Time, Download Time, and
Role Name.

To print a user’s list, complete the following steps:

1. Click the Administration tab, select User Administration, and then click Manage
Users (see Figure 44 below).

Figure 44. Manage Users

> °Tc n etm | Offline Application |

< Depasits Made Simple

Il creck Pracessing | Adminiatration

Manage OTC EndPoints  » User Administration - Manage Check Processing w Audit

Download Users

Update User Profiles

I Manage Users I

2. Click Print User List (see Figure 45 below).

Figure 45. Step 1 of 2: Select User Profile

Manage User
Step 1 of 2: Select a User

Select a User for action
« < Page 1 of 3 > » Goto page: =  Page Size: |10 vl-b Showing 1 - 10 of 24 Records
Select OTC Endpoint ALC+2 User ID & User Name 2 Active Locked
c TEST 1234557801 festuserdi testusemame{1 's
»] TEST 1234557801 testuzerd? testusemams(2 v
c TEST 1234567801 testuser03 testisemamel3 v
e TEST 1234357801 festuser(d testusemame0d v
o TEST 1234557801 testuser05 tesusemamels v
c v
TEST 1245570 feshusenls esusemameds
e TEST 1234557201 testuser7 testisemamel? v
c TEST 1234587801 testuser(d testusemamels v
c TEST 1234567801 tesuserld tectusemame{® v
o/ TEST 1234557801 testuzert testusemame10 v
Activate/Deactivate |l Unlock Account Reset Password Print User List

Note: Selecting a radio button is not required. If no radio button is selected the user list
will print all users.
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3. The Print User List page appears (see Figure 46 below).
Under Export as,

e Select Word, Excel, RTF, or PDF
e Select All Pages or Select Pages Ending Page radio button
e Enter a Starting Page and Ending Page
e Click Download
Or
e Click Print PDF Report.

Figure 46. Print User List

Exportas

W Download|
Starting Page

@ Al Pages o

© Select Pages 'MPEQE
g

Print PDF Report]

WY R eebn Ao Jld e -

User List

Date: 0S/112011 1027-10 A
Printed By: ctoged.

OTCEndpoint | ALC+2 e fiserbame rest Date | ast Access Time Role Hame
= e T . — S S ——
berice oF TameT binascrstasdon parster
FERVISION
s 074000101 qe83 tonet 302010 112011 [oheck Capiure Leag
bericz oF TReT banaecrtesdin et
FERVISION
- 074000101 R T—— eChkOp 22201 51112011 heck Capture
berice oe et et
FERVISION
= 074000101 qs53 302010 51112011 heck Capiure
berice oe et parter
FERVISION
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& Print User List

To print a user list, complete the following steps:

1. Click the Administration tab.

2. Select User Administration and click Manage Users. The Step 1 of 2 Select a User
page appears.

3. Click Print User List. The Print User List page appears.

4. Under Export as,
e Select Word, Excel, RTF, or PDF
e Select All Pages or Select Pages Ending Page radio button
= Enter a Starting Page and Ending Page
¢ Click Download

Or

Click Print PDF Report.

@Application Tip

Additional button on the page that helps you perform other tasks:
e Click Previous to return to the View User Profile List for that
terminal.
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Topic 7. Manage a Check Capture Terminal Offline

If you are assigned the role of Check Capture Administrator (CCA) or Check Capture
Supervisor (CCS), you are the only authorized users who can configure the OTCnet Offline
check capture settings for your agency’s terminal(s). To meet your location’s check capture
needs, each OTCnet terminal must have configuration settings individually applied.

You can add or update the following:

e System Configuration: Used to ensure Task Execution on Start Up or Batch Close,
LVD usage, and receipt printing.

e Application Configuration: Used to define a Terminal ID, processing mode, specify a
cashflow method, as well as specify batch control and batch control prompts.

o Devices Configuration: Used to specify the scanner type and communication channel,
enable franking, as well as enable keypad and specify a keypad communication
channel.

e Standalone Configuration: Used to define a secondary storage, specify if supervisor
approval is required to upload a batch, specify retention periods for batches and audit
logs, as well as specify secure batch transmission details and proxy server configuration
details (if applicable).

e Available OTC Endpoints: Used to add available OTC Endpoints for check capture.

e Configured OTC Endpoints: Used to set a default OTC Endpoint, review already
configured OTC Endpoints or remove unused OTC Endpoints from the terminal.

Configure a Check Capture Terminal

To configure a check capture terminal Offline, complete the following steps:

1. Click the Administration tab.

2. Select Manage Check Processing. Next, go to Terminal Configuration and click
Modify (see Figure 47 below).

Figure 47. Modify Terminal

e OTCnet

Deposits Made Simple

h Check Processing | - Administration ﬁ

Manage OTC EndPoints -» User Administration - Manage Check Processing - Audit

| Offline Application |

Terminal Configuration p Modify
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The Step 1 of 4: Gathering Terminal Information page appears with an Automated
Terminal Detection in Progress message (see Figure 48 below).

Figure 48. Step 1 of 4: Gathering Terminal Information

3. The Step 2 of 4: Update Terminal Configuration page appears. Under System
Configuration (see Figure 49 below).
a. Set Task Execution

b. Set LVD Usage (optional)
c. Set Receipt Printing (optional)

Note: By default, all tasks execute on Start Up and Close Batch. Unless you want the
tasks to execute on Start Up and Batch Close every time, customize your options
appropriately. If none of the tasks are checked, then none of the tasks will be executed.
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Figure 49. Step 2 of 4: Update Terminal Configuration

Step 2 of 4: Update the Terminal Configuration

~ System Configuration

Task Execution

Task Selection Execute On Execute On
Download OTC Endpaoint ¥ start Up ¥ Close Batch
LVD Download I start Up I“ Close Batch
Acknowledge Batch ¥ start Up ¥ Close Batch
Upload Batch I start Up I“ Close Batch
Personal Check Non Personal
Customer Present < =
Customer Not Present ~ =2
LVD Download override is required after IS'EI— days

Receipt Printing

[Fperson Present

& Manual

€ Automatic " with preview

"Person Not Present

& Manual

¢ Automatic ™ with preview

Printer Name [ =

4. Under Application Configuration: (see Figure 50 below).
a. Enter Terminal ID (this is a onetime setting per Terminal)
b. Select Single or Batch for Processing Mode
c. Select Settle Best Method or Truncate All
d. Select Optional or Mandatory for Batch Control

e. Click Prompt on Batch Create and/or Prompt on Batch Close

Note: For more details, refer to the Configure a Check Capture Terminal Offline printable job
aid below.
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Figure 50. Application Configuration

~ Application Configuration
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* Mandatory
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5. Under Device Configuration: (see Figure 51 below).
a. Select the Scanner Model (required)
b. Select USB Port or Serial Port (required)
c. Check Franking Enabled (optional)
d. Check Key Pad Enabled (optional)
e. Check Pass Through Channel or Serial Port for Keypad Communication

Channel (if applicable, required)

Figure 51. Device Configuration

Note: For more details, refer to the Configure a Check Capture Terminal Offline printable job
aid below.

= Devices Configuration

Scanner®

Communication Channel®

Franking Enabled
Keypad Enabled

Keypad Cormmunication Channel
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-
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6. Under Standalone Configuration: (see Figure 52 below).
a. Set Secondary Storage (required)
b. Set Supervisor Approval (optional)
c. Set Retention Periods (required)
d. Set Secure Batch Transmissions
e. Set Proxy Server Configuration

Note: For more details, refer to the Configure a Check Capture Terminal Offline printable job
aid below.

Once the terminal configuration settings have been entered, click Next.

Figure 52. Standalone Configuration

« Standalone Configuration
Secondary Storage™
| Elrowsel
Supervisor Approval
Supervisor Approval Required for Upload Batch -
Retention Periods
Batch Retention Period™ |‘l4— days
Audit Log Retention Period™® [z65 days
Secure Batch Transmission
WSDL URL https://gae-future.ws.otcnet.fms.treas.g)
pture/CheckCaptureService
Mumber of Re-Tries™ [z =]
Re-Try Interval® [roooo miliseconds
Proxy Server Configuration
Use Firewsall Agent r
Firewal Agent Folank—
Use Proxy -
Proxy Timeout Foank—
Proxy User Feane=
Proxy Password [ocecacases
Proxy Server Foane—
Proxy Port Folank—

Cancel Hext =
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7. The Step 3 of 4: Update the Configured OTC Endpoints page appears. Select the OTC
Endpoint(s) that you want to Add by checking the box(es) under the Add column, and
click Add (see Figure 53 below).

Figure 53. Step 3 of 4: Update the Configured OTC Endpoints

Step 3 of 4: Update the Configured OTC Endpoints

Available OTC Endpoints
<2z Pagel> >= of 1 Pagas
ALC+2 OTC Endpoint vf:,’sr-z" Description [ Check All{ Uncheck all]
1000000001 DG1 1037 ' style="background:expression(alert{55297)) r
1000000002 DG2 1037 DG2 Test r
1000000003 DG3 1037 DG3 Test r
1000000004 DG4 1037 DG4 Test r
1000000005 DG5S 1037 DGS Test r
1401000601 0OTSDDS 1037 DDS Testing r
1401000701 QTCDDS2 1037 DDS Testing 2 r
1401999908 0752 1002 0Ts52 r
8888888802 DG6 Pseudo 1037 DG6 Test Pseudo r
g >2]

8. Under Configure OTC Endpoint(s): (see Figure 54 below).
a. Select a Default OTC Endpoints (required)

b. Select the OTC Endpoints that you want to Delete by checking the box(es) under
the Remove column, and click Remove (if applicable)

Once the Endpoints have been selected for updates, click Next

Figure 54. Configure OTC Endpoints
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9. The Step 4 or 4: Review the Terminal Configuration page appears. Verify the Terminal
Configuration is correct and click Submit. Click Edit if you need to modify the
information entered (see Figure 55 below).

Figure 55. Step 4 of 4: Review the Terminal Configuration

Step 4 of 4: Review the Terminal Configuration

Please review the Terminal Configuration record and click submit to save the changes
[ [Edit]

OTC Endpoint Configuration

Configured OTC Endpoints
There are no configured OTC Endpoints available

Added OTC Endpoints

g:si:;'it"?m ALC+2 OTC Endpoint Form Version Description
v 1000000001 DG1 1037 * style="background:expression(alert(55297))
1000000002 DG2 1037 DG2 Test
1000000003 DG3 1037 DG3 Test
1000000004 DG4 1037 - m
& Previols
1000000005 DG3 1037
1401000601 OTSDDS 1037 DDS Testing
1401000701 OTCDDS2 1037 DDS Testing 2
1401999308 oTs2 1002 0TSs2
8888888802 DG6 Pseudo 1037 DG6 Test Pseudo

10. A Confirmation page appears stating that the Terminal Configuration record has been
updated (see Figure 56 below).

Figure 56. Terminal Configuration Confirmation

The following Terminal Configuration record has been update
OTC Endpoint Configuration
Configured OTC Endpoints
There are no configured OTC Endpoints available
Added OTC Endpoints
gﬂ?}'ﬂit"?m ALC+2 OTC Endpoint Form Version Description
v 1000000001 DG1 1037 ' style="background:expression(alert(55297))
1000000002 DGz 1037 DG2 Test
1000000003 DGz 1037 DG3 Test
1000000004 DG4 1037 DG4 Test
1000000005 DG5S 1037 DG5S Test
1401000601 0TSDDS 1037 DDS Testing
1401000701 0TCDDS2 1037 DDS Testing 2
1401999908 07152 1002 0TSs2
02 DGE Pseudo 1037 DG6 Test Pseudo
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& Configure a Check Capture Terminal Offline

To configure a check capture terminal offline, complete the following steps:

1. Click the Administration tab.

2. Select Manage Check Processing>Terminal Configuration and click Modify. The
Step
1 of 4: Gathering Terminal Information page appears with Automated terminal detection
in progress... message.

®Application Tip

When the Automated terminal detection in progress... message appears,
the system reads the desktop settings and displays the appropriate
information on the next page.

3. The Step 2 of 4: Update the Terminal Configuration page appears. Enter the system
configuration.

Under System Configuration,
Set Task Execution by,
e Checking or unchecking Start Up and/or Close Batch for
o Download OTC Endpoint
o LVD Download
o Acknowledge Batch
o Upload Batch

®Application Tip

By default, all tasks execute on Start Up and Close Batch. Unless you want
the tasks to execute on Start Up and Batch Close every time, customize
your options appropriately. Note, if none of the tasks are checked, then

none of the tasks will be executed.
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®Application Tip

Download OTC Endpoint: If enabled, the offline application automatically
downloads updated forms, organization information, DDS flags, and the
endpoint status from the OTCnet Online servers.

LVD Download: If enabled and there is no previous LVD located on
the terminal, the full LVD downloads. Subsequent LVD Downloads:

Acknowledge Batch: If enabled, the offline application automatically
acknowledges any uploaded batches that have successfully been
processed by the OTCnet Online application.

Upload Batch: If enabled, OTCnet Offline automatically uploads any
approved batches. If the supervisor approval flag is unchecked in
terminal configuration, the Upload Batch task uploads Closed batches.
The local activity log is also uploads during the Upload Batch task.
Additionally, the terminal configuration information uploads for use

by Customer Service in Terminal Query.

e Update existing records (if necessary)
e Download new records

Set LVD Usage by, optional

Checking or unchecking Personal Check and/or Non Personal for
Customer Present

Checking or unchecking Personal Check and/or Non Personal for
Customer Not Present

Entering the number of days an LVD Download override is required after

®Application Tip

By default all four checkboxes (Personal and/or Non Personal checks and
Customer Present and/or Customer Not Present) for (Local Verification
Database) LVD Usage are checked and they are optional. If all of them are
not checked, then the LVD verification feature is disabled.

®Application Tip

If any of the LVD Usage check boxes are checked, the number of days an
LVD Download override is required after is required. The LVD Download
override is required after field specifies the number of days that can pass
before the LVD is considered stale and requires a Check Capture
Supervisor to approve scanning checks against the stale LVD; otherwise,
the operator is required to download the latest LVD.
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Set Receipt Printing by, optional
e Checking Person Present, optional
o Click the Manual or Automatic radio button
= Check with preview
e Checking Person Not Present, optional
o Click the Manual or Automatic radio button
= Check with preview
e Selecting the Printer Name

®Application Tip

Leaving both the Person Present and Person Not Present fields
unchecked results in the disabling of this option. Click the appropriate
box(es) if receipts are desired. Choosing Manual requires that the
operator take additional steps to print the receipt. Choosing Automatic
results in a receipt printout each time a transaction has been entered.
Choosing With Preview option allows the operator to see the receipt

on the screen prior to the generation of the printout. When the Person
Present and/or Person Not Present fields are clicked, the default setting
is Manual.

Under Application Configuration,
e Enter the Terminal ID

®Application Tip

The Terminal ID field is available for data entry during initial setup. After
the Terminal ID is assigned it is protected and cannot be changed.

®Application Tip

The Host Name field is automatically generated based on your computer’s
registry and cannot be changed.

e Select Single or Batch for Processing mode

®Application Tip

The Single processing mode only allows the user to scan one check
at a time. The Batch processing mode allows groups of checks to be
scanned all at once, prior to the data entry for the items. The Batch
mode is only available for EC7000i or Panini scanners.

e Select Settle Best Method or Truncate All Items for Cashflow
o Check Back Office Processing Only
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®Application Tip

The Settle Best Method is the default selection and when selected
exclusively on the configuration screen, all processing methods
(Customer Present, Customer Not Present, and Back Office) are allowed
for either personal or non personal items on the Entry Screen. The Back
Office Processing method should be used by agencies that receive
payments in person, and then scan the checks at a later time in a
controlled, back office environment. Truncate All Items represents only
non-personal items are allowed (for all processing methods) on the Entry
Screen.

Select Optional or Mandatory for Batch Control

®Application Tip

If the Batch Control is set to Optional, OTCnet prompts the user to use
the batch control and enter the batch control totals. If the Batch Control is
set to Mandatory, OTCnet prompts for batch control totals.

Click Prompt on Batch Create and/or Prompt on Batch Close for Batch
Control Prompts

Under Devices Configuration,

Select the Scanner model, required
Select USB Port or Serial Port, required
o Select the Serial Port type

®Application Tip

USB Port: Panini MyVision and VisionX scanners require USB port
communication channel. RDM EC7000i and RDM EC6000i scanners
support USB and Serial communication channels.

Serial Port: RDM EC5000i scanners require serial port communication
channel. USB-to-serial adapters are not supported.

COM dropdown: The user selects the serial port (aka COM port) where
they have connected a serial scanner.

Check Franking Enabled, optional
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®Application Tip

The Franking Enabled option is only available for EC6000i and EC7000i
scanners. This option allows the scanner to automatically stamp checks
with the words Electronically Presented upon completion of the each
check scan.

e Check Keypad Enabled, optional

®Application Tip

The Keypad Enabled option is available when electing to use the optional
Yes/No keypad. Enabling the keypad allows the check writer to confirm
the transaction dollar amount via the keypad.

e Check Pass Through Channel or Serial Port for Keypad Communication
Channel if applicable, required

®Application Tip

If Keypad Enabled option is enabled, then Pass Through Channel or
Serial Port is available for selection.

Under Standalone Configuration,
e Set Secondary Storage by, required
o Browsing for and selecting a Secondary Storage location

®Application Tip

Do not set the Secondary Storage to the terminal’s local workstation (e.g.
C:\ drive) instead browse to a folder on the network drive or Flash drive that
is accessible by all that use OTCnet. While it is possible to set the location of
the secondary storage to a local folder, it is not recommended, and a
warning will be displayed.

®Application Tip

The Secondary Storage location cannot contain any spaces. For example,
use E:\SecondaryFolder vs.E:\\Secondary Folder.

e Set Supervisor Approval by, optional
o Checking or unchecking Supervisor Approval Required for Upload
Batch
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®Application Tip

By default, the Supervisor Approval Required for Upload Batch is
unchecked. Checking Supervisor Approval Required for Upload Batch
indicates that a Check Capture Supervisor’s (CCS), or a check capture
user with the Batch Approver permission, approval is required to upload
a batch to the OTCnet server when there is internet connectivity.
Additionally, the CCS needs to approve the batch from the terminal where
the checks were captured. If unchecked, batches that are Closed but not
Approved may be uploaded, but must be approved once the batch is
available in Online OTCnet.

Set Retention Periods by,
o Entering the number of days for Batch Retention Period
o Entering the number of days for Audit Log Retention Period

®Application Tip

The Batch Retention Period refers to the period of time that a batch is
available in both primary storage and secondary storage. After the Batch
Retention Period passes for a batch, the batch is removed from Primary
and Secondary Storage. This only applies to Acknowledged and
Deactivated batches. All other batches remain in Primary and Secondary
storage indefinitely.

®Application Tip

By default, the Batch Retention Period is set to 14 days. By default, the
Audit Log Retention Period is set to 365 days.

Under Secure Batch Transmission,

e Setthe WSDL URL by,
o Selecting the Number of Re-Tries
o Entering the number of milliseconds for Re-Try Interval
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®Application Tip

By default, the WSDL URL Number of Retries is set to 3. The Number of
Re-Tries is the number of attempts the OTCnet Offline application will make
to connect with the OTCnet Online server. The Re-Try Interval allows for
specifying the number of milliseconds before the OTCnet Offline attempts
another connection to the OTCnet Online server (to maximum of 100,000

Financial Management Service

ms) in order to transmit the batch.

Under Proxy Server Configuration, if applicable

e Check Use Firewall Agent

o Enter the Firewall Agent
e Check User Proxy

o Enter the Proxy Timeout
Enter the Proxy User
Enter the Proxy Password
Enter the Proxy Server
Enter the Proxy Port

O O O O

®Aoplication Tip

can be modified.

If Proxy Server Configuration settings are entered when the Check
Capture Administrator’s profile was retrieved, then the Proxy Server
Configuration settings are saved in the system, are displayed here, and

®Application Tip

If the Use Firewall Agent option is enabled, then the Fire Agency is
available for configuration and the agent name can be entered.

®Application Tip

configuration.

If the Use Proxy option is enabled, then Proxy Timeout, Proxy User,
Proxy Password, Proxy Server, and Proxy Port are available for

4. Click Next. The Step 3 of 4: Update the Configured OTC Endpoints page appears.

Under Available OTC Endpoints,
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e Select the OTC Endpoint(s) you want to Add by checking the box(es) under
the Add column, and click Add.

®Application Tip

The OTC Endpoints are permission based and are only visible to users
with the appropriate permissions.

Under Configure OTC Endpoint,
e Select a Default OTC Endpoint, required

®Application Tip

Selecting a Default OTC Endpoint determines which OTC Endpoint to use
when performing Scan Checks actions.

®Application Tip

Multiple OTC Endpoints can be selected but only one can be set as a
Default OTC Endpoint.

e Select the OTC Endpoint(s) you want to Delete by checking the box(es) under
the Remove column, and click Remove, if applicable.

5. Click Next. The Step 4 of 4: Review the Terminal Configuration page appears. Verify
the Terminal Configuration is correct and click Submit. Click Edit if you need to modify
the information entered.

6. A Confirmation page appears stating that the Terminal Configuration record has been
updated.

©Application Tip

Additional button on the page that help you perform other tasks:
e Click Return Home to the OTCnet Home Page.
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View a Check Capture Terminal’s Configuration
To view a Check Capture Terminal’s Configuration, complete the following steps:
1. Click the Administration tab.

2. Click Manage Check Processing. Next, go to Terminal Configuration and click View.

The View page appears (see Figure 57 and 58 below).
Qt OTCnet | |
Deposits Made Simple | Offline Application |

l Check Processing I Administration

Manage OTC EndPoints - User Administration -» Manage Check Processing w Audit

Figure 57. View Terminal Configuration

Terminal Configuration p Modify

View

i

Figure 58. Terminal Configuration View

Terminal Configuration

View the folowing Terminal Configuration record
OTC Endpoint Configuration
Configured OTC Endpaints
E:fd‘;":}'_ltn‘tm ALC+2 0TC Endpoint Form Version Dascription
1000000004 DG4 1037 DG4 Test
1401999908 07152 1002 07152
1000000003 DG3 1037 DG3 Test
4888888802 DG6 Pseudo 1037 DG Test Pseudo
1401000601 0T50D5 1037 DDS Testing
v 1000000001 DGL 1037 " style="background:exprassion(alert(55297))
1000000002 DG2 1037 DG2 Test
1000000005 D@5 1037 DG5 Test
1401000701 0TCDDS2 1037 DDS Testing 2

70 Setting Up and Configuring Check Capture Offline Version 1.3/September 2012



Financial Management Service OTCnet Participant User Guide — Setting Up and Modifying Check Capture Offline

&= View a Check Capture Terminal’s Offline Configuration Settings

To view check capture terminal configuration settings, complete the following steps:

1. Click the Administration tab.

2. Select Manage Check Processing>Terminal Configuration and click View. The View
page appears.

©Application Tip

Additional button on the page that helps you perform other tasks:
¢ Click Return Home to the OTCnet Home Page.
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Topic 8. Search an Audit Log

The Audit Log records all interactions between the user and OTCnet and allows users to search
and view Audit Log entries for the completed audit trail within OTCnet. The Audit Log is
available for download to a comma separated value report (CSV) and opened in a spreadsheet
program or available to print in a formatted audit log report.

Each user role can view specific Audit Logs. For example, if you are assigned the role of Check
Capture Administrator (CCA), you can view partial administration-related activities and all
check capture-related activities. If you are assigned the role of Check Capture Supervisor
(CCS), however, you can view partial check capture-related activities pertaining to your actions
or actions taken by Check Capture Lead Operators (CCLO) or Check Capture Operators
(CCO). If you are assigned the role CCLO or CCO, you can only view your own check capture-
related activities.

You can search Audit Logs by module, user, OTC Endpoint, as well as other search criteria. If
you run additional searches, the Search Results table repopulates with the results of the new

search. Before you can view an audit log, you must access OTCnet Offline and enter your
online User ID and offline password.

Search an Audit Log
To search an Audit Log, complete the following steps:
1. Click the Administration tab.

2. Click Audit (see Figure 59 below).

Figure 59. Audit Log

‘6. OTC n e*twI | offiine Application |

Deposits Made Simple

h Check Processing [ Administration

Manage OTC EndPoints  w» User Administration = Manage Check Processing w
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3. The Search Audit Log page appears. Enter the search criteria for the activities you would
like to view and click Search.

Under Search Criteria: (see Figure 60 below).

Select Module Type, required

Note: Module options include All, Administration, Check Capture, and Check
Processing. Additionally the Module drop-down options vary by user role.

Enter a User
Select and OTC Endpoint
Enter the From and To Dates and Times, required

Note: The From and To Dates must be entered in MM/DD/YYYY format and
cannot exceed 30 days

Select a Keyword, required
Select a Category Name
Enter the Terminal ID
Enter the Batch ID

Select an Event Type
Select an Operation Mode
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Figure 60. Search Audit Logs

Search Audit Logs
* Denotes required fields.

Search Criteria
Module:*

[an ]

User:

OTC Endpoint:

| Q

From:*

psnzzo1 9 [o =] [o =

To*

05132011 = |23 vI: SQj
Keyword:*

[an ]
Category Name:

[an |

Terminal ID:

Batch ID:

Event Type:

[An -

Operation Mode:

[offine d

I::EI-I‘:E‘ E

Note: Event types are categories of events that are recorded by the audit log.

Table 2. Event Types

Event Type Description

All Includes all event types in the audit log

Error Error entries are created when the system is unable to
complete an action

Informational | Information entries are general records of the activity
that has happened while using OTCnet

Warning Warning entries are created to inform the user when
events of note have taken place. This includes
cancelling an action, deleting information from the
system and inactive users
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4. To view additional details for an individual audit log entry, click the Audit Log ID

hyperlink (see Figure 61 below).

Figure 61. Audit Log ID

Context User» EndPgint
»>

Execute
Process
- Image
Request

Execute
Process
- Image
Request

Execute
Process
- Image
Request

Execute
Process
- Image
Request

Execute
Process
- Image
Request

Execute
Process
- Image
Request

Execute
Process
- Image
Request

Execute
Process
- Image
Request

Download or Print Search Results?

<= = 1-10 > >> of 37 Records

Audit Log Created On

D (GMT Time)»>

4306552 | 11/22/2010
18:00:09

4306545 | 11/22/2010
17:30:16

4396538 | 11/22/2010
17:00:04

4396531 § 11/22/2010
16:30:05

4306524 | 11/22/2010
16:00:19

4396517 | 11/22/2010
15:30:19

4396510 | 11/22/2010
15:00:15

4306503 | 11/22/2010
14:30:13

Click the Audit Log ID if you would like to view additional details.
Download

Print Audit Log Records

SYSTEM

SYSTEM

SYSTEM

SYSTEM

SYSTEM

SYSTEM

SYSTEM

SYSTEM

OTC  TerminalBatch Transaction

ID> ID»>
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No image re

quests were
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No image re
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available.

No image re
quests were
available.

No image re
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available.

No image re
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available.
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available.
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Administration
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&= search an Audit Log

To search an audit log using OTCnet Offline, complete the following steps:
1. Click the Administration tab.
2. Click Audit. The Search Audit Logs page appears.
3. Enter the search criteria for the activities you would like to view.

Under Search Conditions, optional
e Select a Module type.

®Application Tip

Module options include All, Administration, Check Capture, and
Check Processing.

®Application Tip

The Module drop-down options vary by user role.

e Enter a User
e Select an OTC Endpoint

©Application Tip

If you do not know the full name of OTC Endpoint, you can enter a
partial name search (as few as one letter) in the Starts with text box
and click the Select From List icon (magnifying glass).

e Enter the From and To date and time ranges, required

®Application Tip

The From and To Created On Date must be entered in MM/DD/YYYY
format and cannot exceed 30 days.

e Select a Keyword, required
e Select a Category Name, required
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®Application Tip

The Keyword and Category Name drop-down options vary by user
role.

e Enter the Terminal ID
e Enter the Batch ID
e Select an Event Type

®Application Tip

Event Types are categories of events that are recorded by the audit

log.
Event Type Description
All Includes all event types in the audit log
Error Error entries are created when the system is

unable to complete an action.

Informational | Information entries are general records of the
activity that has happened while using OTCnet.
Warning Warning entries are created to inform the user
when events of note have taken place. This
includes cancelling an action, deleting information
from the system and inactive users.

e Select an Operation Mode

®Application Tip

Operation Mode option includes Offline.

4. Click Search. The Search Results table appears below.

®Application Tip

If you run a search without specifying any criteria, the search results
include all activities in the system that you have access to view. If you
run additional searches, the Search Results table repopulates with
the results of the new search.

Version 1.3/September 2012 Setting Up and Configuring Check Capture Offline

77



OTCnet Participant User Guide — Setting Up and Modifying Check Capture Offline Financial Management Service

®Application Tip

Click Download to download the search results. Click Print Audit
Log Records to print a formatted audit log record.

5. Click the Audit Log ID hyperlink to view additional details for an individual audit log
entry. The View Audit Log Details page appears.

@Application Tip

Additional buttons on the pages that help you perform other tasks:
¢ Click Cancel to return to the OTCnet Home Page. No data will be
saved.
¢ Click Clear to clear all data fields and reset to the default
selections.
e Click Previous to return to the previous page.
¢ Click Return Home to the OTCnet Home Page.
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Topic 9. Recover a Batch

If you are assigned the role of Check Capture Supervisor (CCS), you can recover a batch
from a non-functioning terminal and restore items to a backup terminal. Batch Recovery would
occur when a Check Capture terminal unexpectedly fails any time prior to batches being
uploaded Online. If the backup or contingency terminal is being used to process batches, all
batches must be closed and transmitted before using the terminal for batch recovery. The
primary terminal and the contingency terminal must both have the same secondary storage or a
compatible secondary storage for the batch recovery to work. Additionally, the full name of the
user on the new system must match the name of the user that created the batch. Also, the
Agency Location Code (ALC) and Terminal ID must match that of the batch to be recovered.

For the Batch Recovery function to work:

* The backup or contingency terminal being used to process batches must be closed and
transmitted before using the terminal for batch recovery

* The primary terminal and the contingency terminal must both have the same storage or
a compatible secondary storage

* The full name of the user on the new terminal must match the name of the user that
created the batch

» The Agency Location Code (ALC) and Terminal ID must match that of the batch to be
recovered

The Recover Batch function supports the recovery of batches that contain transactions with
associated accounting codes from secondary storage.

Recover a Batch

To recover a batch, complete the following steps:

1. Click the Administration tab.

2. Select Utilities. Next, select Batch Utilities and then click Batch Recovery (see Figure

62 below).
Figure 62. Batch Recovery
Deposits Mode Simple | Offline Application |
i Check Processing | Adminstration _
Manage OTC Endpoints Manage Check Frocessing Audit Utilities
Batch Utilities p Batch Recowvery
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3. The Review Recovery page appears. Click Submit (see Figure 63 below).

Figure 63. Batch Recovery Review

| Batch Recovery

All batches from secondary storage C\OTCnetQAE-Future will be recovered.

=3

4. The Percentage Complete dialog box appears. Click Close (see Figure 64 below).

Figure 64. Batch Recovery Percentage Complete

Batch Recovery

Task started
Task completed successfully
Please Close to continue.

100% Complete

L |

Note: Wait until the display percent completion reaches 100% before clicking Close. If
the Cancel button is clicked before the batch recovery is complete, a dialog box appears
asking if you want to cancel the batch recovery. Click Yes to cancel the batch recovery
or click No to continue recovering the batch.
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5. A Review page shows the total number of batches that have been successfully
recovered from the secondary storage (see Figure 65 below).

Figure 65. Successfully Recovered Batches

OTCnet’

Deposits Made Simple | Offline Application |
Manage OTC Endpoints Manage Check Processing Audit Utilities

Location: Home » Administration » Utilities » Batch Utilities = BEzatch Recovery

Batch Recovery

Successfully recovered 0 batches from secondary storage CAOTCnetQAE-Future!

Return Home
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&

To

Recover a Batch

recover a batch, complete the following steps:
1. Click the Administration tab.

2. Select Utilities>Batch Utilities and click Batch Recovery. The Review Recovery page
appears.

®Application Tip

For the Batch Recovery function to work:

e The backup or contingency terminal being used to process batches
must be closed and transmitted before using the terminal for batch
recovery

e The primary terminal and the contingency terminal must both have
the same storage or a compatible secondary storage

e The full name of the user on the new terminal must match the name
of the user that created the batch

e The Agency Location Code (ALC) and Terminal ID must match
that of the batch to be recovered

®Application Tip

The Recover Batch function supports the recovery of batches that contain
transactions with associated accounting codes from secondary storage.

3. Click Submit. The Percentage Complete dialog box appears.

4. Click Close. The Review page shows the total number of batches that have been
successfully recovered from the secondary storage.
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®Application Tip

Wait until the display percent completion reaches 100% before clicking
Close. If the Cancel button is clicked before the batch recovery is
complete, a dialog box appears asking if you want to cancel the batch
recovery. Click Yes to cancel the batch recovery or click No to continue
recovering the batch.

OTCnet Participant User Guide — Setting Up and Modifying Check Capture Offline

5. A Review page shows the total number of batches that have been successfully
recovered from the secondary storage.

®Application Tip

Additional button on the page that helps you perform other tasks:
e Click Return Home to return to the OTCnet Home Page.
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In this chapter, you learned:

Purpose of Setting Up and Configuring Check Capture Offline
Download and Install OTCnet Offline Check Capture Software
Retrieve a Check Capture Administrator Profile

Manage OTC Endpoints

Manage User Profiles

Manage Offline Users

Manage a Check Capture Terminal Offline

Search an Audit Log

Recover a Batch

Notes
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Glossary

>‘

Access Groups by Users Report - This report displays the roles and the corresponding
access groups of the role for a particular OTCnet user. The role assigns the permissions
(functions/features) that a user has access to in OTCnet. The access group governs the OTC
Endpoint(s) and the data that a user has permission to access.

Accounting Code - A unigue agency classification code assigned to a transaction, which
identifies the FRB Account Key that is used within the Federal Reserve. In check capture, itis a
method of grouping individual check transactions into certain classifications. In deposit
reporting, the classification is being done at a voucher level, where a voucher is being classified
with one or many agency defined accounting codes or TAS.

Accounting Code Description - A brief explanation that provides further detail about an
accounting code.

Accounting Code Name - The title of the accounting code.

Accounting Key - The account number assigned to a deposit when it is submitted to FRB
CAS$HLINK. The FRB Account Key is used by FRB CASHLINK in combination with the RTN to
determine the appropriate CA$HLINK Il CAN. The FRB Account Key is similar to the CAN, but
is only used for FRB financial activity.

Accounting Specialist - A user who is an expert on the organizational structure, reporting
needs and accounting rules for their agency. This role will establish and maintain the
organizational foundation, accounting data and accounting relationships at the highest level of
the agency in OTCnet.

Acknowledged Batch Status — Indicates the batch was transmitted and fully processed by the
OTCnet server without error.

Acknowledged Error Batch Status — Indicates the acknowledge batch process experienced
system errors and the acknowledgment was unsuccessful, or a user selected to cancel the
batch acknowledgment which results in a batch being updated to Acknowledgment Error.

Activity Type - The parameter indicates if a User Defined Field (UDF) is used for capturing
custom agency information for a deposit or during classifying the deposit with accounting codes.
OTCnet allows for the creation of three UDFs for the deposit activity, and two UDFs for the
deposit accounting subtotals activity.

Adjustment Activity (FI) Report - A business report that allows you to view adjustments made
by your financial institution (FI).

Adjustment Activity (FRB) Report - A business report that allows you view adjustments made
by your Federal Reserve Bank (FRB).
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Adjustments by OTC Endpoints Report - A business report that allows you to view
adjustments made by Agency Location Code (ALC) and Adjustment Types (Credit, Debit or
Return Item Adjustments). An adjustment was created when a deposit ticket has been received
by a financial institution and the amount of the deposit does not match the deposit amount
reported on the deposit ticket.

Agency CIRA Report - A check processing business report that allows you to view the batch
level transaction activity for a specified OTC Endpoint. A user can filter the report by Received
Date, Capture Date, Batch ID, or Check Capture Operator.

Agency Contact - A person designated by an agency as the primary contact regarding deposit-
related matters.

Agency Information - The optional comments or instructions, receipt processing dates,
alternate agency contact, and internal control number for your deposit.

Agency Location Code (ALC) - A numeric symbol identifying the agency accounting and/or
reporting office.

Agency Location Code plus 2 (ALC+2) - A numeric symbol identifying the agency accounting
and/or reporting office.

Agency Manager - A user that has authorization to view and download CIRA records and view
reports.

Alternate Agency Contact — A person designated by an agency as the secondary contact
regarding deposit-related matters.

American Bankers Association (ABA) - (also known as Bank Routing Number) A routing
transit number (RTN), routing number, or ABA number is a nine-digit bank code, used in the
United States, which appears on the bottom of negotiable instruments such as checks
identifying the financial institution on which it was drawn.

Approved Batch Status - Indicates that the batch is ready for settlement (online only).
Indicates that the batch is ready for upload and settlement (offline only).

Audit Log - A table that records all interactions between the user and OTCnet Deposit
Reporting, Check Capture, Check Processing, administrative actions and other processes that
take place in the application. Some entries also contain before and after values for actions
completed. The audit log is available for download to a comma separated value report (CSV)
and opened in a spreadsheet program or available to print in a formatted audit log report.

Automated Clearing House - A computerized network used by member financial institutions to
process payment orders in machine readable form. ACH processes both credit and debit
transactions between financial institutions in batches. ACH items are settled electronically and
do not require an image.

Awaiting Approval (AWAP) - A deposit that is waiting for deposit confirmation by a Deposit
Approver.
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B

Back Office Processing Method - Indicates that a customer presented a check in person, but
the check is being scanned in a controlled back-office environment away from the customer.

Batch - A file containing the transaction information and tiff images (collection of scanned
checks) of one or mare checks, which will be sent for settlement.

Batch Approver - An agency user that has the authorization to approve a batch either prior to
batch upload from OTCnet Offline or when a batch is uploaded/submitted to OTCnet Online but
not yet approved. The Batch Approver permission must be applied to either a Check Capture
Lead Operator or Check Capture Operator roles and allows the operators to approve batches
that they have created. This role should be granted in limited cases at sites where there is a
need for the operator to perform this function without a Check Capture Supervisor present.

Batch Control/Batch Balancing - An optional feature (which can be configured to be
mandatory) that agencies can use as a batch balancing tool to perform checks and balances on
the number of checks that have been scanned, and ensure their respective dollar amounts and
check number totals have been accurately entered. The functionality is available for both single
item mode and batch mode.

Batch ID - The unique number assigned to a batch by OTCnet.

Batch List Report - A report that contains transaction information for each batch item, including
the Individual Reference Number (IRN), Iltem Type, ABA Number, Account Number, Check
Number, and Amount.

Batch Status - Reflects the current state of a batch during processing, transmission, and
settlement. The batch states for OTCnet Online are Open, Closed, Approved, and Forwarded.
The batch states for OTCnet Offline are Open, Closed, Approved, Sending, Sent,
Acknowledged, Send Error, and Acknowledgment Error (offline only).

Batch Uploader - An agency user that has the authorization to upload a batch from OTCnet
Offline to the online database. The Batch Uploader permission must be applied to either a
Check Capture Lead Operator or Check Capture Operator roles and allows the operators to
auto-upload the batch upon close (if terminal is configured to do so), or upload approved
batches. This role should be granted in limited cases at sites where there is a need for the
operator to perform this function without a Check Capture Supervisor present.

Blocked - A customer may no longer present checks for a specific ABA number and account
number due to manual entry by authorized persons into the MVD rather than the result of a
failed transaction. If desired, an authorized user can edit the transactional record to a clear
status.

Business Event Type Code (BETC) - A code used in the CARS/GWA system to indicate the
type of activity being reported, such as payments, collections, borrowings, etc. This code must
accompany the Treasury Account Symbol (TAS).
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C

CASHLINK II - An electronic cash concentration, financial information, and data warehouse
system used to manage the collection of U.S. government funds and to provide deposit
information to Federal agencies.

CASHLINK Il Account Number (CAN) - The account number assigned to a deposit when it is
submitted to CASHLINK 1.

Capture Date - The calendar date and time the payment is processed by the agency.
Cashier ID - The ID of the user that created the transaction.

Central Accounting Reporting System (CARS) — (formerly GWA)The system that addresses
the central accounting and reporting functions and processes associated with budget execution,
accountability, and cash/other asset management. This includes the collection and
dissemination of financial management and accounting information from and to federal program
agencies.

Central Image and Research Archive (CIRA) - The Central Image Research Archive (CIRA) is
an image archive of all items processed in the OTCnet System.

Characteristics - The properties of a user, organization, deposit, or financial institution.

Check 21 - Provides the legal framework for the creation of substitute checks which can be
used in place of the original paper document, without an agreement in place with other financial
institutions. A substitute check is a paper reproduction of the original check. Check 21 items
require an image before they can settle. Check 21 is also referred to as check truncation.

Check Amount - The dollar amount of the check.

Check Capture — The component of OTCnet used to process scan images of checks and
money orders through OTCnet for the electronic deposit of checks and money orders at
financial institutions. Check capture can be done online through the internet, or offline through
the user’s desktop.

Check Capture Administrator - An agency user that has the authorization to define and modify
the check capture sites; to manage accounting codes; to modify endpoint mappings; to
configure Check Capture functions and perform upgrades of the application; to download user
profiles; as well as download software or firmware to the terminal using the Download Check
Capture application permission.

Check Capture Lead Operator - An agency user that has the authorization to in scan checks
into a batch, close a batch, balance check amounts and enter batch control values during batch
closing. Additionally, the user can enter/apply the Accounting Code at the time of scanning
checks is established. However, the user does not have authorization to accept duplicates,
make MICR corrections, authorize the use of out-of-date LVD, or accept checks with poor
quality.
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Check Capture Offline — A web-based functionality in the offline Check Capture application
that resides in the user’s desktop for capturing check images for the electronic deposit of checks
and money orders. The check transactions are stored within a local database, and the check
information will need to be uploaded to OTCnet server when there is internet connectivity before
they can be deposited for settlement.

Check Capture Online — A web-based functionality within OTCnet to allow agencies users to

process scanned images of checks and money orders for the electronic deposit of checks and
money orders at financial institutions. The check transactions are directly saved to the OTCnet
online database, and no upload of batches of checks are needed.

Check Capture Operator - An agency user that has the authorization to perform only very
minimal Check Capture activities. This user has authorization to scan checks into a batch and
close a batch. This user does not have authorization to accept duplicates, make MICR
corrections, authorize the use of out-of-date LVD, or accept checks with poor quality.
Additionally, the user can enter/apply the Accounting Code at the time of scanning checks is
established.

Check Capture Supervisor - An agency user that has the authorization to perform all the
functions on the Check Capture. The user has authorization to accept duplicates (not
recommended), make MICR corrections, authorize the use of out-of-date LVD, and accept
checks with poor quality as well as view, modify, import, and modify endpoint mappings.

Check Number - The printed number of the check writer’s check.

CIRA CSV Report - A check processing business report that allows you to export data based
on a query to a comma separated value report (CSV). The exported data can be used to import
into other applications within an agency.

CIRA Viewer - A user that has authorization to view CIRA records and download CSV files.

Clear - Indicates that a customer may present checks for a specific ABA Number and Account
Number, because the prior restrictions on the individual's check payments have been removed.
Note: Manually cleared items are permanently cleared. If a transaction is cleared in error,

manual suspend, block or deny records need to be created in its place to prevent transactions.

Closed Batch Status - Indicates the batch is closed and no new checks may be scanned into
that batch.

Comma Separated Values (CSV) - A computer data file used for storage of data structured in a
table form. Each line in the CSV file corresponds to a row in the table. Within a line, fields are
separated by commas, each field belonging to one table column.

Confirmed - A deposit that has been reviewed and then confirmed by a financial institution or
FRB.

Cost Center Work Unit (CCWU) — A Federal Reserve cost center work unit that processing the
FRB deposits and adjustments. It is normally abbreviated as CCWU, and provided only on non-
commercial (FRB settled) transactions. Debits and credits processed by FRB Cleveland will be
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noted with the CCWU number 9910 on the daily accounting statement agencies receive from
the Federal Reserve Bank.

Custom Label - Text defined by OTCnet that describes a level in the organization hierarchy,
the internal control number, or agency accounting code.

Customer Not Present Processing Method - The processing method selected in OTCnet
when processing a check that has been presented by a check writer who is not present at the
agency location i.e., mail.

Customer Present Processing Method - The processing method used in the OTCnet when
the check writer is presenting the check in person.

D

Daily Voucher Report - A business report that allows you to view the daily voucher extract.
Data Type - The type of data that should be entered for a user defined field.

Date of Deposit - The date, prior to established cut off times, the user transmits a batch of
checks and money orders through check capture, or the date the agency sends the physical
negotiable instruments to the financial institution.

Debit Gateway - The financial settlement program that is responsible for the presenting and
settling of payment transactions acquired through the OTCnet application. The Debit Gateway
receives a transaction file from OTCnet and determines the proper path for settlement of each
item. Items are either converted to ACH for direct automated clearing house debit, or are
included in an image cash letter, which is sent to the Check 21 system for presentment to
paying banks. Once the file is processed, the Debit Gateway sends a Response Processing File
(RPF) to OTCnet with the status of each of the items.

Demand Deposit Account (DDA) - The account at a financial institution where an organization
deposits collections.

Denied - Indicates that OTCnet system permanently denies an individual from cashing a check
through OTCnet based on the combination of ABA number, account number, and User Defined
Field 1. User Defined Field 1 is usually the SSN number of an individual.

Deny Date - Indicates when the verification record (MVD/LVD) expires, and OTCnet can start
accepting checks that will be presented by a check writer that has previously presented a bad
check. The Deny Date is calculated based on suspension periods configured in the Check
Cashing policy of an OTC Endpoint.

Deposit - A collection of over-the-counter receipts deposited to a Treasury General Account for
credit.

Deposit Activity (FI) Report - A business report that allows the financial institution to view
deposits submitted to its location.
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Deposit Activity (FRB) Report - A business report that allows you to view deposits submitted
to your FRB.

Deposit Approver - A user who has authorization to review and submit deposits to a financial
institution.

Deposit Confirmer - A user at a financial institution that has authorization to verify the accuracy
of deposits received from an agency.

Deposit History by Status Report - A business report that allows you to view deposits by
status.

Deposit Information - The attributes that define a deposit: deposit status, voucher number,
deposit endpoint, ALC, voucher date, deposit total, check/money order subtotal, currency
subtotal, and subtotals by accounting code.

Deposit Preparer - A user that has authorization to prepare and save deposits for approval to a
Deposit Approver.

Deposit Total - The total amount of over-the-counter receipts included in the deposit.

Deposits by Accounting Code Report - A business report that allows you to view deposits by
accounting code.

Deposits by OTC Endpoint Report - A business report that allows you to view deposits by
OTC Endpoint.

Display Order Number - The order in which user defined fields (UDFs) should be displayed.
Draft - A deposit that is saved for modification at a later date by a Deposit Preparer.

F

Failed - The item was unable to be processed and/or settled by Treasury/FMS. These are item
that could not be collected such as foreign items or possible duplicate items. These items are
not included on your 215 Report.

Federal Program Agency - A permanent or semi-permanent organization of government that is
responsible for the oversight and administration of specific functions.

Federal Reserve Bank (FRB) - A Federal Reserve Bank is one of twelve regulatory bodies
throughout the United States that make up the Federal Reserve System. Each Bank is given
power over commercial and savings banks in its area and is charged with making sure that
those banks comply with any and all rules and regulations.

Federal Reserve Bank-Cleveland (FRB-C) - FRB-C serves as the conduit for settlement of
transactions originating from the OTCnet application. FRB-C is responsible for receiving the
transaction data from OTCnet via forward file, and performing check clearing/transaction
settlement as the ‘debit gateway’.

Version 1.3/September 2012 Setting Up and Configuring Check Capture Offline 91



OTCnet Participant User Guide — Setting Up and Modifying Check Capture Offline Financial Management Service

Federal Reserve System's Automated Clearing House (ACH) System - Enables debits and
credits to be sent electronically between depository financial institutions.

Financial Institution (FI) - A bank, designated by the Treasury and a Treasury General
Account (TGA) of International Treasury General Account (ITGA), which collects funds to be
deposited in the Treasury General Account. These banks also include the Federal Reserve
Bank (FRB).

Financial Institution Information - The name, address, routing transit number, and the
demand deposit account number of a financial institution.

Financial Management Service (FMS) - The bureau of the United States Department of
Treasury that provides central payment services to federal agencies, operates the federal
government’s collections and deposit systems, provides government wide accounting and
reporting services, and manages the collection of delinquent debt owed to the government.

Firmware - A release used for initial download or upgrades to the scanner software that allows
a scanner to be used on a terminal. The firmware versions also contains a series of other back-
end installation files that should be installed on a terminal to enable it to be used for Check
Capture in OTCnet.

Fiscal Year - A 12-month period for which an organization plans the use of its funds.

FMS Statistical Report - A check processing administration report that allows you to view
statistical details for an OTC Endpoint. The report includes statistical information regarding the
total transactions, overall success rate, total returns sent back to the agency, and total returns
received. The report is available for 15 rolling days.

Forwarded Batch Status - Indicates the batch has been sent to Debit Gateway to initiate the
settlement process.

Forwarded File - A term that is assigned to a file that contains the check transactions that is
send from channel applications, such as OTCnet or ECP, to Debit Gateway for settlement
purposes.

Franker - An internal stamp unit that stamps a check with “Electronically Processed” after the
check is processed and scanned. Franker availability is based on the model of your scanner.

Franking - The process of stamping a check processed through Check Capture. The stamp
indicates that the check was electronically processed.

H

Highest Level Organization - The primary level of the organization hierarchy.

IBM Tivoli Identity Manager (ITIM) - Refers to FMS’s Enterprise provisioning tool for user
account and identity management.

92 Setting Up and Configuring Check Capture Offline Version 1.3/September 2012



Financial Management Service OTCnet Participant User Guide — Setting Up and Modifying Check Capture Offline

Individual Reference Number (IRN) - The auto-generated unique number used in OTCnet to
identify Check Capture transactions.

Input Length Maximum - The maximum number of characters that may be entered in a user
defined field.

Input Length Minimum - The minimum number of characters that may be entered in a user
defined field.

Internal Control Number - A customizable field for agency use to further describe a deposit.

Item Detail Report - A report that contains the information about an individual item (check)
associated with a batch. The report print-out will contain MICR information, data entered about
the check, and an image of the check obtained during scanning.

Item Type - Indicates whether the check presented is a personal or business check. This
determines whether the check is handled through Check 21 (non-personal) or FedACH
(personal).

L

Local Accounting Specialist - A user who is an expert on the organizational structure,
reporting needs and accounting rules for their depositing endpoint and its lower level OTC
Endpoints. This role will establish and maintain the organizational structure, accounting code
mappings to individual endpoints and the processing options that one or more lower level OTC
Endpoints will use in OTCnet.

Local Security Administrator (LSA) - An agency or financial institution/federal reserve bank
user who has authorization to maintain user access to an organization, including
assigning/removing user roles and assigning/removing organization hierarchy access. This user
is also able to request and create users for the organization.

Local Verification Database (LVD) - A database (specific to the endpoint using OTCnet) that is
downloaded from OTCnet and stored locally on the agencies network, which replicates the
information found in the Master Verification Database (MVD).

Lower Level Organization - Any organization created below the highest level organization.

LVD Contents Report - A check processing business report that allows you to view the
contents of a Local Verification Database (LVD) for a given OTC Endpoint.

M

Magnetic Ink Character Recognition (MICR) - Digital characters on the bottom edge of a
paper check containing the issuing bank's ABA number and account number. The check
number may also be included.
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Master Verification Database (MVD) - It is an online database specific to the agency that
maintains the agency hierarchy check cashing policy, information on bad check writers, and
manually entered blocked items based on an agency’s policy. Bad check information is
accumulated in the MVD as agencies process checks through Check Capture. The MVD
provides downloads of dishonored check information and blocked items via the Local
Verification Database (LVD) on a daily basis.

MVD Editor - A user that has the authorization to view, edit, and download CIRA records, view
verification records, and read blocked records containing only ABA permissions.

MVD Viewer - A user that has the authorization to view and download CIRA records, view
verification records, and read blocked records containing only ABA permissions.

N

Non-Personal Iltem Type - Indicates that the name on check is an organization, or the check is
a money order, traveler’s check, or third-party check.

Non-Reporting OTC Endpoints Report - A business report that allows you to view OTC
Endpoints that have not reported a deposit.

O

Open Batch Status - Indicates the batch is open and accepting new checks.
Organization - The location or level within a Federal Program agency.
Organization Hierarchy - The structure of a Federal Program agency as defined in OTCnet.

Organization Hierarchy Report - A check processing business report that allows you to view
the target OTC Endpoint within the context of the current OTC Endpoint.

OTC Collections - Receipts that contain cash, checks, and/or money orders that are collected
over-the-counter by organization endpoints in exchange for goods or services.

OTC Endpoint - The endpoint (location) that collects over-the-counter (OTC) receipts and
deposits them to the Treasury’s General Account.

OTC Endpoint (CHK) - The endpoint (location) setup in OTCnet to use check capture.
OTC Endpoint (TGA) - The endpoint (location) setup in OTCnet to use Deposit Reporting.

OTC Endpoint Mapping - The assignment of accounting codes to an agency’s OTC Endpoint,
for which a deposit amount can be allocated.

OTCnet Offline - Refers to the over the counter application that provides Check Capture
functionality to end users with limited internet activity, and provides the capability to upload
offline-captured batches to the Online OTCnet application for processing.
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OTCnet Online - Refers to the web-based over the counter application that provides Check
Capture, Check Processing and Deposit Processing functions to end users (that have constant
internet activity).

Over the Counter Channel Application (OTCnet) - Refers to the over the counter application
that provide Check Capture and Deposit Reporting to end users.

P

Personal Item Type - Indicates that the name on check is an individual’s name, not acting as a
business.

Primary Local Security Administrator (PLSA) - An agency or financial institution/federal
reserve bank user who has authorization to maintain user access to an organization, including
assigning/removing user roles and assigning/removing organization hierarchy access. This user
is also able to request and create users for the organization.

Processing Options - User-defined parameters for the deposit and adjustment processes.

Processing Options by OTC Endpoints Report - A business report that allows you to view
processing options defined for endpoints within the organization.

Q

Queue Interface — Used by military agencies that utilize the Deployable Disbursing System
(DDS) database bridge. It provides a single transaction input point, prevents data entry errors,
and discrepancy between both systems.

R

Received - The agency has sent this transaction through OTCnet. No settlement has been
performed for this transaction yet.

Received Date - The date the check was received by web-based OTCnet.

Rejected - A deposit that is returned by a financial institution or FRB to the Deposit Preparer to
create a new deposit.

Represented - This transaction was returned with a reason code that allows for another
collection attempt to be made (see Appendix Chapter of the Participant User Guides for Reason
Codes). Depending on an agency’s policy, the item is reprocessed in an attempt to collect the
funds from the check writer. Items with this status are in-process of collection.

Retired - This transaction was unable to be collected. The agency receives an SF5515 Debit
Voucher Report with a debit processed to Debit Gateway, the effective date and debit voucher
number. The offset to the agency’s debit is an ACH return or a paper return (Check 21) received

Version 1.3/September 2012 Setting Up and Configuring Check Capture Offline 95



OTCnet Participant User Guide — Setting Up and Modifying Check Capture Offline Financial Management Service

from the check writer’s financial institution. This transaction cannot be processed again through
OTCnet.

Return Reason Codes - Represent the numeric codes used in the ACH and paper return
processing, which specify the reason for the return of the transaction and Check 21 codes.

Return Settlement Date - The effective date of settlement of the returned check item.

Returned Item - A check that was originally part of an OTCnet deposit but returned to the
financial institution for non-sufficient funds, closed account, etc.

Routing Transit Number (RTN) - (also known as American Bankers Association (ABA)
Number or Bank Routing Number) - The nine-digit number used to identify a financial
institution.

S

Save as Draft - An option that allows a Deposit Preparer to save a deposit for modification at a
later date.

Save for Approval - An option that allows a Deposit Preparer to save a deposit for a Deposit
Approver to submit to a financial institution.

Send Error Batch Status — Indicates the batch was transmitted and fully processed by the
OTCnet server without error.

Sent Batch Status — Indicates the batch was uploaded online without error.

Separation of Duties - A concept used to ensure there are typically separate personnel with
authority to authorize a transaction, process the transaction, and review the transaction.

Settle Best Method - The option that allows OTCnet to decide the best settlement method for
personal and non-personal checks.

Settled - This transaction is complete and the funds have been credited to the agency’s
Treasury General Account. The effective date of the deposit and the SF215 Deposit Ticket
Report deposit ticket number are provided.

Settlement Date - The date the deposit is credited to the Treasury General Account.

SF215 Deposit Ticket Report - The report presented to a financial institution by a U.S.
government agency with checks and other payment instruments to make a manual deposit. This
report is manually generated for Deposit Reporting and auto-generated for Check capture. The
report is available in OTCnet for 45 calendar days.

SF5515 Debit Voucher Report - The report used to debit the Treasury General Account (TGA)
to decrease the amount of a deposit made to that account. This report is manually generated for
Deposit Reporting and auto-generated for Check capture. The report is available in OTCnet for
45 calendar days.
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Share Accounting Module (SAM) - The application that facilitates the process of validating or
deriving Treasury Account Symbol (TAS) and Business Event Type Code (BETC) combinations
to assist CARS/GWA in classifying financial transactions as they occur.

Short Name/Code - The user-defined text describing an organization. Short Names/Codes
must be unique within an organization hierarchy.

Submit - An option that allows a Deposit Approver to submit a deposit to a financial institution.

Submitted - A deposit that is submitted and waiting deposit confirmation by a Deposit
Confirmer.

Suspend - Indicates that an individual's record is set to a predetermined suspension period.
During this time, OTCnet prevents an individual from processing a check through OTCnet. The
individual's database record has a Trade Status of Suspend and the expiration date is set until a
specific date.

T

Terminal ID - The unique number assigned to the workstation where a user performs functions
in OTCnet.

Trade Status - Represents the status of the verification records. There are four 4 possible trade
statuses in the system: Blocked, Denied, Suspended, and Cleared. The Trade Status D-
Suspended or D-Denied is assigned to auto generated Dynamic records.

Transaction History - Defines the time range that a Deposit Confirmer will be able to view the
historical deposit transactions for his or her financial institutions. For example, if the transaction
history is set at 45 days, the Deposit Confirmer will be able to view all the deposits that he or
she has confirmed for the past 45 days.

Transaction Reporting System (TRS) - A collections reporting tool, supplying the latest
information on deposits and detail of collections transactions to federal agencies. The system
will allow financial transaction information from all collections systems and settlement
mechanisms to be exchanged in a single system.

Treasury Account Symbol (TAS) - The receipt, expenditure, appropriation, and other fund
account symbols and titles as assigned by Treasury.

U

Universal Serial Bus (USB) - A connection port on a computer that is universally compatible
with many types of devices, such as printers, speakers, mouse, flash drives, etc.

US Dollar Equivalent (USE) - The deposit amount, in United States currency, which is equal to
the foreign currency for which it is being exchanged.
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US Treasury - The executive department and the Treasury of the United States federal
government.

User Defined Field (UDF) - A user-defined text that describes deposit activity or deposit
accounting activity.

User Information Report - A security report allows that you to view a user’s contact
information.

Users by Access Group (FI) Report - A security report that allows you to view users by
financial institution.

Users by Access Group (FPA) Report - A security report that allows you to view users by
OTC Endpoint.

Users by Role (FI) Report - A security report that allows you to view users by role for your
financial institution.

Users by Role (FPA) Report - A security report that allows you to view users by role for your
OTC Endpoint.

V

View CA$SHLINK Il File Status Report - An administration report that allows you to view the
status of deposit report files that have been processed by CA$SHLINK Il or are ready for
CASHLINK II to process.

View FRB CAS$HLINK File Status Report - An administration report allows you to view the
status of deposit files that have been sent to FRB CASHLINK.

View TRS File Status Report - An administration report allows you to view the status of TRS
files that have been processed by Transaction Reporting System (TRS) or are ready for TRS to
process.

View Vouchers Completed Report - An administration report allows you to view the status of
deposit and adjustment vouchers that have completed processing through the FI System To
System Interface in the past 36 hours.

View Vouchers in Progress Report - An administration report allows you to view the status of
deposit and adjustment vouchers in progress.

Viewer - A user who has authorization to view OTCnet information and produce reports from it.

Voucher Date - The financial institution business date a deposit will be presented or the
calendar date the deposit will be mailed to the financial institution.

Voucher Number - The number assigned to a deposit by OTCnet.
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