
Accessing JFICS

Judgment Fund Seminar
September 23-24, 2008

Gregory Gaines
Financial Accounting & Services Division

Office of the Director
Financial Projects and IT Staff
Financial Management Service

U.S. Department of the Treasury



Security Concerns Have 
Heightened

Unfortunately, recent security breaches 
involving Sensitive But Unclassified (SBU) 
and/or Personally Identifiable Information (PII) 
have caused the agency to tighten its data 
security belt
Judgment Fund claims contain both SBU and 
PII  Data
Examples of such data are: 

First name or Last Name or Both
Telephone numbers 
Street addresses and  
SSN’s or EIN’s, etc…..



What does that mean for JFICS?
As a result JFICS was given a higher risk level 
designation
All FMS systems now must conform to tighter 
access security requirements
Consequently, access to JFICS requires a 
two-factor authentication

The Solution: Public Key Infrastructure (PKI)
PKI requires both passphrase and a physical token 
in order for Authentication and Authorization to 
occur (two-factor)



Required Steps for System Access
Complete three required forms (unless 
you are a DOD user)

JFICS User Access Request Form
Rules of Behavior Form
PKI Certificate Action Request Form 

DOD users do not fill out this form

Initially, forms and instructions will be 
sent to users as access and training is 
scheduled (Phased approach)



Recommendations for Submitting 
Forms

We prefer forms that are typewritten
If hand written, print legibly
Complete all fields within the forms
Remember to sign and date forms
Must use the Esker fax cover sheet

This form is downloadable from the 
Judgment Fund website



For Department of Defense Users

If you are currently using Common 
Access Cards (CAC)

Conflicts/problems exist with PKI 
certificates

We have an alternate approach for you 
CAC users 
It is the Secure ID Card

Secure ID Cards allow for remote logins 
without conflicts with CACs



Contact Information

FMS Service Desk/PKI Help Desk
Telephone: 202-874-4357
email: Service.Desk@fms.treas.gov

Gregory Gaines
Telephone:  202-874-7302
email:  

gregory.gaines@fms.treas.gov
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